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FINAL ACTIGH:

Recommendation: That the Board:

1. Accepts this report on the Department’s response fo the Controller's audit report
entitled "Controls Over the City's Fuel Uge” which includes findings and the
recommendations as they apply to the Department from the Office of the Controller.

The Department's fuel use and procedures were audited by the Controller's office. The
Department has reviewed the recommendations and has identified the Sections that
need to be addressed by listing tasks, responsibilities and target dates.

sSummary.:

0n March 29, 2012, the LAFD received the attached Controller's audit report entit/ed
“Controls Over the City's Fuel Use." The LAFD has responded to the audit and has
prepared their response. A table listing the findings, recommendations, and target
dates including current status is attached.

Fiscal Impact:

The Department has not vet determined the fiscal impact of implementing a fuel
monitoring system and the procurement and installation of lock boxes.
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The Fire Depaitment continues to work on meeting the tasks, responsibilities and
required dates of compliance specified in the audit. The Administrative Operations
Commander will continue to monitor the compliance. The atlachment outlines what has
been completed and has target dates of completion for required milestones. These
include:

« Fuel Use Monitoring utilizing two target dates of September 2012 and December
of 2014

+ Fuel Card Controls by December 2012

+ System Reliability by September 20112

« Vehicle Use Monitoring by Becember 2012

The Department wilt provide regular updates to the Fire Commission to keep them
infarmed of the progress in meeting the recommendations of the audit.

Board report prepared by Daren Falacios, Chief Deputy, Administrative Cperations.

Aftachments
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PACETENT

CASIMIRD L, TOLENTIND
: VICE PREXDENT
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ValANT
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April 30, 2012

Honorable Wendy Greust

City oF Los ANGELES

CALEFCQRMIA,

ANTONIO R VILLAR RGOS A
MAYSR

Controller, City of Los Angeles

Room 300, City Hall East

Aftention: Claire Bardels, Chief Deputy Controfler

Dear Ms, Greuel:

Cortrols over the Cilv's Fuel Use

FIRE GEPARTMERT

SRR L SUMMINGS
RRE C4EF

=10 NOHTH MAIN STREET
LS ANGELER, 8A Do0i2

{213) §78-5300
FAX: (213} GFE-EE15

Ty Tl o

The Fire Department (LAFD) s in receipt of your audit report entitled “Controis aver the
Gity's Fuel Use,” dated March 28, 2012. The Department is generally in agreement with
your findings and recommendations. Attached is the LAFD's respehss to the findings
and the recommendations as they apply to the Department.

The LAFD wishes to thank you for the review of our controls over fuel usage. i Is the
intent of this Department to be compliant with the policies and procedures regarding fuel
will cooperate fuily with the implementafion of the

‘use. The Department
_resgmmendations. ...

A ENIAL EMFLOYMENT OPPORTLMITY — AFFTRALATIVE ACTION ERPLDYER
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WENELT ZSREUEE.
CaNTRAOLLER

March 29, 2012

Honorabie Antonio R. Villaraigosa, Mayor .
Honorable Carmen Trutanich, City Aftorney
Honorabie Members of the Los Angeles City Council

Record level gas prices have affected all of us — and the Cily is no exception. Many
Angelenos are forced to decide between filling up their cars with fuel and putting food
.on their tables, and the effects are felt far and wide. Today, | am releasing an audif of
the Controls Over the City's Fuel Use, This audit found that, in general, departmentis do
not monitor their fuel fransaciions sufficiently o identify potential abuses or problems
and, as a result, the City's taxpayers cannot be assured that fuel is appropriately used.
Abuse of the City's fuel supply i= unaccepiable at any time, and preventing abuse is
necessary now more than ever given the high cost of fuel.

The City purchases about 13.8 million gallons of fuel annually at a cost of approximately
$28.6 million. With this much fuet at risk, the City needs to maintain strong confrols to
ensure that every last galion of fuel is accounted for. and that City management
overzees and controls its use. Having found millions of dollars worth of gas that was not

" properly monitored, my audit shows that this is clearly not the case.

This audit reveals that procedures are not in place fo monitor the distribution of fuel.
Over $7 milion speni Citywide on fuel was dispensed through three methods that
expose the City to high risk:

. Bypass transactions ($1.2 milion): when a locked panef is removed and an
electronic switch is deactivated from a fuel contral terminal;

» Keypad entry transactions ($3.8 milion): when a City employee using an LAPD
fuel site uses the ovemide hution and is only required to input a2 vehicle number
to obtain fuel; and

« Masfer card transactions (32 million): when a site supervisor uses a geperal
'master card' fo override the systern which shouid only be used when a vehicle's
fuel card or vehicle information fransmitter s malfunctioning or missing.

Due io a lack of moenitoring, most depariments were unaware of these high rsk
transactions. 0 addition, the audit found approximately 150,000 transactions that

200 M. MAIN STREET, SWITE 300, LOS ANGELES, CA 20012 « {213) BYE-7200 - HTTFPACONTROLEER. LASITY O R

AN EGUAL EMPLOYHMENT QFFORTUMITY — AFFIRMATIVE AGCTION EMPLOYER

€



Honorable Antonio B, Villaraigosa, Mayor
Honorable Carmen Trutanich, City Atiormey
Honorable Members of the Les Angeles City Council
March 29, 2012

Page 2

recorded negative mileage or greater than 2,000 miles since the vehicle's last fueling.
These are also considered high-risk fransactions, and with appropriate monitoring,
depariments could have guestioned whether these were caused by sysiem emors,
unintentional manual override that need to be correcied through staff fraining, or
reflected as intenfional misstatements by staif, indicating inappropriate fuel use.

Beginning in 1999, the City has paid a vendor in excess of $12 million to implement and
maintain & fuel automation system. However, departments are not using the system's
capakilities to monitor fuel usage. I they had, they could have identified the extent of
high risk transactions, as well as dafa inaccuracies being generated by the system.

To better account for fuel usage, | recommend that the City establish a Fuel Task Force
in the Department of General Services to develop general guidelines fer controlling and
rmonitoring fusl use; that employes aceess to bypass the information fracking sysiem be
restricted; thaf fuel logs be maintained at each fuel site fo record fuel dispensed using
bypass modes and mastar cards: that regular department-wide physical inventeries of
fuel cards be conducted fo limit fraudulent expenditures; and that logs to record fuei
dispensed from above ground tanks be maintained since they are not currenily
recorded.

The City's controls over fuel usage is another example of how simple changes io the
City's business practices can strengihen confrols to save millions of dollars. | urge the
Mayor, Councit and all City departments fo make .the changes in my Controller's
Accountabiity Plan immedistely, o betler conirel the City's fuel costs and ensure that
every dellar is spent responsibly for mission-related fuel consumption and that no City
funds are spent withoui adeguate moniforing and oversight. Departments must be more
vigitant and more accountable for their fuel usage. | look forward io seeing departments
implementing these recommendations immediately — the City cannot afford to wait.

Sincerely,

wa

WENBY GREUEL
City Controller



March 28, 2012

Charlie Beck, Chief of Police

Los Angeles Police Depariment
100 Wesi First Street, Suite 1072
Los Angeles, CA 90012

Jon Kirk Mukri, General Manager
Depariment of Recreafion and Parks
221 Narth Figueroa Sfreet, Suite 1550
Los Angeles, CA 90012

Douglas Guthrie, General iianager
Los Angeles Housing Department
1200 West 7™ Street, 8" Floor

Los Angeles, CA 80017

Bear Genflemean:

VWENDY GREUEL
COMNTRCOLLER

Brian Curnrmings, Fire Chief

Los Angeles Fire Depardment

200 North Main Sireet, Room 1860
! os Angeles, CA 90012

Tony M. Royster, General Manager
General Services Department

111 East First Street, Room 701
Los Angeiés, CA 90012

Pouria Abbassi, General Manager
Los Angeles Convention Center
1201 South Figueroa Sirest

Los Angeles, CA 80015

Enclosed is a report entifled, "Controls Over Fuel Usage.” A draft of this report was provided
fo yaur Department on February 9, 2012, Comments provided by your Depariment at the
exit conference were evaluated and considered prior to finalizing this report.

Please review the ﬁnal report and advise the Controllet’s Office by Aprit 30, 2012 an
planned actions you will take to implement the recommendations.

If you have any questions or comments, please contact me at (213) 978-7392.

Sincerely,

P A

FARID SAFFAR, CPA
Director of Auditing

Enclosure

200 M. MAIN STREET, SWTE 300, LOS ANGELES, <8 D012 = (RI3] 87R-7200 - HTTPXCONTROLLER, LAC[TY.DRE
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Gaye Wilfiams, Chief of Staff, Office of the Mayor

Eileen M. Decker, Deputy Mayor

Romel Pascual, Deputy Mayor

Mait Karatz, Deputy Mavor

Miguel A. Santana, City Administrative Officer

Gerry F. Miller, Chief Legislative Analyst

Richard Drooyan, President, Police Commission

Genethia Hudley-Hayes, President, Board of Fire Commissioners
Barry A. Sanders, President, Recreation and Parks Commissionars
Archie Purvis, President, LACC Commission

William S. Epps, President, Affordable Housing Commission
Independent City Auditors
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City Controller
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CoNTRrROLS OvER THE CITY's FUEL USE

EXECUTIVE SUMMARY

The Confroller's Office has completed an audit of the Controls Gver the City's Fuel Use.
The objective of the audit was to assess the confrols in place to ensure that fuel
purchased by the Chy is used only for City-authorized purposes. The audit covered fuel
dispensed from City fueling sites (excluding proprietary deparimenis), as well as fuel
purchased by City employees directly from commercial gas stations through authorized
credit cards.

Backqground

The City directly purchases about 13.8 million gaflens of fuel {(unleaded, digsel,
compressed natural gas, and ligusfied natural gas) annually, at a cost of approximately
$28.6 million. A contracted distributer delivers the fuel to 141 City fuel sites, which
include dispensing stations with pumps (similar fo a gas station) as well as free-standing
tanks. The fuel sifes are used exciusively for fueling City vehicles and equipment,
including emergency and flzet vehicles, helicopiers, boafs, large eguipment {e.q.,
garbage disposal frucks), and small equipment (e.g., power fools). The majority of the
141 siies are located at police sfafions {22 sites} and fire sfafions (68 sites). By
maintaining its own fuel sites, the City achieves operational efficiencies since in most
cases it would not be practical to obtain the fuel directly from a commercial gas station.
In addition, by purchasing large velumes of fuel, the Clty achieves cost savings.

The City contracted with EJ Ward, Inc. in June 1888 fo implement a fuel automation
system which allows for the centralized monitoring of fuel [evels at City fuel sites, as
well as moniforing of fuel usage by fransaction. In 2003, the City awarded a confract to
EJ Ward to provide hardware and software modifications and io maintain the City's fuel
automation system for a total of $5.5 million that covers the period from Octeber 1, 2003

to Sgptember 30, 2012,

The EJ Ward system provides for automaied authorization, and it stores all City fueling
franzactions. The EJ Ward System interfaces with unleaded, diesel, CNG, and LNG
dispensing devices. Each fuel transaction occurring at a City site is recorded in a
dafabase, managed by GSD.

Authorized employeas can alse obiain fuel using Voyager credit cards at commercial
gas stations when it is not practical to abtfain fuel from a City fuel site. For the last two
fiscal years, Yoyager card purchases tofaled abouf $1 miliion annually.



Scope and Methodology

Cur audit was performed in accordance with Generally Accepted Government Audiling
Standards (GAGAS) and covered fuel used between January 1, 2009 and March 15,
2011. In conducting our audif, we analyzed fueling records from the EJ Ward System
and from Voyager card aclivity during the audit period, and then selected samples of
records for further review. We also reviewed manual logs of fuel fransactions, card usea
and vehicle use, and we reviewed key dotuments such as fuel records, fuel purchases,
card inventories, monthly statements, financial records, and contraefs.  Our review
focused primarily on fuel used for passenger vehicles and emeargency vehicles.

Our audit findings and recommendations were based on our review of controls and
processes at five departments: Los Angeles Police Department (LAPD), Los Angeles
Fire Deparment (LAFD), Recreafion and Parks (BAP), Los Angelss Housing
Departmant (LAHD} and l.os Angeles Convention Center {LACC). In selecting these
deparments, we analyzed data from the City's fuel database containing 2.1 million
fueling fransactions made between January 2009 and March 2011 at City fuel pumps,
and from other databases containing purchase transactions at commercial gas stations.
These five departments were selected for review because they showed an increasing
number of high risk fueling transactions, such as those made without using a fuel card
{bypass fransactions}, duplicate transactions, and weekend/after-hour transactions. We
also reviewed processes af the Department of General Services (GSD) due to ifs
centralized role in ordering fuel, issuing fuel cards, maintaining the Fuel Automation
Report Center, receiving statements of Voyager transactions, and working with vendors
to resolve prablems at the fuel sites.

Summary of Audif Resulis

Qur audif found that, in generat, departmenis do not monitor their fuel transactions to
identify poiential abusas or problems that reguire corrective action. As a resulf, the City
cannot be assured that fuel use is minimized and that personal use of fuel is not
occurring. We also noted weaknesses in conirols over fuel cards and continuing
problems related to system reliability. The following summarizes the audit’s key findings:

> With the exception of LAPD, depariments do not utilize the data available
through the Fuel Automation Report Cender to monitor fuel use for potential
problems or abuse. Thus, inappropriate fueling transactions could occur
without being detected and fuel costs may not be minimized.

Cepariments who manage vehicle fleets are expected to access the Fusl
Automation Report Center on a regular basis o review fuel use {fransaclions for
potential problems or abuse.  Although some occasionally review selected
transactions related to specific problems, except for LAPD, which maonitors
transactional data through its own Vehicle Management System, none of the other
four depariments we reviewed had implemented procedures for such monitoring



using the reporting mechanism available through the Fuel Automation Report
Center. Such monitoring would provide assurance of appropriate management
oversight.  Our review noted the following high-risk transactions, which generally
could not be explained since departments were naot aware of them due to the lack of

monitoring.

Bypass transactions can only occur when a locked panel is removed and an
electronic swilch is deactivated from a fuel control ferminal. This allows fuel
to be dispensed without recording the idenfifying vehicle data typically
reguired by the System. Pumps are only supposed to be put in bypass mode
during maintenance or if a fuel card or Vehicle tnformation Transmitter {VIT)
wifl not function. BDuring our audit period, we noted 132000 bypass
transactions Citywide, accounting for 877,000 gallons of fuel {valued at
approximately $1.2 million} that was dispensed without any identifying criteria
of whatf vehicle or purpose the fugl was for.

About half of the fuel dispensed through bypass transactions occurred at
DPW-Sanitation yards for LNG fuel.  The five departmenis we wvisited
accounted for 151,000 of the gallons dispensed through the bypass mode.
The departments we visited stated they rarely place pumps in this mode;
however, due to their lack of specific maonitering, they wera not aware of the
number of bypass fransactions occurring at their fuel sites, nor did they
mainfzin records to show when the pumps were placed in bypass, or to
identify the appropriate use of fuel that was dispensed while in that mode.
Regardiess of the site location or fuel fype, bypass transactions should be
minimized, and supplementary logs should be used to provide a secondary
confrol to ensure that all fuel dispensed can be afiributed to a City
vehiclefequipment and is for authorized purposes only.

Keypad entry fransactions occur when a City employee at a LAPD fuel site
uses the override button, and is only required to input a vehicle nember fo
obtain fuel. The override should only be used in emergencies when a VT,
fuel card, or master card does not work, and was designed to ensure that
emergency vehicles would not be delayed for refueling. However, Citywide,
1.9 million galions of fuel, with an estimated cost of $3.8 million, was
dispensed via the keypad entry mode during the peried from January 1, 2008
through March 15, 2011.

Since the keypad enfry mode should only be used when another method
does not work, we would expect the number of these enlries to be minimal,
especially for non-emergency vehicles. Overall, about 21% of the LAPD's
transactions {based on gallens dispensed) originate through keypad eniry
transactions. In addifion, we nolfed approximately 220,000 gallons of fuel,
with an estimated cost of $450,000, was dispensed via keypad entries for
vehicles that were not part of LAPD and LAFD fleets. LAFPD has requested
that GSD and EJ Ward work to enhance controls over these transactions.



h

» Master card transactions are initiated by a site supervisor using a generic
“‘master card”, which is nof tied to a specific vehicle, as is the case for regular
fuel cards or VIT. These transactions require manual inpui of vehicle
information, and are therefore considered highar risk. We noted 58,000
master card fransactions accounting for over one millicn gallons of fuel (at a
cost over $2 million) dispensed using master cards, which should be used
only when a vehicle's fuel card or VIT is malfunclioning or missing.
Generally, deparfments do not maintain logs for master card fransaciions,
and were fherefore unable to explain or verfy the necessity of these
transactions.

= Negaifive odometer and high mileage fransacfions. For esach fueling
transaction, the System records the wvehicle's current cdometer reading
automatically (through VIT) or as manually entered into a keypad by the user.
Recording the miles driven between fillups is one method to determine
reasonable fuel use. We identified over 94,000 transactions that recorded
negaiive mileage and almost 55,000 transactions with greater than 2,000
miles since the vehicle's last fueling. GSD stated that a large percentage of
these were caused by user input errors, so the fueling was not prevented by
the System. However, such iilogical transactions should, at a minimuin,
trigger an alert that requires the user to take positive aciicn to override the
alert. Since depariments do not regularly monitor their fueling transactions,
they were unaware of these questionable transactions, or petential system

problems.,

Departments should alse use the System to monitor after-hour and weekend
transactions, and high-volume transactions.

Transactions related fo fuel dispensed at commercial gas stations are recorded on
Yoyager statements. While LAFD and LAPD regularly monitor ther Voyager
purchasing aclivity, GSD receives the staiements for Voyager cards issued to all
other City depariments. However, G50 perfforms only a limited review of those
tran=actions, since it is not familiar with departments’ specific operational needs fo
defaermine reasonableness or potential abuse.

Depariments do not conduct regular and documented physical inventories of
fuel cards, which increases the risk of inappropriate fuel transactions. [n
addition, master cards at RAP and LAFD should be better secured.

Authorized employees can obtain fuel using four fypes of fuel cards: regular fuel
cards, master cards, can cards, and Voyager cards. Fuel cards should be closely
controlled through a reliable inventory courd, and kept in secure iocations with
access restricted to authorized users. None of the five sampled departments have
policies requiring regular physical inventories of fuel cards, or a periodic companscn
of cards in their possession to those noted as having bean issuad to the department



by GSD. We discovered significant differences between the counts reported by
G50 and the number of cards repored fo the Controller by user departments, as
well as differences befween the departments’ own listing and the cards that could be

iocated.

While regular fuel cards are tied fo specific vehicles, master cards can be used fo
dispense fuel for any vehicle at City pumps; therefore, their use creates a high-risk
transaction. At two RAP [ocafions and three LAFD fuel sites we visited, the master
cards were not secured under lock and key.

The City’s system for reporiing its fuel fransaciions continues io preduce
errors. These errors have not been corrected by GSD or the System’s vendor,
EJ Ward. Also, transaction limHs, which were designed to minimize
inappropriate fueling transactions, are not fully functioning in the System.

Automated  systems should be designed to prevent and detect errors from
processing, and should be sufficiently reliable to provide a useful focl for
management oversight through monitering. Using our audit software, we noted the
following errors with the Clty's automated fuel management system during the audit
period:  approximately 1,400 duplicate records; 127 {ransactions with non-existent
vehicle numbers; thousands of negative and unreasonable mileage transaclions;
and other anomalies such as more than 1,700 galions recorded as being dispensead
to one vehicle on a single day, as well as supposedly inaccurate transactions that
occurred after hours. GSD considerad many of these system errors to-be caused by
malfunctions at the fueiing terminals or by power spikes. However, in order to be
effective, a system should process all transactions accuralely and produce
management reparis of any iregular or questionable transactions. Daspite
spending more than $12 milion o implement and maintain this System, many of
these problems remain, which have been reported as continuing issues aver several

years.

The usefulness of any automated daia management system is reliant on the
accuracy of the data it contains. in order fo provide depariment management with
the necessary means to monitor and control the fue! dispensed through the Cify's
pumps, the data provided by the fuel automation system must be accurate. GSD, in
coordination with departments who are the primary users of City fuel, should assess
the costs and benefit of upgrading or replacing the System to minimize continuing
sysiem problems.

Not all fueling transactions are recorded in the database.

The City has several freestanding tanks and above ground tanks that hold up to
5,000 gallons of fuel. Although at least about 400,000 gallons of fuel is dispensed
from these tankers annually, these transactions are not recorded in the City's fuel
system. Therefore, its usage cannct be tracked to specific vehicles or equipment.



¥ Departments have not estahlished policies and procedures for checking-cut
vehicles and mainiaining trip logs.

For departmental pooi vehicles, appropriate authorization procedures and logs that
record trip and fueling information can be a wseful tool for monitoring appropnate
City use. Logs should be maintained by vehicle, and generaflly include the dates and
time of use, individual driver, odometer readings, trip destination/purpose, and
fueling information. Yve reviewed the policies and procedures for checking-out
vehicles and maintaining trip logs at four depariments.  Although three of the four
deparimanis mainfained vehicle logs andfor utilized check-out procedures, the
process of controlling the vehicles' use and related fuel usage through these
mechanisms was nof operating as intended and the logs often confained missing
dafa.

Review of Report

A draft of this report was provided to GSD, LARPD, LAFD, RAP, LAHD, and LACC on
February 9, 2012, We discussed the draft report with management from these
departments at exit meetings held betwaen February 15, 2012 and February 29, 2012,
and we considered comments and additional information provided by these
departments in finalizing this report.

The departments werte in general agreement with the findings and recommendations.
Each department acknowledged that improvemenis need to be made to strengthen
contrals over fuel use, and 2ach department reporied that it had begun fo address many
of the issues shortly afier auditors had apprised management of these issues during our
audit fieldwark. Foflowing are examples of actions reporied by departmental
management.

GSD — The depariment now provides Voyager card fuel use reports and bypass
transaction reporis to other departments. In addition, GSD has enhanced ifs
pracedures for identifying potential errors in the fuel database.

LACC — The depariment established policies and procedures for regular reviews of fuei
use. LACC also completed an inventory of fuel cards.

LAFD — The department periodically reviews fuet use reports and follows up with
corrective actions. LAFD also now maintains logs of master card transactions.

LAHD - The departmeni esfablished policies and procedures for regular reviews of fuel
use. LAHD also has strengthened controls over vehicle check-outs and the
maintenance of trip logs.

LAPD -- The depariment madified itz system to better identify anomalies in transactions
so they can be investigated. LAPD also began maintaining logs of master card



ransactions, and is working fo strengthen controls related to fransactions initiated by
keypad entry.

- RAP — The department reviews fuel use reparts on a regular basis, and has also
reduced the number of Voyager cards.

We would lke to thank management and sfaff frcm these six departmenis for their
cooperafion and assistance during the audit.



CONTROLLER'S ACCOUNTABILITY PLAN

SECTION |. FUEL USE MONITORING

1. G50 should convens regular
meetings with deparimental
representatives of fualfilest
managers to work fowards
cooperative solutions to better
manage the City’s fuel use (iLe., a
“Fuel Task Force™. This coutd
include developing general
guidelines for controdling and
monitoring fuel use, and assisting 25 GSD
departments in using automated
tools that are available, such as
devaloping axcaption reporis.
Such guidelines and other
information that could support
departments in these efforts
shouid be made available on
G5D’s website.

2. The Mayor should direct
Departmental management to
establish policies and procedures o5 %
for confrofling and monitaring their
fuel use, based on GSD-
developed guidelines.

3. LAPD and GSD should work with
the fuel system vendor to restrict
the use of the keypad function to LAPD
emergency vehicles and by 25 asp
reguiring empioyee/badge numbers
to be entered when fueling these
vehicles.




4, The Mayor  should  direct
managerment of user departmenis
to implemeant adequate monitoring
procedures over fuel use. This

should Include moniforing the GSh
following high-risk transactions: LARPD
a} Bypass 26 X LAFD
by  Keypad Entry (for LAPE) RAP
gy Master Card LAHD
Y Negative Cdometer LACC

e} High Mileage
fi  After Hour and Weeskend
g} High Volume

5. The Mayor should direct
management of user depariments
with responsibility over fuel sites to
ensure that each fuel site maintain

logs to record fuel dispensed using GSD
the bypass mode and master LAPD
cards. These logs should be 26 X LAFD
reconciled, at least on a sample RAP
basis, to data from the Fuel LACC

Automation Report Cenfer, and
deparimental managers should
review these legs to identify any
potential problems.

6. The Mayor should direct .
GSD
management of user depariments
. oy e , LAPD
with responsibility over fuel sites to 56 X LAFD
establish procedures prohibiting the RAP
use of master cards at sites other LACC

than their assigned sites.

7. G50 should explore the feasibility
of programming the EJ Ward
System so that master cards can 25 GSD
only be used at sifes they are
assigned to.




8. G3D, in ceoordination with user
departments, should determine why _
& high number of negative
odometer and high mileage 26 GSD
transactions are occurring.

9 8D should provide City
depariments with Voyaaar
statemenfs or electronic files of
Voyager Card transactions for their
review; along with the directive and 28 G50
suggested guidelines for |
deparmental management {o
monitor purchase transactions o
ensure appropriate use.

10.G5D should remind City
departments thaf ufilize Voyager
cards of the City's policy reparding
refueling at City sites, and how to
locate maps angd hoers of operation
of the City fuel sites. Suggestions o8 asp
for how hest o strengthen intemal
deparimental procedures regarding
this issue is an example of an item
to be discussed af regular Fuel
Task Force meetings, referred to in
Recommendation #1.

10



SecTion I, FUugl CARD CONTROLS

11. The Mayor should direct
departments to conduct regular
depariment-wide physical
inventories of fuel cards and to
reconcile the inventories to GSD's
records, Both the physical
inventory and reconciiation
should he documented.

30

GsD
LARD
LAFD
LAHD

RAP
LACC

12, LACC management should
request 58D to transfer all cards
used by security stafl physicalty
located af LACC to G50's fuel
card inventary

13. In future fuel card reports, GSD
rmanagament should annotate the
reports to indicate that LAFD and
LAPD administar their own
Voyager programs and that the
reporied figures on GSD's report
oaly include cards used for
helicopiers,

LAGC

30

GSD

14. RAP and LAFD managaement

maintained in secure locations, with
access restricied fo only authorized
ircividuals.

should ensure that masier cards are

31

RAP
LAFD

SecTion lll. SYSTEWM RELIABIITY

solutions fo resclive continuing
sysfem problems, which could
include penalizing the vendor for
inaccurate data thai was accepted
and processed by the System,
axploring the feasibility of replacing
the current system, and ensuring
that proper ies{s are conducted
prior to purchasing/impiementing a
sysiem.

15, GSD management should develop |

34

G50

11




16.

G50 management should
regularly monitor fuel transactions
o identify instances where pre-
astablished transaction limits do
not appear {o be functioning
corracly.

34

GsD

17.

The Mayor should direct
departments with tankers and
above ground fanks to maintain
iogs to record fuel dispensed from
the tankers. [nformation recorded
shouild include the date, quaniity
dispensed, and the vehicle ID ar
equipment number, Management

at departments shouid periodically

review the iogs to determine
whether they are being completed
properly and that the fuel is being
used for appropriate City
pUrposes.

35

LAFD
RAP

SECTION IV. VEHICLE USE MONITORING

13.

The Mayor should direct
departments who have pool
vehicles to establish format
policies and procedures refated to
checking-out vehicles and
maintaining trip logs. These
policies and procedures should
address the types of vehicles
covered by the
paiicies/procedures.

37

LAPD
LAFD
RA&P
LAHD
LACC

19.

The Mayor should direct
departmental management o
regularly monitor for comnpliance
with the department’s vehicle
eheck-out and tip log
maintenance procedures,

37

LAFPD
LAFD
RAP
LAHD
LACC




BACKGROUND, SCOPE, AND METHODOLOGY

Background

The City purchases about 12.8 million gallens of fuel (unleaded, diesel, compressed
natural gas, and liquefied natural gas) annually, at a cost of approximately $28.6 millicn.
The fual is dispensed at 141 City fuel sites (excluding proprietary deparments), which
include pump stations and freestanding tanks. Nine City deparimenis have
responsibility for control and management of fuel sites, as noted below. The majority of
these sites are located at police and fire stations. While the depariment responsible for
oversight is generally determined by the site’s location, it is also generally the primary
user of the fuel dispensed from that site. However, any City authonzed
vehiclefindividiial may receive fuel at any City fuel site. The fuel pumps are unmanned;
however, each site has a designated fuel site supervisor to assist employees should
they encounter problems in obiaining fuel.

Respensible No. of Fuel

Department Sites
LAFD 68
LAPD 23
Street Services 20
Rec & Parks 12
Sanitation 1o
DOT 3
GED ' 3
LACC !
Total 141

Authorized employees can also obfain fuel using Voyager credit cards at commercial
gas staltions whean traveling outside the City or when a City sife is not close by, For the
last two fiscal years, Voyager card purchases fofaled about $1 million annually.

Accarding fo fueling records from the City's fuel system, diesel and unleaded fuel
comprise most of the fuel consumed by the City. The table below shews total gallons
used by the City and by selected depariments during the audif penod.



Table 1: Total Fuel Dispensed at the City Sites for Selected Departments
March 15, 2041
A ‘:W‘ Yo RS

EEE%L‘. 25
Salea
(i galions i i gallonss: ;
L F13.700 Fuai i nEr gl
Diesel "5 j 8,683,050 1,809,333
Unleaded - 1§ /14,234,360 | - “7.512.485 1 - -+ 542727 | 4308002 |
Total“: ' . [ 29641119 | 7,550,181 |.. 2,352,060 | : - 1,580,876 |’

Spurea: GED's Fund Database (EF Werd Sysfem)
Fueling Authorization Methods

Pesignated Cify employees can obtain fuel for City vehicles or eguipment dispensed
through pumps or tanks at City sites through any of the following methods:

# VIT: Most of the City's vehicles purchased since 2003 are Vehicle information
Transmifter (VIT) equipped. During fueling, this system automatically transmits
information fo the fuel system such as vehicle number, odometer reading, type of
fuel, quantity and fuel site location. For VIT equipped vehicles, employees do not
need to use a fuel card or enter any infermation inio the System.

* GCity Fuel Cards: A substantial number of vehicles and squipment continue to
use Gity fuel cards to obfain fuel by the user swiping the card through a card
reader at a City fuel pump, and entering {he vehicle number and the odometer
reading on a keypad directly info the System. These cards are mostly assigned
te vehicles, meaning that an employes with a particular fuel card can only use
that card to fill up a specific vehicle. However, at LAPD, some fuel cards are
assigned io individuals (primarily siaff who use motorcycles), so the use of the
card is not restricted to a particular vehicle.

# Can Cards: These cards are used in 2 manner simitar fo fuel cards, but have
use limits, such as five gallons per fransaction and a maximum of two
fransactions perday. Can cards are typically used for fueling small equipment or
specialized eguipment.

» -Master Cards: These cards are assigned to City fuel sites and are supposed to
be used only in emergencies, such as when a vehicle's fuel card is not
functioning. Staff are required to enter the vehicle number and the odometer
reading on the fuel pump’s keypad when a master card is used.
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*> Bypass Transaciicns: City pumps can be put In bypass mode, which allows

fuel to be dispensed without the use of a fuel card or through the VIT system.

- This typically occurs when the pumps are undergoing maintenance, or there is 2

system failure, Only authorized staiff at the fuel pump site, or authorized GSD or

contractor staff have the ability to place a pump In the bypass mode. For bypass
fransactions, a vehicle number is not required to be entered through the keypad.

» Keypad Eniry: At LAPD fuel sites, a City employes can override the
requitement for a fuel card or VIT system at the fuel pump to get fuel without
either a fuet card or VIT. Vehicle fueling is authorized by pressing the override
butten at the pump and inputling the vehicle number and the ocdometer reading
on the keypad.

Authorized City employees can alse obfain fuel at commercial gas stations using
Voyager credit cards. Generally, a code must be entered at the pump for the card to
function, and the vehicle number and odometer information is entered at that time.

Table 2 provides a breakdown of the number of transactions and gallons dispensed by
each fualing method. Tha Table shows that for the period from January 1, 2003 through
March 13, 2011, the majority of gallons dispensed (65%) was through the VIT function.

Source: GS0's Fuel Database (EJ Ward System)

Table 3 shows a breakdown of the varicus types of fuel cards assigned for the
depariments we reviewed and ail other Cify depanments/offices, as of January 2011:




] e e

Tab[a 3 Glty Fuel Cards
— T ,_.‘;*mﬁﬁ”f =

Scumes- GSD Lefter "Fdéf Cam’s fnvenronf and LAPD Records

Curing our audit, GS0 began coflecting fugl cards for many vehicles that are U!T
equipped. For example, as of September 2011, RAF had reduced their fual cards fram

2,341 10 1,617
The City’s Automated Fuel Management Systermn

The Cify has contracted with EJ Ward, Inc. since 1998 fo implement and maintain the
City's fuel management system, which allows for the cenfralized monitoring of fuel
levels ai Ciiy fuel sites, as well as monitoring vehicle fuel usage by transaction.

The EJ Ward sysiem provides authorization and storing of alt City fueiing fransactions.
The EJ Ward System interfaces with unleaded, diesel, CNG, and LNG dispensing
devices. Each fuel fransaction dispensed from pumps at City fuel sites is recorded in a
datahase which is managed by the Department of General Services (GSD).




The original contract, executed in 1988 but extended through June 2003, had a
maximum amount of $6.6 milicn. A subsequent contract was awarded to Ed Ward in
2003 to provide hardware and soffware madifications and to maintain the Cify's fuel
automation system. That coniract fofals $5.5 million, and covers the period from
October 1, 2003 to September 30, 2012,

Owver the last three fiscal years, the City has paid EJ Ward approximately $1.5 million for
repairs and mainienance of the System, as noted below.

Tab_l_

: City Payments to EJ Ward
SWETd PaEVREHiS T
FY2008-09 | $.- 483,732
FY2009-10°| § - 549721
FY2010-11 |-  --445810
Total : - ] § 11,463,263
Source: City's Financial Management Sysfem

Fuel Usage Management and Monitoring

Using informaticn from the database of City fuel transactions recorded through the EJ
Ward System, GSP provides the Fuel Automation Report Center on its infranet sife,
allowing deparments to run customizable repors of fue! fransactions and vehicle
infarmation. These reports can show which cards are associated with a vehicle or piece
of equipment, and the date the card was last used. They alsc list transactions by
depariment and vehicle, along with cdemeter readings and galions dispensed. There
are a limited number of records that can be viewed for any given report; at a given time,
large deparfments may only be able to view fransactions for about a ten day period.
The exhibit below shows the query screen and a sample report:

Eepcm‘ Sereen for Fuel Aufomation Reporf Center:
wehicds Infe |

: stap

' Er::[Trartsatﬂnn s
D Date D ) SR

. .‘.u‘tc:p 2 E‘.ﬂcasc cntcrfsc!‘:d &’afa m— at i‘mst cln-: m‘tﬁ*: t."in:c iﬁ:."fcr -.':rrcﬁs bc!on

Bclj m Trans a ctlnn ﬁntl:

vehicle Nuiber S - Dl:rlurl'nwnt ok AR T Sitc Nnmc @ :
S I = e — B— s
-"Sz'c'p'_ﬂ: o

Second Sort .r:sults hr}
Wbl E T

First Sort (results byk
Cits Advenditn 9T -

[ 'h'.'lew R.e::unri |' I_ Export ] [ Reset |

# dmnotes required field |
. . . [
1 ROTE: I yaur scarch yiclds an error, please refine your search dates to a shorter tme span !
% Lamger department ke LAMD, Santtadon, Etreset Saevices or RAP should min & date cange of 10 day« for entire
departinent
| %= Dlkemr depractments the date range cao be et for ooe month
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Sample Report:
Report: Transavtisn iy Departmend {ug 01, 11 - dug 53, 1T}

R e R e St el G R D R o
NS4 GESSRELLBIST ! bl A5 @piws [ M- T =3 i
) A GEECTYRULBEST - T whad 3 e MT ST Az ;'{5 '
BEEE weEp HOEERY MMEIN COSHEARGR SomTEAR B ' Hodd BF @ RGCURERTC TEme 0 Tim
b il i iy Rl FEZh! Eefd TSy (WL CAST 2 Uk 23 s G0 XSS A5 e

550 puts the onus on the management of individual depantments to track fuel and card
use by using the Fuel Automation Report Cenfer. As part of their management
aversight responsibilities, depariments are expecfed fo take the initiative to download
fuel fransaction data, look for anomalies, and identify unusual patterns of use.

For Voyager card transactions, GSD receives monthly statements from US Bank
Voyager Fleet Systems noting detailed transactions incurred by cardholders at all non-
proprietary departmenis, except Police and Fire. Los Angeles Poiice Departmeni
{LAPD) and Los Angeles Fire Depariment (LAFD) also receive monthly statements, as
these two depariments are responsible for administering their own Voyager card
programs. In addition, these twa departments receive daily file exporfs of fransactions
from US Bank.

Finally, LAPD also uses its own system, the Fleet Management System {(FMS) to help
manage fueling transactions. The System impors fransaction data from the EJ Ward
database. FMS is used primarily by the Depariment for vehicle maintenance, but it also
creates reports for the Department regarding fuel transactions, odometer errar enfries,
dupticate records, invalid fuel types, and incorrect vehicle identifications. LAPD uses
these reports to monitor fuel transactions for compliance with City and deparmentai
policies.

Objective, Scope and Methodology

The objective of this audit was io evaluate controls aver the Cify"s fuel use {excluding
proprietary depaniments). Specific objechives were fo:

» Ensure adequate contrels are in place over the various types of fuel cards;

#» Determine if fuel use is monitored by GSD and user departments;

¥ Evaluate whether the existing reporting systems for fuel use and card systemns
are sufficient for adequate monitoring; and

» Detarmine if departments conduct regular physical inveniories of cards, and
reconcile their records to GSO¥s records.

Our audif covered fuel fransactions that occurred during the period from January 1,
2009 threugh March 15, 2011. We conducted this peformance audit in accordance with
Generally Accepted Government Auditing Standards (GAGAS). Those standards |
require that we plan and perform the audit {o obtain sufficient, appropriate evidence to
provide a reasonable basis for our findings and conclusions based on our audit
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objectives. We believe that the evidence obfained provides a reasonable basis for our
findings and conclusions based on our audit objectives.

Fieidwork was conducted between May 2011 and September 2011, although additional
analysis was conducted through Februany 2012, In conducting cur audit, we:

< interviewed management and staff of selected departments;

“ raeviewed applicable poiicles and procedures o obtain an understanding of
the key processes; '
analyzed fueling records during the audit period and then selected samples of
records for further review:
> reviewed logs of fuel iransactions, card use and vehicle use; and
reviewed key documents such as fitel records, fuel purchases, card
inventories, monthly statements, financial records, and contracts.

L}
L

[

L}
L )
*

Qur audit findings were based con fieldwork conducted at five Couoncil-controlled
departments: Los Angeles Police Department (LAPD), Los Angeles Fire Depariment
(LAFD}, Recreation and Parks {RAP), Los Angeles Housing Department (LAHD) and
tos Angeles Convention Center (LACC)Y. We did not review fuel use or refated controls
at the City's three proprietary departrments, as they 2ach independently procure and
manage their own fusl use.

In selecting the five depariments for our review, we analyzed data from the City's fuel
transaction database containing 2.1 million fueling fransactions made between January
2009 and March 2011 at City fuel pumps, and from other databases confaining
purchases made from commercial gas stations. The five departmenis were selected for
review because they showed an increasing number of high risk fueling transacticns,
such as those made without using a fuel card (bypass transactions), duplicaie
fransactions, and weekendfafter-hour transactions. We also reviewed processes at the
Ceparment of General Services (GSD) due to its centralized role in ordenng fuel from
vendaors, issuing fuel cards, maintaining the Fuel Automation Report Center, receiving
statements of Voyager transactions, and working with vendors to resolve probiems with

fual pumps.

The remainder of this report detaifs our findings, comments and recommendations.
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AUuDIT FINDINGS AND RECOMMENDATIONS

SEcTION 1. FUEL USE MONITORING

Each City department should regularly review their depardment's fue! transactions to
determine if employees are complying with departmental/City policy and fo identify
potentially inappropriate transactions. These reviews could also identify potential
problems with the City's fuel system that require management's atiention. Regular
reviews of fuel transactions would al=o provide City management with assurance that
vehicles are only being used for [egitimate City business and that fuel costs are
minimized.

This Section of the report discusses the lack of fuel use monitoring by departments.
Inadequaie menitoring is compoundad by what GSD describes as erroneous data from
the Systemn supporting the City's Fuel Automation Report Center. Section |H of this
report discusses Systermn reliability issues.

Finding #1: With the exception of LAPD, departments do nof ufilize the data
available through the Fuel Automation Report Center to monitor fuel
use for potential problems or abuse. Thus, inappropriate fueling
transactions could occur without being detected and fuel costs may
not be minimized.

City Fuel Pumps

GSD developed a Fuel Automation Report Center (FARC) which contains transactionat
data related to all fuel dispensed from City pumps. Deparments are expected to
access the FARC on a regular basis fo review their fuel transactions for potential
problems or abuse.

Our audit found that with the exception of LAPD (which monitors transactions through
its own Vehicle Management System}, depariments do not review their fueling
transactions on a regular basis. Althcugh some departments may occasionally review
transactions related to a specific issue/problem that has arisen, the departments do not
perform systematic reviews of the data. LACC was not even aware of the existence of
the FARC. Except for LAPD, nong of the other four depariments we reviewed had
implemnented procedures for monttoring their fuel transactions using the reporting
mechanisms available through the Fuel Automation Report Center.

Based on our reviews of the fuel database and existing departmental processes, each
department should, at a minimum, be monitoring the folicwing types of iransactions:
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Bypass Transaciions

Bypass transactions can only occour when a [ocked panel s removed and an slectronic
switch is deactivated from a fuel control terminal. Fuel site supervisors and
maintenance personnel have keys for their assigned pumps. While in bypass mode the
pump will stifl dispense fuel, but the controls typically in place when using a fuel card or
VIT, i.e., recording vehicle data related to the specific transaciion, are non-existent. The
fuel transactions during bypass mode are recorded in a memery buffer at the pump,
which are later downicaded to the EJ Ward database. The resulf is that a bypass
transaction is recorded only as fuel dispensed from the Sysitem. Pumps are only
supposed fo be put in bypass mode during maintenance or when the pump will not
function using fuel cards or VIT. Only depariments that are considered the owners of
the site have keys that will alfow the pump to be put in bypass moede.

Bypass fransactions are considered high-risk because a card is not needed to fuel a
vehicle, and the Sysftern does not record a vehicle number or department, making the
transaction unfraceable. For the pericd of January 1, 2008 through March 15, 2011, the
database showed 132,000 bypass transactions Citywide, which accounted for 877,000
gallons of fuel dispensed af a cost of approximately $1.2 millicn. Approximafely 55% of
the fuel dizspensed through bypass transaclions occurred at Sanitation yards and
involved NG, which is used for heavy trucks. Depariments in our sample with fuel
sites' where we noted bypass transactions included the following:

_j_a__ble - B}f_p;_ass .'Ifg‘a_nsactions .

“Bapt Barans. s Qlylin g alons
LACC 140 755
LAFD 8,358 123,105
LAPD 1,193 | 4485
RAP 2,058 22,634
Total 11,669 150,959

Mone of the departments we reviewed monitor their bypass transactions, nor do they
maintain any type of log to indicate why the pumps were put info bypass or to show
which vehicles (along with the driver's name) received the fuel® LAPD has paper forms

available to record transactions when pumps are in bypass mode, but these were not
used during the audii pericd. Nene of the depardments were aware of the amount of
bypass transacfions occurring at their locations. Irrespective of the fuel site location or
fuel fype, bypass transactions should be minimized fo the extent possible and
supplementary logs used to provide a secondary control to ensure that all fuel
dispensed while in bypass mode can be traced to a City vehicle, and is for authorized

City purposes only.

TLAHD has no fuel sites,
? RAP did establish bypass Iogs for two of its 12 fuel sites, but the lops have not besn maintained since

2008,
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Each deparment stated that they rarely place pumps in the bypass mode (LAPD and
LACC stated that they have never placed pumps in bypass mode) and sumised that it
must have been GSD or contract staff who placed the pumps in this mode. Because of
the lack of monitering by these departments, no records were maintained toc show when
purrps have been placed this mode. Without a suificient audit trail, it is not possible to
determine who placed the pumps in bypass, or confim the validity or appropriate
authorized use of the fuel that was dispensed while in that mode.

We also noted that none of the departiments periodically inspect pumps to defermine if
the pump has accidentally been left in bypass. For example, GSD could put a pump in
bypass but negiect to restore the pump te its normal state. This could result in bypass
transactions being recorded inaccurately or unnecessarily.

keyvpad Entry Transactions

At LAPD fuel sites, 2 City employee can cverride the requirement fo use a fuel card or
the VIT system to obtain fuel. Vehicle fueling can be authorized by pressing the
override button at the pump, and inputting a vehicle number and cdometer reading into

the keypad.

LAPD requested this feature to use in emergency sifuations when a VIT, fuel card, or
masfer card does not work, so that emergency vehicles are not delayed for refueling.
Although the user must enter an cdometer reading, the System accepts any number,
including one that resufts in a negative ocdometer reading {discussed below}.

Citywide, 1.8 million gailons of fuel, with an estimated cost of $3.8 million was
dispensed via the keypad entry mode during the pered from January 1, 2009 through
tarch 14, 2011. LAPD accounted for approximately 84% of the quantify dispensed.

Since the keypad entry mode should only be used when another method dogs not work,
we would expect the number of these entries fo be minimal, especially for non-
emergency vehicles. However, approximately 220,000 gallons of fual, with an
astimated cost of $450,000, was dispensed via keypad entries for depariments other
than LAFPD and LAFD. We also noled that about 21% of LAPD s fransactions (based on
gallons dispensed) are keypad enfry transactions. This i1s an indication that users at
both LAPD and cther departments may not have followed established procedures, e.q.,
using the keypad only when another method falled.

LAPD has requested that GSD and EJ Ward work with them 1o add a requirement for
users to enter their employeefbadge number when using the keypad override function.
This systerm enhancement will help minimize unauthorized fueling by providing for
additional accountability. However, we believe that this override feature should be
restricted to sworn personnel for fueling emergency vehicles only, and reguiring valid
employee badge/numbers. In all other instances, users should be prohibited from using
the keypad override function.
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Masfer Card Transactions

At each Cify fuef site, the fuel sife supervisors maintain a master card that is typically
used when a vehicle’s fuel card or VIT is malfunciioning, or the vehicle/equipment
needing fuel is without a fuel card because if is missing or has not been assigned.
Because master cards are not tied to specific vehicles, there is a risk that an incorrect
vehicle number will be entered into the System (either intentionally or by mistake).
Since the master cards are used only as an aiternative fueling method, we would expect
the number of the=e transactions to be minimal. However, there were 56,000 master
card transactions during the period from January 1, 2009 through March 15, 2011,
representing over cne million gallons of fuel dispensed with a cost of over $2 million.
LAFD and RAP comprised almost 50% of master card fransactions.

None of the five departmenis monitor master card transactions, nor do they maintain
logs to record the employee who fueled the vehicle, the vehicle that was fueled, dates
and times of transactions, and the reason why a master card had fo be used (an
axception is that, as discussed below, RAP had logs for some locations).

We selected zamples of masfer card transactions and asked each deparment io
explain why the master card had heen used. 3ince the depariments do net maintain
logs, they were unable to provide explanations for individual transactions. Rather, they
stated that the masier card must have been used due fo non working/missing VITs
andfor fuel cards. However, based on our inguiries, LAPD did discover thai emmors wers
made for 264 transactions. LAPD explained that insiead of entering the correct vahicle
ID number, the user entered a three digit number as the vehicle 1D, and this caused the
transactions fo be incorrectly identiied as LAPD vehicle transactions when they were
for vehicles of other depanments. Periodic reviews of masier card transactions could
have detected this type of error before our inquiry.

RAFP does mainfain lbgs of master card fransactions for six of its 12 fuel sifes.
However, our testwork for one site, the Ceniral Service Yard, found that 46% of master
card transactions cccurring at this site had not been recorded in the log. RAP sfated
that other departments must have used their depardment's master card at the Central
Service Yard site. However, it was our understanding that master cards are only
supposed fo be used at a spesified fuel site, indicating that employees had violated
established procedures. To prevent this from happening, GSD should explore the
feasibility of programming the EJ Ward System so that master cards can only be used
af sites where they are assigned.

Megative Odometer Readinas and High Mileage Transactions

Each time an employee uses a fuel card, sfhe is required to enter the odometer reading
from the vehicle. In the case of VIT, the odometer readings are captured automatically.
Accurate odometer readings help mainiain the integrity of the System's database and
assist departments in managing their fuel use,
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A negative cdometer fransaction oceurs when an employes enters an odometer reading
that precedes the odometer reading related to the last fil-up. NMegative odometer
readings can also ocour on VIT transactions if the VIT did not record an accurate
reading of if an inaccurate reading was recorded on tha previous fueling transaction.

A high mileage transaction is one in which the odometer reading for a particular
transaction is significantly higher {e.q., 2,000 mifes) than the odometer reading for the
previous fueling fransaction.

Our review of the fuel dafabase identiied over 94,000 fransaclions with negative
odometer readings, and 53,000 fransactions with mileage greater than 2,000 miles
since the last fransaction. The following table shows the number of guestionable
tfransactions related to vehicles assigned to each of the five departments we reviewed.

g

#of Fuel

Dept. trans Oty
LAHD 15 TR0
LACC 13 B

LAFED 10,332 | 158,080 | 5,100 B0, 784
LAPD | 54608 | 461,751 | 34,444 | 306,313
RaP_| 3510 1 40885 | 1,679 | 25,009
Total 68,503 | 670,147 | 41,251 | 413,383

GSD stated that a |large percentage of these were caused by user input errors, so the
fueling was not prevented by the System. However, such ilogical fransactions should,
at a minimum, trigger an alert that requires the user to take positive action to override
the alert. Since departmentz generaly deo not regularly moniter their fueling
tranzactions, they were unaware of thase guestionable fransactions, or potential system
problems.

LAPD is aware of the volume of ifs negative mile fransactions because the
Department's Fleet Management System records the negative mileage fransactions as
"zaro-advancement” transactions, which must be reviewed by Deparimental siaff.
However, the Deparfrnent could improve its review over these transactions fo defarming
why s many are occurming.

Negative odometer reading and high mileage transactions are discussed further in the
System reliability section of the audit report.

! For purposes of our audit, we used a 2,000 mile threshold. Howsver, it should be noted that according
to GED, the System prevents an employes from entering an odometer reading that is more than 500
milez greater than the last recorded fransaction.
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Alter Hour znd VWeekend Transactions

nappropriate fueling transactions have a higher probability of occurring on weekends or
after-hours (e.qg., between 8:00 p.m. and 5:00 a.m.) when the activity is less likely o be
detected. Citywide, 23% of fueling transactions, with an estimated fuel cost of $4.9
million per year, fock place on weekends or after-hours, with LAPD and LAFD
comprising 81% of these transactions.

In some departments, especially those with 24/7 operations like LAPD and LAFD,
weekend and after-hour transactions oceur regularty and are not considered high-risk.
Nevertheless, City depariments should review these fransactions, at least on a sample
basis, o deniify any potential problems. For example, LAHD had two after-hour
fransaciions that could not be initially explained; however, affer cur Inquires, GSD
stated they were due to system errors. Systemafic reviews of these fransactions would
have identified these eardier so that further inquiry relative to the appropriateness of the
transaction or identification of a potentiai system error, and corrective action, could ke
taken. System errors are discussed in more detail in the Sysfern Refiabilify section of
the repost.

High VYoiume Transactions

High volume firansactions include those where the daiabase showed that z large
qguantity of fuel {e.g., more than 200 gallons) was dispansed in one fransaction. A
review of these transactions could reveal problems with the System {see Section Il-
System Reliabifity} or potentizl misuse.

Policies and Procedures

Our aodit found a2 lack of formalized policies and procedures for confrolling and
monitoring fuel use. Because of their familiarity with the City's Automated Fuel
Management System and their role as liaison between depariments and the fuel system
vendor, we believe thai GSD should issue general guidelines io assist depafdments in
confrolling and monitoring firel use. The guidelines should be posied on GSDY's website
for easy access, and they should be well adverfised sc that key individeals and
departments arg aware of their existence and conignts. In developing the guidelines,
GSD shouwld soticit input from other departments. This could be accomplished through
regular maetings with departmental representatives of fualffleei managers.

Recommendations

1. GSO =should convens regular mesiings  with  deparimental
represenfatives of fuelffleet managers fo work fowards cooperative
solutions {o beiter manage the City's fuel use {i.e., a “Fuel Task Force™).
This could include developing general guidelines for confrolling and
monitoring fuel use, and assisting deparbnents in using aufomated
tools that are available, such as developing exception reports. Such
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guidelines and other information that could support departments in
these efforts should be made available on GED's websita.

2. The Mayor should direct Departmental management to establish
policies and procedures for controlling and monitoring their fuel use,
based on the GSD-issued specific guidelines.

3. LAPD and GSD should work with the fuel sysiém vendor o restrict the
luse of the keypad function to emergency vehicles and by requiring
employeefbadge numbers to be entered when fueling these vehicles.

4. The Mayor should direct management of user departments to
implement adequate monitoring procedures over fuel use. This
should include monitoring the following high-risk transactions:

k) Bypass '

i} Keypad Entry {for LAPD}
j} Master Card

k} Negative Odometer

I High Mileage

m} After Hour and Weekend
n} High Volume

5. The Mayor should direct management of user departments with
responsibility over fuel sites tc ensure that each fuel site maintain logs
to record fuel dispensed using the bypass mode and master cards.
These logs should ke reconciled, at least on a sample basis, to data
from the Fuel Automaiion Repori Center, and departmenial managears
should review these logs fo identify any potential prohlems.

6. The Mayor should direct management of user departments with
respensibility over fuel sifes to esfablish procedures prohibiting the
use of master cards at sites ofher than their assigned sites.

7. GSD should explore the feasihility of programming the EJ Ward
Systern so thai master cards can only be used at sites they are
assigned fo.

8. GSD, in coordination with user depariments, should determine why a

high number of negative odometer and high mileage fransactions are
Deecurring.

Commercial Gas Sizstions

Empioyezs at some deparimenis are assigned Voyager cards to fuel vehicles at
commercial gas stations when using a City fueling sife 15 not practical. Voyager sends
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monthly statements of fransactions to G50, LAFD and LAPD for review and payment.
55D receives stafements pertaining fo Voyager card fransactions initiated by staff af all
Cily departments/offices that have cards®, other than LAFD and LAPD. GSD processes
include reviewing the statements to identify any instances of non-gasoline purchases
and to identify instances where high octane fuel was purchased, confrary to the City's
policy requinng less expensive gasoline. However, GSD does not review fhe
statements to ideniify potential abuse, such as fueling personal vehicles, unauthorized
use of City vehicles, or other nen-compliance. GSD stated that depariments would be
in a better position to perdform this type of review, since they are more familiar with their
department’'s operations. GSD staied that it would begin providing depariments with
meonthly statements so that they can perform this type of monitaring.

Although our audit did not disclese problams related to purchasing non-gaseline items
of high octane gasoline, we did identify instances where RAP smployees made
purchases from commercial gas stations when a City fuel site was nearby, a violation of
City policy. Specifically, we selected seven commercial stations close to City fuel sites
that had 221 Voyager card transactions. For 34 fransactions, we noted that the fueling
transactions tock place at a commercial station when a City site was close by, RAP
stated that the driver may noi have known this because the depariment is unaware of
any maps showing the Incation of all City sites, or any listings showing the hours of their
operation. Though fuel site information was available on GSD's website, RAP siated
that internal pracedures could be enhanced to include maps or listings of City fuel sites
in every City vehicle.

LAPD and LAFD review purchasing activity noted on Yoyager statemenis on a regular
basis. Although the amount of monitoring is reasonable given staffing fimitations, i
coufd be enhanced. For example, while LAFD Iooks for fransactions noting
unauthorized items such as high octane fuel, they do not analyze fuel purchases for
large amounts or sudden increases in fugd volurme purchased by specific individuals or
divisions to determine reasonableness.

We also noted that Voyager cards used by LAPD will accept incorrect vehicle 1Ds
entered at the pumps. The transaction record shows the incorrect 1D, presenting an
additional risk for Voyager card misuse since the Deparfment would not be able to
deterrnine who obtained the fuel or for which vehicle.

! These include the City Atiorney; CD3; CDS; CD7; CDB; CD11; €D13; CDM5; DOT; Emergency
hManagement Department; G50 Fleet DPW- Sanitation; DPW-Street Lighting; DPW-Street Services; and
Recreation & Parks.
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Recommendations

9.

16.

GSD should provide City departments with Voyager statements or
electronic files of Voyager Card transactions for their review, along
with the directive and suggested guidelines for deparimental
management to monitor purchase transactions to ensure appropriate
LUse.

GSD should remind City deparfiments that utilize Voyager cards of the
City’s policy regarding refueling at City sifes, and how fo locate maps
and hours of opsrafion of the City fuel sites. Suggestions for how best
{o strengthen internal departmental procedures regarding this issue is
an example of an item to be discussed at reguiar Fuel Task Force
meetings, referred to in Recommendation #1.
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SecTiON |, FUEL CARE CONTROLS

As previously described, employees can obfain fuel using four types of fuel cards:
regular fuel cards, master cards, Voyager cards, and can cards. To minimize the risk of
mappropriate fuel transactions, deparments should conduct regular physical inventories
of its fuel cards and should reconcile these inventories to GSD's records. Both the
physical inventory and the reconciliation should be documented. Also, fual cards should
he kept in secure locations with access rastricted to authorized users.

Finding #2: Departments do not conduct regular and deocumented physicat
inventories of fuel cards, which increases the risk of inappropriate

fuel transactions.

Mong of the five sampied departments have policies and procedures reguiring that
regular physical inventories of fuel cards be performed. Although depariments may
have completed some inventorias, they ware not completed depatment-wide, were not
completed for all types of cards, andfor were nof reconciled with GS0's records. For
example, LAFD stafed that fire stations are responsible for conducting periodic
inventories of fuel cards, but there is nol a depariment-wide physical inventory
conducted which includes a reconciliation to GSD records. RAP stated that it had
cormpleted a reconciliation of its fuel card inventory to GS5D¥s records, but the
decumentation was noi refained,

In January 2011, GSD provided the Office of the Controller with a report showing the
number of fuel cards assigned to each depariment. We discovered significant
differences between the counis reporfed by G5D and the number of cards reported io

us by user departments.

Following are examples where reqular physical invenfories of fuel cards and
reconciliations to GSD records would have ideniified problems, such as discrepancies in
the number of cards between departmenis' records and GSD's records. H should be
noted that, uniess specifically requested, GSD does not provide departments with a
listing of card numbers shown i thelr records. None of the five departments we visited
has requested such a listing.

LACC

GSD’s records show that LACC has 47 cards compared to the 33 on LACC's inventory
list. Since LACC does not reconcile its fuel card inventory with GSD’s records, it could
not explain the reason for the discrepancy. LACC surmised that the difference in card
counts may have resulted from (S0 not updating its records fo reflect eguipment and
vehicles turned over to GSD and from salvaged ifems. However, without a
reconcHiation between GSD and departmental records, the underlying reason for the
discrepancy cannof be detemmined. '
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We conducted a physical count of the department’s fuel cards, using its reported card
inventory. Six (18%) of the 33 cards on the inventory fist could not be found, and
according to GSD, the cards had not been reported as iost. LACC alsc had three fuel
cards in its physical possession that were not included on its Inventory [isfing.

With respect fo the six missing cards, GSD's records show that three are assigned to
GSD and three are assigned fo LACC. We found that all six cards were used by GSD
security staff who are physically located at LACC. Therefore, all six cards should be
assigned fo GSD. When asked fo explain why three of the six cards are assigned fo
LACEC, GSD stated that fuel cards are assignad to the depariment that requests the
cards. In this situation, GBD staied that LACC must have reguested three of the cards.

i LACC had conducted pericdic invenicries, it would have identified the large
discrepancy between GSD's list and its own, as well as worked to resolve the problems
noted above.

LAFD and LAPD

LAPD's records show that it has 184 fuel cards and 384 Voyager cards, but GSD
records show O and 18, respectively. LAFD stated that it has 6868 Yoyager cards, but
(35D’s records show nine cards.

Based on cur inauires, LAFD and LAPD contacted GSD in attermpt fo determine
reasons for the variances. GSD subsequenily explained that its counts only included
Yoyager cards for helicopters, since GSD administers these cards. GSD stated that i
does not administer the Voyager program for cards used fo fuel LAFD and LAFD
vehicles. Regarding the 184 fuel cards, LAPD believes that the difference may be -
attribuied to different definitions of the various types of cards. Again, a reconciliation
between departmental lists and GSD's records would have identified ihese
discrepancies.

Recommendaticns

11. The Mayor should direct departments fo conduct regular department-
wide physical invertories of fuel cards and to reconcile the inventories
to GSD's records. Both the physical inventory and reconciliation
should be documented.

12. LACC management should request GSD o transfer all cards used by
security staff physically located at LACC to G5D’s fuel card inventory.

13. In future fuel card reports, GSD management should annotate the
reports {o indicate that LAFD and LAPD administer their cwn Voyager
programs and that the reported figures on GSD's report only include
cards used for helicopters.
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Fincling #3: Master cards at RAP and LAFD should be better secured.

Use of master cards to dispense fuel creates a high-risk franzaction, because unlike
regular fuel cards, the card is not linked fo a specific vehicle. Therefore, anyone with
access to the card could use it to dispense fuel for any vehicle. Because of the inherent
risk with master cards, departments should {ake exira precautions to maintain these

cards in secure lacations.

As part of our audit, we visited two RAP [ocations and three LAFE locafions that have
fuel pumps. At both of the RAP focations, the master card was not secured under lock
and key. A similar observation was made at the three LAFD locations. AKhough the
LAFD Iocafions where the master cards are maintained are limited 1o swomn
departmental personnel, the cards should be kept under lock and key fo minimize

misuse.

Recommendation

14. RAP and LAFD management should ensure that master cards are
maintained in secure locations, with access resfricted to only
authorized individuals,
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SECTION ITl. 5YSTEM RELIABILITY

Automated systems shouid be designed to prevent/detect erroregus data from
processing.  Inaccurate data could result in management making incorrect decisions
based on the faulty data. lnaccurate dafa can alzo erode the confidence of users who
rely on the daia, and can be time consuming and costly to correct data emrors.

Finding #4: The City's system for reporiing its fuel transactions confinues to
produce errors.

Using aur automated audit software, we reviewed the dafabase of fuel transactions for
the period from January 1, 2008 through March 15, 2011 to identify potential errars. Qur
review disclosed the following systemn deficiencies and problems:

* Duplicate transactions — We noted approximaiely 1,400 duplicaie records in
the dafabase. These are records in which the fransaction daie, vehicle |D
number, fuel site, fugl pump number, and quaniity dispensed are identical.

GSD indicated that the majority of the duplicate fransactions are a resulf of
malfunctions at the fueling terminals at certain sites. The terminals at these
[oeations do not appear to keep track of records zlready downloaded {0 the
System's server, so the same transactions are sometimes downloaded again.
GSB Indicated they have identified this problem in the past and are tfrying to
diagnose the source of what is apparenfly a hardware problem. GS8D also
indicated that some duplicate transactions may have resulted from VITs being
programmed with the same genenc number,

¥ MNon-existent wvehicle numbers - We idenfified 127 transactions with
nonaxistent vehicle numbers, such as 0000,", and +. GSD stated that these
errers oceurred as a result of power spikes at the fueling terminals, which
resulied in the corruption of data in the vehicle 1D field.

¥ Negative mile transactions and unreasonable odometer transactions — As
previously discussed in Finding #1, we dentified over 94,000 transactions with
negative odometer readings and 55,000 transactions with mileage greater than
2,000 miles since the [ast transzction.

tdeally, the System should prevent these types of transactions frorm occurring. |f
this is not feasible, the System should produce exception reports so depariments
can determine the reasons for these transactions. Finding #1 addresses these
issues.

However, we also noted that certain System edits that were purported io be in
place were apparently not working. For example, GSD stated that when using a
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regufar fuel card {i.e., one that is not a master card), the Sysiem would prevent
fuel from being dizpensed if the user entered a negative odometer reading or
entered one that was significantly higher than the odometer reading for the
previous fransaction. However, we identified over 15,000 fransactions where the

System edit apparently did not work.

# QOther anomalies — We noted a small number of fransactions in the database for
which G50 stated that & fueling transaction did not ococur.  For example,
according to the database, one RAP vehicle received 1,708 gallens of fuel on
ocne day (through a total of three transactions). GSD stated that these
franzactions were errors caused by power spikes. [n other instances, we nofed
certain transactions occurring after hours, which GSD again siated were actually
arrors caused by power spikes.

We are particularly concerned with these fypes of anomalies because computer
systems, when inadequately implemented, may duplicate or fail to record
transactions, but they do not typically “create” fransactions.

(G50 siated that az each phase of the Systern has been rolled out, there have been
deficiencies and copporiunities for enhancement, which continue fo be addressed
through maintenance and upgrades. They acknowledged that issues with electronic
data transmission, which cause imegular transactions, are a continuing preblem with the
aging systerm which is now 11 years old.

G50 beiieves the actual system error rate is low given the high number of fransaclions
processed, and stafed that many of the anomalies cited by the audit were actually
caused by users overriding the System through keypad eniry and other means, which
were not standard to the original programming. Howewver, in order to be effective, a
system should process all transactions accuraiely and produce management reports of
any imegular or questionable transactions.

The usefulness of any automated data management system is reliant on the accuracy
of the data it containg. In order to provide depariment management with the necessary
means to monifor and control the fuel dispensed through the City's pumps, the data
provided by the fuel automation system must be accurate. GSD, in coordination with
departments who are the primary users of City fuel, should assess the costs and
benefits of upgrading or replacing the System to minimize continting system proixlems.

Most of the problems cited abovée have been continuing fssues. G50 management
needs to develop solutions to resclve these problems. This could include penalizing the
vendor for inacourate data caused by the System, exploring the feasibility of replacing
the current system, and ensuring that proper fesis are conducted prior fo

purchasingfimplementitgg a system.
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Recommendation

15. G50 management should develop solutions fo resolve coniinuing
system problems, which couild include penalizing the vendor for
inaccurate data that was accepted and processed by the System,
exploring the feasibility of replacing the current system, and ensuring
that proper tests are conducted prior to purchasing/implementing a
sysftem.

Finding #5: Transaction limits, which were designed to minimize inappropriate
fueling fransactions, are not fully funciioning in the EJ Ward system.

in addiion to inaccurate dafa being recorded in the fueling database, we also found that
the System lacks adeguate controls to prevent unauthorized fransactions. For example,
with the exception of LAFD and LAFD, there is supposed fc be a two- “swipe” limit per
day for each vehicle. However, we noted numercus instances where the limit had been
exceeded.

GSD indicated that due to hardware and terminal communication limitations, the
transmission of data from the fueling ferminals (referred fo as polling) is sometimes not
frequent encugh to allow complete adherence fo a fuel card’'s two-swipe limit. i a
fueling terminal has not been polled to obtain the most updated information, there could
be instances where more than two swipes could occur. GSD recently began replacing
communication devices at each fueling terminal for faster communication to increase
the number of pollings and to address this problerm.

Recommendation

i6. 5D management should regularly moenitor fuel transacfions to
identify instances where pre-established transaciion limifs do not
appear {6 e funciioning correctly.

Finding #6: Not al! fueling transactions are recorded in the database.

in addition to fuel ptimps, the City has several fuel tankers with the capacity to hold up
to 5,000 gallens of unleaded or diesel fuel. Generaily, these tankers are portable and
are used o provide fust for vehicles and equipment located at remode sites, where it is
nof practical te Rl the vehiclefequipment from a City pump. Fuel received from the
distributor to these tankers are referred o as tanker fo tanker distributions.

According fo GSD's records, about 400,000 gallons of fuel are dispensed from these
tankers annually. The fusl pumped from these tanks fo City vehicles or equipment is
not recorded in the EJ Ward system. Therefore, the Sysfem does not reflect all fueling
transactions that take place. This rnakes it difficult o determine which vehicles received
the fuel, especially since the depariment may not keep a defailed log showing fueling
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transactions. Also, some of the sysiem edits may not function properly. For exampie,
as previously discussed, the Sysiem is programmed fo prevent fuel from being
dispensed if a vehicle's odometer reading enlered for a paricular transaction is
significantly higher than the previous fillbup. If a2 specific vehicle is being fueled from a
tanker on a frequent basis, the System could erroneously “reject” a transaction when a
user aftempts to subsequently obtain fuel from a regular fuel pump, since sfthe would
enter an odometer reacding that is significantly higher than the fast odometer reading
recorded in the System.

Of the five departments we reviewed, RAP has a 1,000 gallon mobile tanker assigned fo
their Central Service Yard, and maintaing a icg noting amounis dispensed. However,
the logs are notf reviewed to determine whether they are being completed properly cr
that the fuel is being using for authorized City purposes,

LACC utifizes a mobile 80 gallon diese! fuel tank fo replenish two above ground tanks.
Although these diesel tanks are secured under lock and key behind a gate and have
resfricted access, the Deparimen{ does not complete logs fo record or accouni for fuel
usage. LACC stafed that it has now begun to maintain such usage logs.

Recommendation

17. The Mayor should direct departments with tankers and above ground
tanks io maintain logs to recerd fuel dispensed. [nformation recorded
showld include the date, quantity dispensed, and the vehicle iD or
equipment number. Management at depariments should periodically
review the logs to determine whether they are being completed
properly and that the fuel is being used for appropriate City purposes.



SecTioN V. VERICLE USE MONITORING

Finding #7: Departtnenis have not established adequate policies and procedures
for checking-out vehicles and for maintaining trip logs.

To the extent possible, depariments should have policies and procedures in place that
require users fo obtain formal approval to use a City vehicle. In addition, where
pracifical, vehicle logs should be maintained showing dates and time of use, the
individual using the vehicle, odometer readings, destination, and where the vehicle was
fueled. Management should periodically review the logs to ensure that trips are for City
authorized purposes.

We recognize that requiring formai vehicle check-outs and the mainienance of trip logs
may not be praclical in all cases, such as for vehicles used for emergencies {e.g., police
and fire vehicles) and those that normally do not leave the facility {e.g., maintenznce
frucks assigned to specific facilities). However, in other insfances, such as pool
-vehicles used by administrative staff, formal check-ott procedures and vehicle logs are
reasonable.

We reviewed whether four deparimenis had established policies and vehicles for
checking-out vehicles and maintaining trip logs. While LAHD, LACC, and LAFD had
formal procedures andfor frip iogs; however, the procedures were nof operating as
intended. At LAHD we performed festwork to determine wheather authorizations were on
file for four of the department's pool vehicles. We found that the depariment had
authorizations on file for only one vehicle, and authorizations o use that vehicle were
nct consistently obtained. 1n addition, we selecled a sample of 29 fueling transactions
that occurrad for five of the department’s 11 vehicles. We found that 45% (13) of the=e
trips had noi been logged. In other words, there were 13 instances where the vehicle
raceived fuel but the vehicle log did not show that the vehicle was used on those
particutar days. Lastly, we found that no one at the department periodically reviewed the
vehicle logs.

LACC maintains logs, but they often contained missing data {e.q., expected return fime,
time checked-out, or the destination) and they were not organized or mainfained in a
rmanner that would facilitate management’s review. For example, instead of separafe
ings for each vehicle, the same log is used for all vehicles, and odometer readings are
not recorded. Thereforg, it is not possible to defermine if the log is being filled out for
each use orwhether trips are considered appropnate.

LAFD also maintained logs; however, employees were not reguired to obtain formal
authorization to use the vehicles and there are no formal procedures for management to
review the logs on a periodic basis to ensureg the logs have heen completed properly
and to moenifor vehicle usage.

36




Recommendations

18. The Mayor should direct depariments who have pool vehicles to
establish formal policies and procedures refated fo ehecking-out the
vehicles and maintzining tip logs. These policies and procedures
should also address the types of vehicles covered by the

policies/procedures.

19. The Mayor should direct departmenial management to regularly
monitor for compliance with the department’s vehicle check-out and
irip log mainienance procedures,

Respectiully submitted,

Erendira Sanchez, CPA ™
Intarnal Anditor |

B ude G S
Ricky Deguchi, CPA, CIA, CISA
Chief Internal Auditor

Siri Khalsa, CPA -
Deputy Director of Audifing

*

.“_,.rﬂ

‘f-—

Farid Saffar, CPA
Directar of Auditing

February 29, 2012
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APPENDIX A

OFFICE OF THE CONTROLLER
AUDIT oF CoNTROLS OVER THE City’s FUEL USE

Ranking of Recommendations

Fingding
Number

Description of Finding

Rgﬁing
Code

Recommendations

Section L. Fue! Use Monitoring

With the excepiion of LAPD,
departments do not utitize the
data available through the Feel
Automation Report Center ta
monitor fuel use for potential
problems of abuse, Thus,
inappropriats fueling
franzactions could accor without
being detecied and fuel costs
may nof be minimized.

1. GS0 =hould convene regular meetings with
deparimental representatives of fuelfilest
maragers o work fowards cooperative
solutions fo befter manage the Ciy's fuel
use {i.e, & "Fuel Task Farcae"). This could
inciude developing general gbidelines for
conirelling and monitoring fue! use, and
assisting departments in using auvtomated
toois that are available, such as developing
exception reports.  Such guidelines and
other information that could suppord
dgepartments in these efforts should be
made available on GE0's websile.

2. The Mayor should direct Deparimental
management to - esiablish pelicies and
procedures for contralling and  monitering
their fuzl use, hassed on GSD-developad
guidelines.

2. LAPD and G5 should work with the fuel
sysfern vendor fo restrict the use of the
keypad function to emergency vehicles and
by regquiring employesfbadge numbers fo be
entered when fuzling these vehicles.

4. The Mayor should direct management of
user depariments io mmplement adeguate
manitoring procedures over fuel use. This
should include monitoring the  following
high-rigk frangactions:

a) Bypass

by Keypad Entry {for LAPD)
o] Waster Card

d) Meqative Odemeter

&) High Milsages

fy Afier Hour and Weekend
gy High Volurme

5 The Mayor should direct management of
user depariments with responsibility owver fuel
sites o ensure that each fuel site maintsin
logs to record fuel dispensed using the |
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Fin ding
Number

Description of Finding

Ranking

bypass mode and master cards. These logs
should be reconciled, at least on a zample
basis, to data from the Fuel Automation
Feport Center, and departmental managers
should review these ings to identify any
potential preblems.

. The Mayor should direst management of

user departments with responsibility over fuel
sites fo esiablish procedures probibiting the
use of master cards ai sites other than their
assigned sites.

. G300 should explore the feasibility of

programining the BEJ Ward Syzlem so that
master cards can only be used at sites they
are assigned to.

G50, n coordination with user
departmenis, should determine why a high
rmiumber of negative odometer and high
milzags transactions ars occuming.

. GED should provide City depardments with

Yoyager sialemeniz or electronic files of
Voyager Card fransactions for their review,
glong with the directive and suggested
guidelings for deparfrmental management fo
moniter purchase iransactions to ensure
approptiate use.

10. G300 should remind City depariments that

utiize Voyager cards of the City's policy
regarding refueling at City sies, and how o
locate maps and hours of operation of the
City fuel sites, Suggestions for how best to
strengthen internal deparmental procedures
reganfing this issue I3 an example of an
item {0 be discussed at regular Fuel Task
Force  mestings, referred fo in
Recommendation #1.




Zection ll. Fuel Card Contrals

recarded n the database,

Departments do not conduct M 11. The Wayor =hould direct deparments to
reqular and documented” conduct regular deparbrent-wide physical
physical inventories of fuel invenkaries of fuel cards and to reconcile the
cards, which increases the nsk inverdories fo GSD's records, Both the
of inappropriate fuel physical inventary and reconciliation should
transactians, be documented.

M 12. LACC management should request GSD to
transfer all cards used by security siaff
physically located at LACC o GE0's fuel
card inventory.

M 13. In future  fuel card repors, G3D
managemeni should annotate the reparts {o
tndicate that LAFD and LAPD administer
thelr own Voyager programs and that the
reported  figures on G5D's report only
include cards used for helicopters.

Iaster cards af RAR and LAFD L t4. RAP and LAFD management showld ensure

should be better secured. that master cards are maintsined in secure
lacations, with access restricied to only

_ authorzed individuals.

Section [ll. System Reliahility

The Cify's system for reporting M 15, GSD management  should  develop

its fuel transactions continues to soletions o rescive confinuing  system

produce errors, problems, which could inclede penafizing
the vendor for inaccurats daia that was
accepted and processed by the Sysiem,
exploring the feasibilty of replacing the
cuirent system, and ensuring that proper
tests are conducfed priar io

] purchasingfimplemerting 2 system.

Transaction lmits, which were M 16, GBI management should regularly monitor

designed tar Mminireze fuel transactions !o identify inslances

inapproprigfe fueling where pre-established transaction limits do

transactions, are not  fully nat appear to be functioning correctly.

funstioning in the EJ \Ward

systent.

Mot all fueling transactions ars N 17, The Mayor should direct departments with

tankers and above ground tanks to maintain
logs to record fuel dispensed.  Information
recorded should include the date, quantity
dizpensed, and the vehicle 1D or equipment

number. Management af deparments
should pericdically review the Iogs to
determine  whether they are  being

complated properly and that the fuel is
being used for appropriaie City purposes,
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Section [V. Vehicie Use Moninring

7| Depanments have riot N 18. The Mayor should direct departments who
established adequate policies have pool wvehicles w3 estshlish formal
and procedures for checking-out palicies  and  procedures related o
vehicles and for maindsining trip checking-out vehicles and malntaining trip
fogs. logs,  These policies and procedures

should address the fypss of vehicles
coverad by the policies/procedures.

M i9. The I"'u'la}rar should direct departmental
management (o regulary  moniter  {or
compliance with the deparmenf's vehicle
check-out and frip leg  maintenance
proedUrSs,

Description of Recommendation Ranking Codes

U- UrgentThe recommendation pertains to & serfous of materiafy significant audit finding or cantrol
weakness. Due to the sericusness or significance of the matter, immediate management attenkion and

appropriate corrective action iz warranked.

M- Meceszary- The recommendation periains to a moderately significant or potentially serious asudit
finding or control weakness, Reasopably prornpt comective action should be taken by management to
address the matter. The recommendation shoutd ba implemented within six months.

D- Desirable- The recommendation pertains to an audit finding or control weakness of relatively minor
significance or concern. The timing of any corrective action is left to management's dizcretion.

NfA- Mat Applicable
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