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AGREEMENT NO. _________________ 
 

AGREEMENT BETWEEN 
THE CITY OF LOS ANGELES 

AND 
CITYGATE ASSOCIATES, LLC 

FOR 
STANDARDS OF COVER ANALYSIS AND REPORT CONSULTANT SERVICES 

 
 
THIS AGREEMENT (hereinafter referred to as “Agreement”) is made and entered into 
by and between the City of Los Angeles, a municipal corporation (hereinafter referred to 
as “City”), acting by and through the Los Angeles Fire Department (hereinafter referred 
to as “Department” or “LAFD”), and Citygate Associates, LLC (hereinafter referred to as 
“Contractor”), with reference to the following:  
 
WHEREAS, the LAFD serves a population of over four million residents and covers a 
service area of nearly 500 square miles; and   
 
WHEREAS, the LAFD provides fire suppression, emergency medical, fire code 
enforcement and technical rescue services to the City and, by contract, to the City of 
San Fernando and to the community of Bell Canyon in Ventura County; and 
 
WHEREAS, the LAFD seeks to assess the current deployment of its resources and 
identify gaps between the current deployment and current service needs, as well as 
future service needs; and 
 
WHEREAS, the LAFD requires a Standards of Cover analysis in order to determine the 
Department’s performance measurements for the purpose of allowing the Department 
to assess the deployment of its resources based on the location of its facilities and the 
services provided to the communities; and 
 
WHEREAS, the City performed its Charter Section 1022 evaluation and determined that 
City employees do not have the experience in performing a Standards of Cover analysis 
utilized in the fire industry and would not be able to provide a third-party objective 
assessment; and 
 
WHEREAS, on September 18, 2019, the LAFD issued a Request for Proposals (RFP) 
seeking a well-qualified contractor who can provide an independent and objective third-
party Standards of Cover analysis of the Department’s current deployment of resources 
and to prepare a Standards of Cover report that will be used by the Department to make 
informed decisions regarding the deployment of resources and current service needs, 
as well as future service needs; and   
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WHEREAS, the Contractor submitted a proposal in response to the RFP, and the LAFD 
has determined that the Contractor possesses the qualifications and experience 
necessary to provide the services requested in that it received the highest score out of 
the three proposals that were evaluated; and 
 
WHEREAS, the City desires to enter into an Agreement with the Contractor for 
Standards of Cover analysis and report consulting services.  
 
NOW, THEREFORE, in consideration of the promises, representations, covenants and 
agreements provided below, the parties agree as follows:   
 
1.0 PARTIES TO THE AGREEMENT AND REPRESENTATIVES 

 
1.1. Parties to the Agreement 

 
1.1.1. City – The City of Los Angeles, a municipal corporation, acting by and 

through the Los Angeles Fire Department, having its principal office at 200 
North Main Street, 18th Floor, Los Angeles, California, 90012  

 
1.1.2. Contractor – Citygate Associates, LLC, 600 Coolidge Drive, Folsom, 

California 95630 
 

1.2. Representatives of the Parties and Service of Notices 
 

The representatives of the respective parties who are authorized to administer this 
Agreement and to whom formal notices, demands, and communications will be 
given are as follows:  

 
1.2.1. The City’s representative is, unless otherwise stated in the Agreement:  
 
Ralph M. Terrazas, Fire Chief 
Los Angeles Fire Department 
200 North Main Street, Room 1800 
Los Angeles, California, 90012 
 
With a copy to: 
 
David A. Perez, Battalion Chief 
Planning Section 
Los Angeles Fire Department 
200 North Main Street, Room 1800 
Los Angeles, California, 90012 
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The Contractor’s representative is, unless otherwise stated in the Agreement:  
 
David DeRoos, President 
Citygate Associates, LLC 
600 Coolidge Drive 
Folsom, California 95630 

 
1.3. Formal notices, demands and communications to be given hereunder by either 

party must be made in writing and may be effected by personal delivery or by 
registered or certified mail, postage prepaid, return receipt requested and shall 
be deemed communicated as of the date of mailing. 

 
1.4. If the name of the person designated to receive the notices, demands or 

communications or the address of such person is changed, written notice must 
be provided as described in this Agreement, within five (5) working days of 
said change.  

 
2.0 TERM OF THE AGREEMENT 

 
2.1 The term of this Agreement shall commence upon the date of attestation by the 

Los Angeles City Clerk, and will terminate twelve (12) months from that date, 
unless otherwise terminated by the City as provided for in this Agreement.  

 
2.2 The Board of Fire Commissioners has authorized the Fire Chief to extend the 

Agreement for up to two (2) additional six-month periods, utilizing the 
amendment process described in Section PSC-5, Amendment, of Attachment A 
– Standard Provisions for City Contracts (Rev. 10/17)[v.3], attached hereto and 
incorporated by reference herein. Any amendment to extend the term of this 
Agreement is contingent on the availability of funds and the Contractor having 
provided satisfactory services under this Agreement. 

 

3.0 SERVICES TO BE PROVIDED BY THE CONTRACTOR 
 

3.1. Analysis and Report 
 

3.1.1. The Contractor shall work with the LAFD to conduct a Standards of Cover 
analysis and the Contractor shall prepare a report pursuant to the Work 
Plan and Work Schedule, attached hereto and incorporated by reference 
herein as Attachment B. The Contractor shall provide all such other 
services, and deliver all such deliverables proposed by the Contractor in 
the Contractor’s proposal and articulated in the Work Plan and Work 
Schedule, Attachment B.     
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3.2. Timeframe and Milestones 

 
3.2.1. The Contractor shall perform the tasks outlined in Attachment B pursuant 

to the timeline in Section 2.4 Schedule of Performance, Table 3 – Work 
Plan Timeline. 

 
4.0 COMPENSATION AND METHOD OF PAYMENT 

 
4.1. Compensation 

 
4.1.1. The Contractor shall perform all of the services and deliver all of the 

deliverables provided in the Attachment B - Work Plan and Work 
Schedule, including the Citywide Standards of Cover Study and Optional 
Traffic Congestion Analysis, within twelve (12) months of execution of this 
Agreement and for an amount not to exceed One Hundred Ninety 
Thousand Four Hundred Ninety-Three Dollars ($190,493).  
 

4.1.2. The hourly fees approved under this Agreement are as follows: 
 
David DeRoos (Citygate President) - $225.00 per hour 
Stewart Gary (Public Safety Principal/Project Director) - $250.00 per hour 
Sam Mazza (Senior Fire Services Specialist) - $255.00 per hour 
Michael Samuels (Fire Services Specialist) - $195.00 per hour 
Eric Lind (Statistical and Operations Analysis Associate) - $175.00 per hour 
CentralSquare (Geo-Mapping Specialists) - $215.00 per hour 
Michael Fay (Statistical Specialist) - $195.00 per hour 
Report Project Administrator - $125.00 per hour 
Administrative Support - $95.00 per hour 
 

4.1.3. The City will make every reasonable effort to make payment timely upon 
receipt of approved invoices.  The City shall not be liable for nor pay Late 
Fees assessed by the Contractor. 
 

4.1.4. The City will pay only for completed work along with associated 
reimbursable expenses and administrative fees.  The City shall not be 
liable for nor pay any amount in advance of completed work. 

 
4.1.5. Any travel costs incurred by the Contractor will be reimbursed in 

accordance with the terms of the City Travel Policy, attached hereto and 
incorporated herein as Attachment C. 

 
4.1.6. The City will not provide any additional compensation for any of 

Contractor’s costs associated with the performance of this Agreement.  
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4.2. Method of Payment 

 
4.2.1. Invoices 
 
The Contractor shall submit monthly invoices to: 
 

David A. Perez, Battalion Chief 
Planning Section 
Los Angeles Fire Department 
200 North Main Street, Room 1800 
Los Angeles, California 90012 

 
The invoice must contain the following:  

 
a. Name and address of Contractor; 
b. Name and address of the Fire Department; 
c. Date of the invoice and period covered; 
d. Reference to the contract number; 
e. Description of the completed task and the number of hours used for 

each task; 
f. Payment terms, total due, and due date; 
g. Certification by the Contractor; 
h. Discounts and terms (if applicable), and 
i. Remittance address (if different from billing address). 

 
4.2.2. The City will make payment to the Contractor for the services performed 

after receipt and approval of the invoices by the City’s Representative. 
The City will not unreasonably withhold approval of invoices. In the event 
any invoice is not approved, the City’s Representative will immediately 
send a notice to the Contractor setting forth therein the reason(s) said 
invoice was not approved. Upon receipt of such notice, the Contractor 
may re-invoice the City for the accepted portion of the invoice or cure the 
defect identified in the City Representative’s notice. The City will pay the 
revised invoice as soon as practical after its submission. If the City’s 
Representative contests all or a portion of the invoice, the City’s 
Representative and the Contractor will use their best efforts to resolve the 
disputed portion or portions of the invoice.   
 

4.2.3. Failure to adhere to these policies may result in nonpayment or non-
approval of demands, pursuant to Charter Section 262(a), which requires 
the Controller to inspect the quality, quantity, and condition of services, 
labor, materials, supplies, or equipment received by any City office or 
department, and approve demands before they are drawn on the 
Treasury. 
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5.0 DATA MANAGEMENT, SECURITY, AND PRIVACY 
 

5.1. Data Ownership 
 

As between the parties, City is the sole and exclusive owner of all data and 
information provided to Contractor by or on behalf of City pursuant to this 
Agreement and any and all updates or modifications thereto or derivatives 
thereof made by Contractor (“City Data”), and all intellectual property rights in 
the foregoing, whether or not provided to any other party under this 
Agreement.  

City Data is Confidential Information for the purposes of this Agreement. 
Contractor shall not use City Data for any purpose other than that of rendering 
the services under this Agreement, nor sell, assign, lease, dispose of or 
otherwise exploit City Data. Contractor shall not possess or assert any lien or 
other right against or to City Data. City may request an export of City Data 
stored within the systems or held by Contractor in any form or format at no 
charge to City. 

Subject to the restrictions articulated elsewhere in this Agreement, City grants 
Contractor a non-transferable, non-exclusive, terminable at-will license, solely 
for the term of this Agreement, to use City Data solely for purposes of 
performing the services pursuant to this Agreement for City’s benefit. 

5.2 Data Protection in General 
 

The protection of personal privacy and personally identifiable data shall be an 
integral part of the business activities of Contractor, and Contractor shall use 
all reasonable efforts to prevent inappropriate or unauthorized use of City Data 
at any time and safeguard the confidentiality, integrity, and availability of City 
Data and comply with the following conditions: 

5.2.1 Contractor shall implement and maintain appropriate administrative, 
technical and organizational security measures in order to safeguard 
against unauthorized access, disclosure, destruction, or theft of City Data. 
Contractor shall protect City Data using no less than the security means 
and technology necessary to meet the standard of care relevant to the data 
at issue. Such security measures shall also be in accordance with 
recognized industry best practices and the standard of care imposed by 
state and federal laws and regulations relating to the protection of such 
information. 

5.2.2 Unless otherwise stipulated in writing, Contractor shall encrypt all City Data 
at rest and in transit with controlled access. The Contractor shall apply and 
support encryption solutions that are certified against U.S. Federal 
Information and Processing Standard 140-2, Level 2, or equivalent industry 
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standard, and verify that the encryption keys and keying material are not 
stored with any associated data. Whenever and wherever applicable, 
Contractor shall apply and support industry standards or better for 
tokenization, fraud-use protection, format-preserving encryption, and data 
encryption technology. 

5.2.3 At no time shall any City Data be copied, disclosed, or retained by 
Contractor or any party related to Contractor, including its subcontractors, 
for use in any process, publication, or transaction that is not specifically 
authorized by Section 3 of this Agreement or by the City in writing. 

5.2.4 Contractor shall secure and protect all City Data from hacking, viruses, 
ransomware, and denial of service and related attacks. 

5.3 Development and Access 
 

Contractor shall provide its services to the City and its end users solely from 
data centers in the continental United States of America. Storage of City Data 
at rest shall be located in the continental United States of America. Contractor 
shall not allow its personnel or subcontractors to store City Data on portable 
devices, including personal computers, except for devices that are used and 
kept only at Contractor’s continental United States of America headquarters or 
data centers. Contractor may permit its personnel and subcontractors to 
access City Data remotely from locations within the continental United States 
of America only as required to provide contracted services. Contractor shall 
neither access nor allow a third-party access to City Data from any location 
outside of the continental United States of America. Contractor shall not 
provide any services under this Agreement from a location outside of the 
continental United States of America, absent receipt of City’s express written 
approval. 

5.3.1 Access Limitations 
 

Contractor shall use precautions, including, but not limited to, physical 
software and network security measures, personnel screening, training and 
supervision, and appropriate agreements to: 

5.3.1.1 Prevent anyone other than City, authorized Contractor personnel, and 
subcontractors with a specific need to know, for a purpose authorized 
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under this Agreement, from monitoring, using, or gaining access to 
City Data; 

5.3.1.2 Protect copies of City Data from loss, corruption, or unauthorized 
alteration; and 

5.3.1.3 Prevent the disclosure of City and Contractor usernames, passwords, 
API keys, and other access control information to anyone other than 
authorized City and Contractor personnel. 

5.3.2 Security Best Practices 
 

Contractor shall implement the following security best practices with 
respect to City Data and to any service provided: 

5.3.2.1 Least Privilege 
Contractor shall authorize access only to an employee or 
subcontractor for only the minimum amount of resources required for 
that function. 

5.3.2.2 Separation of Duties 
Contractor shall divide functions among its staff members to reduce 
the risk of one person committing fraud undetected. 

5.3.2.3 Role-Based Security 
Contractor shall restrict access to authorized users and base access 
control on the role a user plays in the Contractor’s organization. 

5.3.3 Credential Restrictions 
 

Contractor shall restrict the use of, and access to, administrative 
credentials for accounts and system services accessing City Data, to only 
those of Contractor’s personnel and subcontractors whose access is 
essential for the purpose of providing the contracted services or 
performing obligations under this Agreement. Contractor shall require 
personnel and subcontractors to log on using an assigned user-name and 
password when administering City accounts or accessing City Data. 
These controls must enable Contractor to promptly revoke or change 
access in response to terminations or changes in job functions, as 
applicable. Contractor shall encrypt all passwords, passphrases, and 
PINs, using solutions that are certified against U.S. Federal Information 
and Processing Standard 140-2, Level 2, or equivalent industry standard, 
and verify that the encryption keys and keying material are not stored with 
any associated data. Contractor shall implement any City request to 
revoke or modify user access within twenty-four hours or the next 
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business day of receipt of City’s request. Contractor shall disable user 
accounts after at most 10 consecutive invalid authentication attempts. 

5.3.4 Physical and Environmental Security 
 

Contractor facilities that process City Data must provide a physically 
secure environment from unauthorized access, damage, and interference. 

5.4 System Administration and Network Security 

5.4.1 Operational Controls 
 

Contractor shall implement operational procedures and controls designed 
to ensure that technology and information systems are configured and 
maintained according to prescribed internal standards and consistent with 
applicable Industry Standard Safeguards. Examples of Industry Standard 
Safeguards are ISO/IEC 27002:2005, NIST 800-44, Microsoft Security 
Hardening Guidelines, OWASP Guide to Building Secure Web 
Applications, SOC 2 Type 2, and the various Center for Internet Security 
Standards. Moreover, Contractor shall use application security and 
software development controls designed to eliminate and minimize the 
introduction of security vulnerabilities. 

5.4.2 Antivirus 
 

Contractor shall have and maintain antivirus protection configured to 
automatically search for and download updates (daily, at a minimum) and 
perform continuous virus scans. Malware and threat detection must be 
updated continuously, and software patches provided by vendors must be 
downloaded and implemented in a timely manner. If Contractor is unable 
to implement these controls in a timely manner, Contractor shall notify City 
in writing. 

5.4.3 Vulnerability Management and Patching 
 

Contractor shall employ vulnerability management and regular application, 
operating system, and other infrastructure patching procedures and 
technologies designed to identify, assess, mitigate, and protect against 
new and existing security vulnerabilities and threats, including viruses, 
bots, and other malicious code. 

5.4.4 Network Controls 
 

Contractor shall have, shall implement, and shall maintain network 
security controls, including the use of firewalls, layered DMZs and updated 
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intrusion detection and prevention systems, reasonably designed to 
protect systems from intrusion or limit the scope or success of any attack 
or attempt at unauthorized access to City Data. 

5.4.5 Logging and Monitoring 
 

Unless prohibited by applicable law, Contractor shall, and shall require 
subcontractors to, continuously monitor its networks and personnel for 
malicious activity and other activity that may cause damage or 
vulnerability to City Data. Contractor shall maintain logs of administrator 
and operator activity and data recovery events related to City Data. 

5.4.6 Changes in Service. 
 

Contractor shall notify the City of any changes, enhancement, and 
upgrades to the System Administration and Network Security, or changes 
in other related services, policies, and procedures, as applicable, which 
can adversely impact the security of City Data. 

5.5 Policies, Assessments, and Audits 

5.5.1 Policies 
 

Contractor shall, and shall require subcontractors to, establish and 
maintain a formal, documented, mandated, company-wide information 
security program, including security policies, standards, and procedures 
(collectively “Information Security Policy”), and communicate the 
Information Security Policy to all of its respective personnel in a relevant, 
accessible, and understandable form. Contractor shall regularly review 
and evaluate the Information Security Policy to ensure its operational 
effectiveness, compliance with all applicable laws and regulations, and to 
address new threats and risks. Upon execution of this Agreement and 
thereafter within three (3) days of City’s request, Contractor shall make 
available for review by the City Contractor’s Information Security Policy 
and any related SOC audits or other evidence that Contractor has in place 
appropriate policies and procedures regarding information protection and 
security. 

5.5.2 Vulnerability and Risk Assessments 
 

At least annually, Contractor shall perform vulnerability tests and 
assessments of all systems that contain City Data.  For any of 
Contractor’s applications that process City Data, such testing must also 
include penetration tests using intercept proxies to identify security 
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vulnerabilities that cannot be discovered using automated tools, and code 
review or other manual verifications to occur at least annually. 

Contractor recognizes and agrees that work performed under this 
agreement may be subject to City’s vulnerability disclosure program. 
Contractor shall work with City in good faith to mitigate any vulnerabilities 
discovered as part of any City vulnerability disclosure program. Contractor 
shall perform such mitigation within the timeline required pursuant to the 
vulnerability disclosure program and at no additional cost to City. 
Contractor shall further hold harmless any security researcher identified by 
City that alerts City to vulnerabilities in accordance with the process and 
requirements of City’s vulnerability disclosure program. 

5.5.3 Right of Audits by City/Security Review Rights 
 

City and its agents, auditors (internal and external), regulators, and other 
representatives as City may designate, may inspect, examine, and review 
the facilities, books, systems, records, data, practices, and procedures of 
Contractor (and any personnel and subcontractors that Contractor may 
use) that are used in rendering services to City to verify the integrity of 
City Confidential Information and to monitor compliance with the 
confidentiality and security requirements for City Confidential Information. 
In lieu of an on-site audit, at City’s discretion and upon request by the City, 
the Contractor agrees to complete, within fourteen (14 days) of receipt, an 
audit questionnaire provided by the City regarding the Contractor's data 
privacy and information security program. Contractor shall comply with all 
recommendations that result from such inspections, tests, and audits 
within reasonable timeframes 

5.6 Data Backup and Emergency Recovery 
 

Contractor shall employ a multilayered approach to backups and disaster 
recovery, including the use of a primary data center and a backup data center. 
Contractor shall perform both local and remote backups of the complete server 
infrastructure, including server operating systems, applications, and data. 
Contractor shall perform Disaster Recovery Tests no less than semi-annually. 
Contractor shall maintain and comply with a reasonable written plan (the “DR 
Plan”) setting forth procedures for (a) mitigating disruption to systems during 
and after an earthquake, hurricane, other natural disaster, war, act of 
terrorism, act of cyberterrorism, and other natural or man-made disaster, 
including without limitation Force Majeure Events (as that term is used in PSC-
6, Excusable Delays, of the Standard Provisions for City Contracts (Rev. 
10/17)[v.3] (collectively, a “Disaster”); and (b) restoring Service functionality 
promptly after a Disaster. The DR Plan will include procedures no less 
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protective than industry standard, and Contractor shall update the DR Plan as 
the industry standard changes. 

5.7 Data Return and Destruction 

5.7.1 At the conclusion of the Agreement and as instructed by City, Contractor 
shall (at its sole cost) return, delete, or destroy City Data then in its 
possession or under its control including, without limitation, originals, and 
copies of such City data. The following types of information are excluded 
from this requirement: (i) City Data that becomes a part of the public 
domain, including through court filings; and (ii) City Data that Contractor is 
required to maintain, by law, regulations, or by the terms of this 
Agreement, but only for the time period required. For the avoidance of 
doubt, anything that is stored on routine backup media solely for the 
purpose of disaster recovery will be subject to destruction in due course 
rather than immediate return or destruction pursuant to this paragraph, 
provided that Contractor and Contractor’s employees and contractors are 
precluded from accessing such information in the ordinary course of 
business prior to destruction. 

5.7.2 Contractor shall implement and utilize appropriate methods to ensure the 
destruction of City Data. Such methods shall be in accordance with 
recognized industry best practices and shall leave no data recoverable on 
Contractor’s computers or other media. 

5.7.3 Contractor agrees to certify that City Data has been returned, deleted, or 
destroyed from its systems, servers, off-site storage facilities, office 
locations, and any other location where Contractor maintains City Data 
within 45 days of receiving City’s request that the information be returned, 
deleted, or destroyed.  Contractor shall document its verification of data 
removal, including tracking of all media requiring cleaning, purging or 
destruction. 

5.8 Data Breach 
 

Contractor shall notify City in writing as soon as reasonably feasible, but in any 
event within forty-eight hours of Contractor’s discovery or reasonable belief of 
any unauthorized access, loss, transmission, alteration, or destruction of City 
Data (a “Data Breach”), or of any event that compromises the integrity, 
confidentiality or availability of City Data (a “Security Incident”), including, but 
not limited to, denial of service attack, ransomware attack,  and system 
outage, instability or degradation due to computer malware or virus. Contractor 
shall begin remediation immediately. Contractor shall provide daily updates if 
requested by City, and, in any event, reasonably frequent updates, regarding 
findings and actions performed by Contractor until the Data Breach or Security 
Incident has been resolved to City’s satisfaction. Contractor shall conduct an 
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investigation of the Data Breach or Security Incident and shall share a report 
of the investigation findings with City. At City’s sole discretion, City and/or its 
authorized agents shall have the right to conduct an independent investigation 
of a Data Breach.  Contractor shall cooperate fully with City and its agents in 
that investigation.  If the City is subject to liability for any Data Breach or 
Security Incident, the Contractor shall fully indemnify and hold harmless the 
City and defend against any resulting actions. 

5.9 Confidentiality 

5.9.1 City’s Confidential Information 
 

For purposes of this Section 5.9, “Confidential Information” means any 
nonpublic information whether disclosed orally or in written or digital 
media, received by Contractor that is either marked as “Confidential” or 
“Proprietary” or which the Contractor knows or should have known is 
confidential or proprietary information.  City Data shall be treated as 
Confidential Information by Contractor under this Agreement, even if such 
data is not marked “Confidential” or “Proprietary” or was obtained by or 
transferred to Contractor prior to the effective date of this Agreement. 

5.9.2 Protection of Confidential Information 
 

Except as expressly authorized herein, Contractor shall (a) hold in 
confidence and not disclose any Confidential Information to third parties 
and (b) not use Confidential Information for any purpose other than 
fulfilling its obligations and exercising its rights under this Agreement or 
performing the contracted services.  Contractor shall limit access to 
Confidential Information to Contractor personnel and subcontractors that 
are previously disclosed to City and, (1) who have a need to know such 
information for the purpose of Contractor performing its obligations or 
exercising its rights under this Agreement, or performing Contracted 
Services; (2) who have confidentiality obligations no less restrictive than 
those set forth herein; and (3) who have been informed of the confidential 
nature of such information. In addition, the Contractor shall protect 
Confidential Information from unauthorized use, access, or disclosure in 
the same manner that it protects its own proprietary information of a 
similar nature, but in no event with less than reasonable care. At LAFD’s 
request or upon termination or expiration of this Agreement, the 
Contractor shall return to LAFD any Deliverables not provided to the City 
and Contractor shall destroy (or permanently erase in the case of 
electronic files) all copies of Confidential Information, and Contractor shall, 
upon request, certify to City its compliance with this sentence. 
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5.9.3 Exceptions 
 

The confidentiality obligations set forth in Section 5.9 shall not apply to 
any Confidential Information that (a) is at the time of disclosure or 
becomes generally available to the public through no fault of the 
Contractor; (b) is lawfully provided to the Contractor by a third party free of 
any confidentiality duties or obligations; (c) was already known to the 
Contractor at the time of disclosure free of any confidentiality duties or 
obligations; or (d) the Contractor can demonstrate was independently 
developed by personnel of the Contractor without reference to the 
Confidential Information. In addition, the Contractor may disclose 
Confidential Information to the extent that such disclosure is necessary for 
the Contractor to enforce its rights under this Agreement or is required by 
law or by the order of a court or similar judicial or administrative body, 
provided that (to the extent legally permissible) the Contractor promptly 
notifies LAFD in writing of such required disclosure, cooperates with LAFD 
if LAFD seeks an appropriate protective order, and the Contractor 
discloses no more information that is legally required. 

5.10 Compliance with Privacy Laws 
 

Contractor is responsible for ensuring that Contractor’s performance of its 
obligations and exercise of its rights under this Agreement complies with all 
applicable local, state, and federal privacy laws and regulations, as amended 
from time to time. If this Agreement or any practices which could be, or are, 
employed in performance of this Agreement become inconsistent with or fail 
to satisfy the requirements of any of these privacy laws and regulations, City 
and Contractor shall in good faith execute an amendment to this Agreement 
sufficient to comply with these laws and regulations and Contractor shall 
complete and deliver any documents necessary to show such 
compliance.  The City acknowledges and agrees that Contractor is not 
responsible for giving any notices to or obtaining any consents from any other 
party in order for Contractor to process the City Data as contemplated by this 
Agreement. 

 
6.0 REPRESENTATIONS AND WARRANTIES 
 

Contractor represents and warrants that: 
 

6.1 Compliance with Law 
 

The services that the Contractor provides pursuant to this Agreement will 
comply with all applicable laws, including without limitation federal, state, and 
local. 
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6.2 Authority to Contract and No Pending Litigation 
 

The Contractor has the full right and authority to enter into, execute, and 
perform its obligations under this Agreement and that no pending or 
threatened claim or litigation known to it would have a material adverse impact 
on its ability to perform as required by this Agreement. 

 
6.3 Workmanlike Performance 

 
All professional services will be performed in a professional and workmanlike 
manner, according to at least prevalent industry standards, and performed by 
competent personnel. 

 
7.0 BUSINESS ASSOCIATE AGREEMENT 

 
The LAFD is a Covered Healthcare Entity within the City organization, and in 
accordance with the Health Insurance Portability and Accountability Act of 1996 
(“HIPAA”) and to ensure the security of documents containing Protected Health 
Information (“PHI”), the Contractor, by entering into this Agreement with the 
LAFD agrees to abide by the Business Associate Agreement (“BAA”), attached 
hereto and incorporated herein as Exhibit D. 

 
8.0 MISCELLANEOUS 

 
8.1 Standard Provisions 

 
By entering into this Agreement with the City, the Contractor agrees to abide by 
the Standard Provisions for City Contracts (Rev. 10/17)[v.3], Attachment A, 
which document is incorporated into this Agreement by reference as though 
fully set forth herein.  

 
8.2 Disclosure of Border Wall Contracting Ordinance 

 
Contractor shall comply with Los Angeles Administrative Code (“LAAC”) 
Section 10.50 et seq., “Disclosure of Border Wall Contracting Ordinance.” City 
may terminate this Agreement at any time if City determines the Contractor 
failed to fully and accurately complete the required affidavit and disclose all 
Border Wall Bids and Border Wall Contracts as defined in LAAC Section 
10.50.1.  

 
8.3 Publicity/Case Studies 

 
Contractor shall refer all inquiries from the news media to City, shall 
immediately contact City to inform City of the inquiry, and shall comply with the 
procedures of City’s Public Affairs staff regarding statements to the media 
relating to this Agreement or Contractor’s services hereunder. Contractor shall 
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not use City as a reference or case study absent receipt of City’s prior written 
approval. Contractor shall further provide City with the opportunity to review 
and approve any such reference or case study prior to publication. In no event 
may Contractor use any City marks in conjunction with a reference or case 
study.   

 
8.4 Non-Exclusive Agreement 

 
The City and Contractor understand and agree that this is a non-exclusive 
Agreement to provide services to the City and the LAFD and that the City or the 
LAFD reserve the right to enter into an agreement with other contractors to 
provide similar services during the term of this Agreement.   

 
8.5 Order of Precedence 

 
This Agreement, and any exhibits, attachments or documents incorporated 
herein by inclusion or by reference, constitutes the complete and entire 
Agreement between the City and the Contractor.  In the event of any 
inconsistency between the body of this Agreement and the Attachments, the 
order of precedence will be as follows:  

 
1) This Agreement between the City of Los Angeles and Contractor; 
2) Attachment A – Standard Provisions for City Contracts (Rev. 10/17)[v.3]; 
3) Attachment D – Business Associate Agreement (HIPAA);   
4) Attachment C – City Travel Policy; and 
5) Attachment B – Contractor’s Work Plan and Work Schedule  

 
8.6 Entire Agreement 

 
This Agreement contains the full and complete Agreement between the parties.  
No verbal agreement or conversation with any officer or employee of either 
party will affect or modify any of the terms and conditions of this Agreement.  

 
8.7 Counterparts and Electronic Signatures 

 
This Agreement may be executed in one or more counterparts, and by the 
parties in separate counterparts, each of which when executed shall be deemed 
to be an original but all of which taken together shall constitute one and the 
same agreement. The parties further agree that facsimile signatures or 
signatures scanned into .pdf (or signatures in another electronic format 
designated by City) and sent by e-mail shall be deemed original signatures.  

 
 

[SIGNATURE PAGE FOLLOWS] 
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IN WITNESS WHEREOF, the parties have caused this Agreement to be executed by 
their respective duly authorized representatives.   
 
THE CITY OF LOS ANGELES CITYGATE ASSOCIATES, LLC  
 
 
By:   By*:   
 Ralph M. Terrazas   David DeRoos 
 Fire Chief   President 
     
Date:    Date:    
 
 
APPROVED AS TO FORM:     
MICHAEL N. FEUER, City Attorney        
             
       
By:         
 Samuel W. Petty    
 Deputy City Attorney    
        
Date:        
        
 
ATTEST: 
HOLLY L. WOLCOTT, City Clerk 
 
By:        
 Deputy City Clerk 
 

Date:        

 
 
City Agreement Number:     
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ATTACHMENT A 
 
 
 

STANDARD PROVISIONS FOR CITY CONTRACTS 
(Rev. 10/17)[v.3] 
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Statutory  

Los Angeles Fire Department (LAFD) 12/02/2019

Citygate Associates, LLC

1,000,000

City of Los Angeles & all of its Agencies, Boards & Departments - Additional Insured 1,000,000

●

12 month extended reporting period

General Notes:
1. If a contractor has no employees and decides to not cover herself/himself for workers' compensation, please
complete the form entitled "Request For Waiver Of Workers' Compensation Insurance Requirement" located at:
http://cao.lacity.org/risk/InsuranceForms.htm
2. In the absence of imposed auto liability insurance requirements all contractors using vehicles during the course
of their contract must adhere to the financial responsibility laws of the State of California.

✔

✔



   
Citygate Associates, LLC    
Standards of Cover Analysis and Report Consultant Services 
Los Angeles Fire Department 
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SECTION 2—WORK PLAN 
AND WORK SCHEDULE 

 

 

 

 

 

 

 

Provide a detailed description of the methodologies planned to deliver the desired results, 
including, but not limited to: 

A description of the method by which the Proposer will perform the work and produce all 
deliverables. 

A description of the interaction required between Proposer and City and/or Department staff. 

A description of the major tasks to be completed. 

A schedule of performance, indicating the time required for completion of each of the major tasks. 

2.1 PROJECT APPROACH AND METHODOLOGY 

Citygate’s project approach is consistent with our Project Team member’s experience in fire 
administration. We utilize various National Fire Protection Association (NFPA) publications as 
best practice guidelines for career fire service deployment, the Insurance Services Office (ISO), 
along with the self-assessment criteria of the Commission on Fire Accreditation International 
(CFAI). We do not use simple, nor one-size-fits-all measures. 

As recent practicing professionals in fire administration, the City is, in effect, getting the expertise 
of an external “seasoned department head team,” not the opinions of junior staff members or 
consultants who have spent little time on the front lines managing in local government. 
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A significant strength of the Citygate team is that we are able to develop reports with specific 
recommendations, tailored to the local situation, that are implementable within the revenues 
available. Our reports identify specific areas that are working well, where improvements are 
needed, and what new resources, if any, would be needed to implement the recommendations. 

2.1.1 Standards of Coverage Analysis 

Citygate’s Standards of Coverage review will: 

 Using Citygate’s extensive SOC experience in western metropolitan agencies and 
best practices, conduct a resource deployment SOC analysis with geographic 
mapping and incident response statistics for all types of emergency response 
services from dispatch and fire incident data reporting systems. 

 Citygate will use fire department analysis geo-mapping software to analyze 
current and future fire station locations by driving time.  

 Citygate will use an incident response time analysis program called 
StatsFD™ (formerly NFIRS 5 Alive™) to review the statistics of actual 
historical performance, including Unit Hour Utilization (UHU) analysis of 
individual unit workload by hour of the day and day of the week.  

SOC Methodology 

The study will use the eight elements in the Standards of Coverage process, as follows: 

1. Existing deployment – each agency has something in place today. 

 The Citygate team will understand existing deployment strategies and performance 
measures. 

 This study will provide the City with updated response performance goals from 
which it can adjust, if needed, the quantity, staffing, and location of fire stations 
with a clear understanding of the cost of changes. 

 While this is not a study of fire departments adjacent to the City, the study will 
consider the impacts of the City’s contracts for services and automatic aid 
agreements on its needs. 

2. Community outcome expectations – what is expected of the response agency? 

 Citygate will review and use the City’s expectations for fire, EMS, and special 
hazard responses. 

3. Community Risk Assessment – What are the values at risk to be protected? 

 We will conduct a comprehensive community risk assessment.  
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4. Distribution study – the locating of first-due resources. 

 Citygate will use the FireViewTM software GIS mapping tool to study the 
effectiveness of existing station locations to understand the existing deployment 
system performance and test proposed service measures by risk types in different 
zones for first-due, all-risk units. 

 Given traffic congestion many 
hours of the day in the City’s 
service area, we also recommend 
using traffic congestion GIS data 
modeling to look at fire unit travel 
times at morning and evening rush 
hour periods. This is the same data 
that a smart phone uses in its map to show traffic congestion on street segments as 
green, yellow, or red. We are the first fire service analysis company to pioneer using 
this data and its use has been very successful with our larger clients. If utilized, this 
capability launches the City of Los Angeles to the leading edge of public safety 
service delivery. Few service providers in the country have utilized this level of 
detail to understand response time challenges in delivering a desired service level 
to their residents, employers, and visitors. We obtain the data from HERE, a private 
sector GIS data company, and CentralSquare will use it in your fire station coverage 
travel time modeling. 

5. Concentration study – First Alarm Assignment or Effective Response Force studies. 

6. Historical reliability – is there a multiple call frequency issue (call stacking) problem? 

 Citygate will analyze incident data to determine if multiple calls are affecting 
performance. This work will be done with our StatsFD™ software tool. 

7. Historical response effectiveness studies – what percent of compliance does the existing 
system deliver? 

8. Overall evaluation with updated Standard of Coverage statements by risk type, as needed, 
to meet the service needs of the Department over the next 20 years. 

 Citygate will advise on a revised Standard of Coverage set of policies, if needed. 

 Citygate will identify changes in deployment, if desirable, along with likely timing. 

2.1.2 Battalion Six – Port of Los Angeles Assessment Option 

The City has requested discussion of the impact, if any, on the findings and conclusions to the 
SOC study if the Port of Los Angeles (POLA) service area is excluded from the overall analysis. 

Citygate is the first consultancy in 
the nation to utilize advanced traffic 
congestion data from which to 
model rush-hour impacted fire 
apparatus travel times. 
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Citygate is uniquely qualified to address this issue given our two prior studies for POLA, including 
a Performance Audit of the City’s Fire Services Provided by the Fire Department to POLA (2011), 
and a Marine and Specialty Fire Services Assessment Study for the Ports of Los Angeles and Long 
Beach (2013). We understand the fiscal and regulatory differences between POLA and the City, 
including the payment for services structure under the Tidelands Trust Act. 

While Battalion Six has a services and reimbursement structure with the Department being a 
General Fund entity of the City, the Department still protects all the risks and populations in 
Battalion Six, not just POLA’s properties. If a landside or waterside emergency exceeds the 
immediate resources in Battalion Six, the Department’s total resources are brought to bear.  

An SOC is about evaluating all of a department’s community risks and its ability to protect them. 
Thus, Battalion Six is not an island; it is supported by the whole Department and can also provide 
support back to non-Battalion Six areas. For these reasons, Citygate recommends Battalion Six be 
part of a comprehensive SOC. 

However, given our knowledge of Battalion Six and POLA’s payment obligations, we do not 
envision the SOC containing recommendations for significant service level changes in Battalion 
Six nor changes to POLA’s reimbursements to the City. If the Department and POLA feel the risks 
and services need to be adjusted, then Citygate’s analysis can, of course, generate service option 
alternatives in Battalion Six or any other subsection of the Department’s large and diverse service 
area. 

If Battalion Six is not part of the Citywide SOC, the savings are very small, given the overall 
project still requires collecting and modeling a vast quantity of risk, incident, and GIS travel 
coverage data. The small deletion of a few tables of data, a few maps, and written descriptions 
would only generate the savings noted in Attachment A—Fee Schedule. 

2.2 INTERACTION REQUIRED BETWEEN CITYGATE AND CITY AND/OR DEPARTMENT STAFF 

Citygate’s methodology and Work Plan are collaborative in nature and include numerous 
opportunities for the City and/or Department to ensure the factual basis is correct and that the 
report serves as a useful tool to help the City and Department achieve their service provision goals. 

Therefore, the Departments will assist Citygate with: 

 Providing data and documents describing the organization, services, budgets, 
expenses and performance measures, and other information requested. 

 Identifying a single point of contact for this project. 

 Creating an SOC Study Team to include a representative cross-section of key Fire 
Management Team members including key managers, operational staff, data 
analysts, and other stakeholders as identified to not only assist in growing 
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Citygate’s understanding of the Department, but also to be coached by Citygate in 
learning state-of-the-art deployment methods and tools. 

In addition, Citygate is requesting that the City and Department staff be available for the following 
meetings: 

 Task 1 – Project kick-off and follow-up on Department information provided 

 Task 2 – Risk assessment and ambulance system issues 

 Task 3 – Mid-project briefing 

 Task 4 – Draft Report review 

 Task 5 – Up to five concluding project briefings as requested. 

2.3 WORK PLAN / MAJOR TASKS TO BE COMPLETED 

Our Work Plan is comprised of five tasks and is detailed throughout this section. We intend to 
review our Work Plan and schedule with the Department project team prior to beginning work. 
After obtaining additional input, we will finalize our Work Plan and the accompanying schedule.  

Citygate’s Work Plan has been developed consistent with our Project Team member’s experience 
in public management and fire administration. We utilize various NFPA publications as best 
practice guidelines, the ISO, along with the self-assessment criteria of the CFAI. We do not use 
simple, nor one-size-fits-all measures. We will also ensure that local and regional guidelines are 
included in our analysis.  

Task 1: Initiate and Manage the Project 

1.1 Develop Detailed Work Plan Schedule for the Project 

We will develop a detailed work plan schedule. These tools will assist both the consultants 
and Department staff to monitor the progress of the study. 

1.2 Obtain and Review City/Department Documentation 

 We will develop and submit a list of all documents relevant to this project, including 
the City’s General Plan, growth forecasts, any appropriate prior studies, Fire 
Department documentation including (as available) dispatch data, fleet inventory, 
facility condition assessments, current personnel, equipment, other operating costs, 
and a myriad of other information. Once we receive the requested documentation 
from the Department, we will review it prior to conducting our interviews in the 
following subtask. We have found that reviewing this information prior to our 
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interviews improves the effectiveness and value of the interviews we conduct 
because it results in more specific questions and more definitive information. 

 Citygate will additionally request City and other available GIS data layers, hazard 
and risk-related information, travel time performance measure(s), and historical 
calls-for-service data from City data systems. 

1.3 Meet with Department Staff Representatives to Initiate Study 

A key to a successful consulting engagement is a mutual understanding of the project’s 
scope and objectives. The senior members of our team will meet with the Department 
representatives to correlate our understandings of the study’s scope and ensure that our 
Work Plan and project schedule are mutually agreeable. In our experience, this early effort 
to clearly define expectations, roles, and lines of communications results in a better focus 
on substantive issues as the engagement progresses. 

1.4 Interview Department Leadership and Fire Chief 

To enhance our understanding of the issues at stake, we will meet with, as appropriate and 
if directed, the City Council members and Fire Chief, labor leadership, as well as members 
of the City staffs who frequently interact with or have an interdependent relationship with 
the Fire Department. 

1.5 Interview Fire Department Staff 

To enhance our understanding of the issues at stake, we will meet with, as appropriate and 
directed, the members of the Department’s SOC team, field deployment command staff, 
and Department incident data analysts. 

Meetings 

There will be one on-site trip during this task to kick-off the project, establish relationships, 
conduct stakeholder interviews on deployment services, and set the information gathering into 
agreement and motion.  

Task 2: Standards of Coverage (Deployment) Analysis with Risk Assessment 

Citygate will conduct a comprehensive community risk assessment and SOC analysis conforming 
to the guidelines published by the CFAI (6th Edition), to include but not be limited to the following:  

2.1 Describe the Community Served and Services Provided  

The Citygate team will understand and describe the Department’s service area to include: 
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 Service area description, including boundaries, key demographic and socio-
economic indicators, projected growth, and other key community factors.  

 General description, formation, authority, history, and organizational design of the 
Department. 

 Description of services currently provided. 

 Description of the Department’s current response system, including station 
locations, apparatus, and operational staffing.  

 Description and review of current service delivery infrastructure, including 
facilities, operational staffing levels, and distribution of resources.  

2.2 Review and Describe Community Outcome Expectations and Performance Goals 

We will review any existing community expectations and performance goals, as well as 
identify and describe any differential expectations relative to fire protection services and 
response performance as a result of the stakeholder interviews. 

2.3 Conduct a Comprehensive Community Risk Assessment 

Citygate will conduct a comprehensive analysis of community risks, including: 

 Identification and description of geographic planning zones in collaboration with 
the Department’s Project Team.  

 Identification of the various land use and growth projection impacts on emergency 
service planning and delivery considering population history, census-based 
population and demographic data, community planning-based population 
information, transient population and demographic information, population 
density, community land use regulations, hazardous substances and processes, and 
non-structural risk categorization.  

 Identification, description, and quantification of the values at risk within the City, 
including critical infrastructure; economic, cultural, historic, and natural resources; 
and existing mitigation programs, if any. 

 Identification, description, and analysis of all natural and human-caused fire and 
non-fire hazards with potential to adversely impact the City relative to services 
provided by the Department using land use, zoning, parcel data, ISO data, and other 
relevant factors. 

 Determination of probability of occurrence for each identified hazard by planning 
zone. 
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 Identification and quantification of appropriate impact severity factors for each 
identified hazard. 

 Determination of overall risk by hazard for each planning zone considering overall 
geospatial characteristics, including political and growth boundaries, transportation 
network, and physical assets to be protected.  

2.4 Conduct Critical Task Time Analysis 

We will assist the Department in conducting critical task time studies for typical emergency 
incident types. As an alternative, Citygate can use aggregate critical crew task times from 
published national best practices.  

2.5 Conduct a Distribution Analysis  

Citygate will:  

 Use the FireViewTM software GIS mapping tool to study the effectiveness of 
existing station locations to understand the existing deployment system 
performance and test proposed service measures by risk types in different zones for 
first-due, all-risk units. 

 Provide in-depth research on the Department’s ambulance program its workload 
and options for changes as the EMS system demands continue to evolve. 

2.6 Conduct a Concentration Analysis 

Citygate will conduct a comprehensive analysis of the City’s capability to achieve an 
Effective Response Force (ERF) to resolve more serious or complex situations. 

2.7 Assess Historical Response Effectiveness and Reliability 

Citygate will utilize StatsFD™ software to provide a comprehensive statistical analysis of: 

 Current workload of each company, including service demand by incident type, 
temporal variation, and unit hour utilization. 

 Actual or estimated failure rates of individual companies. 

 Concurrent service demand and operational impacts. 

 Analysis of the maximum emergency service capability of Department resources 
exclusive of contract and automatic aid resources. 

 Analysis of actual and historical response performance components, including call 
processing/dispatch time, crew turnout time, travel time, total response time, and 
ERF response time.  
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 Analysis of mutual and automatic aid provided and received. 

 Review and analysis of historic call locations, including, but not limited to, skilled 
nursing facilities, clinics, and residential and commercial properties. 

2.8 Overall Evaluation, Conclusions, and Recommendations to Policy Makers 

 A summary assessment of the current deployment system’s ability to protect the 
assets at risk within the Department’s service area, including the number and 
location of fire stations, the quantity and types of apparatus, operational staffing 
levels, specialized technical capabilities, and first-due and ERF performance. 

 Recommendation, as needed, of revised performance objectives by risk type, 
including measures and compliance methodologies in alignment with recognized 
industry best practices, community expectations, and current and prospective future 
Department resources to meet the service needs of the Department over the next 20 
years. 

 Recommended performance objectives will be developed with respect to 
both distribution and concentration of resources. 

 Recommended performance goals will be consistent with recognized 
guidelines from the NFPA, the ISO, and the CFAI. 

We will identify current deployment, areas for improvement and comparative analysis to industry 
best practices. Essential to Citygate’s analysis will be the use of geographic mapping and statistical 
software programs. StatsFD’s capabilities were described in-depth in sub-task 2.7. Details of 
CentralSquare’s FireView program are provided below. 

GIS Analysis 

CentralSquare provides precision data and response modeling services with Citygate for GIS-
based analysis of department, station, and unit coverage and gaps in service. For over 15 years, 
CentralSquare has developed and applied response modeling techniques using GIS for fire 
departments across the US, to become the foremost authority in GIS-based response modeling 
services.  

CentralSquare’s FireView program enables understanding NFPA Standard 1710 compliance and 
ISO audits, as well as Standards of Cover, using numerous data mining tools. The solution can be 
used to locate new stations, redistribute response areas, analyze station coverage, determine first-
due areas, and run orders to better serve the City. 
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Using FireView will allow Citygate and CentralSquare to: 

 Determine the estimated response zones and incident coverage by drive time or 
distance, calibrated to prior City fire unit travel times. Traffic congestion 
impendence data can be added to the model to determine the impacts of rush hour 
traffic on fire and ambulance unit travel times. 

 Investigate fire/EMS calls for service within any response area near or at an address 
or landmark such as an assisted living complex or retirement home. 

 Query for incident activity by multiple categories such as call type, location type, 
unit, response time, date, or time to assess existing deployment strategies. 

 Create density, hot-spot, and repeat calls maps to help isolate problem areas. 

 Analyze response patterns. 

 Pinpoint the number of stations able to respond within a specific response time at 
any location. 

 Optimize the response capabilities of fire/EMS stations. 

 Depict the average response time or total calls per hour graphically. 

Meetings 

There will be one on-site day in this task for three consultants.  

Task 3: Conduct a Mid-Project Review 

3.1 Conduct Mid-Project Review with Fire and City Executive Management 

 With most past engagements we have found it highly educational, upon the 
completion of the initial review work, to conduct a mid-project review before 
writing the Draft Report. The purpose of this review is to meet with the client and 
principal staff to review the conclusions and tentative recommendations. This will 
also be an opportunity for the Department and consultant to perform fact-checks 
and make any mid-course corrections before additional work occurs. 

 The Citygate team will brief the City’s leadership team on-site regarding our 
working opinions using PowerPoint, geographic mapping, and incident statistics. 
In addition to traffic congestion samples shown in Section 1.2, two such sample 
visual exhibits follow:  
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If your units are over utilized, they are increasingly subject to reduced response availability. 
Citygate always provides detailed information regarding the utilization of each public safety unit 
by the hour of the day. 

Table 2—City of Orange Unit-Hour Utilization 

Hour R5 R3 R4 E1 E5 E3 E4 E6 E2 T1 T8 E7 

00:00 18.37% 11.51% 13.90% 7.81% 10.26% 11.19% 6.81% 4.72% 5.31% 1.97% 2.08% 4.82% 

01:00 12.25% 12.47% 10.32% 5.28% 5.66% 6.24% 5.11% 4.21% 5.19% 1.72% 1.14% 1.61% 

02:00 12.77% 10.43% 9.50% 4.73% 4.03% 5.13% 5.28% 5.22% 4.63% 2.72% 1.48% 1.56% 

03:00 8.72% 6.50% 9.33% 3.89% 2.54% 3.85% 4.34% 2.89% 3.40% 1.04% 1.28% 0.90% 

04:00 10.60% 7.30% 6.28% 4.03% 3.50% 4.20% 4.54% 3.65% 2.84% 1.34% 0.57% 1.26% 

05:00 11.44% 9.55% 10.53% 5.89% 4.71% 5.11% 5.17% 4.21% 3.46% 2.08% 0.94% 1.09% 

06:00 11.25% 10.21% 13.31% 6.25% 5.48% 6.18% 6.62% 1.84% 4.42% 2.50% 0.88% 1.22% 

07:00 20.73% 12.66% 18.96% 7.29% 9.26% 6.40% 9.36% 7.29% 7.93% 5.63% 1.79% 3.44% 

08:00 22.55% 24.98% 19.41% 9.18% 8.83% 8.07% 8.51% 8.01% 12.11% 4.18% 4.49% 3.97% 

09:00 30.18% 26.65% 26.12% 12.59% 13.63% 13.12% 13.02% 8.55% 9.44% 6.12% 4.66% 3.27% 

10:00 31.00% 28.00% 27.15% 16.15% 13.93% 10.53% 11.81% 10.53% 11.21% 5.25% 4.95% 4.03% 

11:00 32.20% 25.13% 29.45% 14.07% 15.07% 12.26% 10.96% 9.83% 9.30% 4.47% 5.62% 11.44% 

12:00 31.61% 30.99% 26.08% 15.21% 13.51% 13.85% 14.42% 8.20% 12.45% 5.33% 6.67% 5.52% 

13:00 32.26% 23.78% 29.57% 16.28% 15.41% 10.91% 13.31% 11.26% 7.09% 3.74% 4.56% 5.13% 

14:00 30.58% 28.49% 27.12% 15.47% 14.38% 12.62% 11.70% 13.30% 11.64% 4.17% 5.36% 5.69% 

15:00 31.02% 25.84% 29.58% 13.44% 10.77% 14.28% 13.77% 11.88% 9.16% 7.58% 6.20% 5.21% 

16:00 30.05% 22.41% 28.23% 15.58% 11.88% 13.38% 13.26% 11.74% 12.92% 3.65% 4.16% 5.52% 

17:00 32.51% 27.15% 23.99% 15.29% 14.60% 13.00% 12.38% 12.16% 10.30% 4.33% 4.08% 4.20% 

18:00 27.64% 21.69% 25.77% 14.17% 16.00% 11.40% 13.91% 9.22% 8.40% 6.50% 3.96% 4.57% 

19:00 26.54% 22.25% 24.78% 12.75% 10.48% 11.45% 12.05% 11.51% 9.44% 5.26% 3.08% 3.11% 

20:00 25.70% 26.02% 21.91% 13.39% 10.52% 13.17% 11.70% 9.22% 12.29% 6.54% 4.31% 3.31% 

21:00 23.68% 16.74% 23.74% 9.92% 10.33% 7.31% 11.36% 12.14% 9.10% 4.29% 3.66% 1.64% 

22:00 22.07% 15.22% 13.37% 9.83% 9.25% 6.22% 9.05% 7.47% 6.08% 4.16% 3.29% 2.40% 

23:00 18.24% 10.56% 15.48% 7.90% 4.70% 5.77% 7.38% 6.12% 5.06% 2.21% 1.53% 2.29% 

Overall 23.08% 19.02% 20.16% 10.68% 9.95% 9.40% 9.83% 8.13% 8.05% 4.03% 3.36% 3.63% 

Responses 3,790 3,115 2,736 2,166 2,117 1,945 1,732 1,699 1,677 1,218 750 606 
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Local policy choices regarding effective public safety are often difficult. When the City partners 
with Citygate, Department officials and residents will clearly see and understand the deployment 
information from which you must set policy. 

Figure 2—San Jose Fire Department Response Time by Volume 

 

Meetings 

There will be a half-day, on-site meeting to review the projects initial findings. Citygate will utilize 
a short PowerPoint presentation to discuss the highlights of the study to date. 

Task 4: Forecast Resource Needs; Conduct Final Service Delivery Models and 
Prepare Integrated Draft Report 

4.1 Prepare Draft Report 

 The entire Citygate team will prepare a comprehensive long-range SOC Draft 
Report in several volumes (main report, map atlas, and executive summary). In the 
Draft Report, we will: 

 Summarize the strengths of the Department and opportunities for 
improvement. 
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 Present a review of how our approach and analyses were conducted. 

 Describe major findings by departmental service delivery area. 

 Present an explanation of improvements we identified, and our integrated 
recommendations for their resolution to improve operations. 

 Describe a methodology for monitoring implementation status. 

 Upon completion of the Draft Report, an electronic version in Microsoft Word will 
be sent to the Department project manager for comments using the “track changes” 
and “insert comments” tools in Word. Our normal practice is to review a draft of 
our report with management personnel to ensure that the factual basis for our 
recommendations is correct and to allow time for a thorough review. In addition, 
we take time to discuss any areas that require further clarification or amplification. 
It is during this time that understandings beyond the written text can be 
communicated.  

Meetings 

We will schedule a site meeting with the Department leadership to discuss and fact-check the Draft 
Report, answer any questions, and agree on elements for the Final Report.  

Task 5: Prepare and Deliver the Final Report 

The process of Final Report preparation is an important one. Implicit in this process is the need for 
a sound understanding of how our review was conducted, what issues were identified, why our 
recommendations were made, and how implementation should be accomplished. 

5.1 Prepare Final Report and Oral Presentation 

Based on the results of our Draft Report review process, we will then prepare and deliver 
an Executive Summary and a Final Report to the City Council and Fire Department. We 
also will make up to five oral presentations using a PowerPoint presentation to the Fire 
Department leadership, City Council, and/or other entities as directed. 

Meetings 

There will up to five on-site presentations of the Final Report to the to the Fire Department 
leadership, City Council, and/or other entities as directed.  
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Citygate Associates, LLC    
Standards of Cover Analysis and Report Consultant Services 
Los Angeles Fire Department 

ATTACHMENT C 
 
 
 

CITY TRAVEL POLICY 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



����

� ���������	��
������
	���	���������������������	�� � ������� !��"��
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Citygate Associates, LLC    
Standards of Cover Analysis and Report Consultant Services 
Los Angeles Fire Department 

ATTACHMENT D 
 
 
 

BUSINESS ASSOCIATE AGREEMENT (HIPAA) 
 
 
 
 
 
 



   

BUSINESS ASSOCIATE AGREEMENT  
BETWEEN  

THE CITY OF LOS ANGELES   
AND  

CITYGATE ASSOCIATES, LLC  
 

TO COMPLY WITH THE PRIVACY AND SECURITY RULES REQUIRED UNDER THE 
HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT (HIPAA) OF 1996 
 
This Business Associate Agreement (the “Agreement”), is made as of the ____ day of 
_________, 2020,  (the “Effective Date”), by and between the City of Los Angeles, (a 
designated “Hybrid Entity” by and through its Fire Department (“LAFD,” a designated 
“Health Care Component” of “Hybrid Entity” City of Los Angeles) (jointly “Covered Entity”) 
and Citygate Associates, LLC (the “Business Associate”) (collectively the “Parties”) to 
comply with the privacy and security standards required under the Health Insurance 
Portability and Accountability Act of 1996 (“HIPAA”), adopted by the U.S. Department of 
Health and Human Services and as amended January 25, 2013, [45 C.F.R. Parts 160, 
162 and 164; Volume 78 Fed. Reg. No. 17, Pages 5566 through 5702, January 23, 
2013] and, in order to satisfy the electronic storage requirements of the Health 
Information Technology for Economic and Clinical Health Act as incorporated in the 
American Recovery and Reinvestment Act of 2009 (hereinafter referred to as “HITECH”), 
and any applicable state confidentiality laws. 
 

RECITALS 
 
WHEREAS, Business Associate (“BA”) will conduct a resource deployment of 
Standards of Cover analysis with geographic mapping and incident response statistics 
for all types of emergency response services from the dispatch and fire incident data 
reporting systems;  

 
WHEREAS, the CE and BA have entered into a Contract under which the CE will 
need to disclose to BA certain “Protected Health Information” (“PHI”) that is subject to 
protection under HIPAA and HITECH; 

 
WHEREAS, HIPAA requires that CE receive adequate assurances that BA will 
comply with certain obligations with respect to the PHI received in the course of 
providing services to or on behalf of CE; 

 
NOW THEREFORE, in consideration of the mutual promises and covenants herein, 
and for other good and valuable consideration, the receipt and sufficiency of which is 
hereby acknowledged, the Parties agree as follows: 

 
A. DEFINITIONS 

 
Terms used in this Agreement, but not otherwise defined, shall have the 

meaning ascribed by the HIPAA Final Regulations and the HITECH Act, as amended 
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as of January 23, 2013. 
 

1. Breach means the acquisition, access, use, or disclosure of protected 
health information in a manner not permitted under subpart E of 45 C.F.R. 
Part 164. 

 
2. Business Associate (“BA”) shall have the meaning ascribed in 45 C.F.R. 

§ 160.103 and refers to Citygate Associates, LLC for purposes of this 
Agreement. 

 
3. Contract means Los Angeles City Contract Number ___________ and 

all amendments by and between the City of Los Angeles (“City”) and 
Citygate Associates, LLC which includes, but is not limited to, the 
performance of activities related to the standards of cover analysis. 

  
4. Covered Entity (“CE”) means the City of Los Angeles, (a designated 

“Hybrid Covered Entity” by and through its Fire Department, a designated 
“Health Care Component” of “Hybrid Entity” City of Los Angeles). 

 
5. Designated Record Set means a group of records, including, but not 

limited to, digital, photographic and/or video materials, maintained by or 
for a Covered Entity that are: (i) medical records about individuals 
maintained by or for a covered health care provider; (ii) the enrollment, 
payment, claims adjudication, and case or medical management record 
system maintained by or for a health plan; and/or (iii) used, in whole or 
in part, by or for the Covered Entity to make decisions about 
individuals. For purposes of this definition, the term “record” means 
any item, collection, or grouping of information that includes protected 
health information and is maintained, collected, used, or disseminated by 
or for a Covered Entity. 

 
6. Health Care Component (“HCC”) means those portions of the Hybrid 

Entity that perform HIPAA-related activities. The Los Angeles Fire 
Department (LAFD) became a HCC by the Los Angeles City Council 
action which adopted the recommendation of the Personnel Committee 
meeting on July 30, 2010 [Council File No. 10-1181] or as modified 
[Council File No. R3-0240; August 16, 2013]. 

 
7. HITECH Act (“HITECH”) means the Health Information Technology for 

Economic and Clinical Health Act, which is Title XIII of the American 
Recovery and Reinvestment Act, and any amendments, regulations, rules 
and guidance issued thereto and the relevant dates for compliance. 

 
8. HIPAA Final Regulations means 45 C.F.R. Parts 160, 162 and 164 as 

amended on January 23, 2013 and effective on March 23, 2013 but only 
to the extent it allies to a Covered Entity, Hybrid Entity and/or Business 
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Associate. 
 

9. Hybrid Entity (“HE”) means, for purposes of this Agreement, the City 
of Los Angeles, a single legal municipal entity that is (i) a Covered 
Entity; (ii) whose business activities include both covered and non-
covered HIPAA functions; and (iii) that has designated its LAFD, along 
with other portions of the City of Los Angeles, as a HHCs pursuant to 45 
C.F.R. § 160.103. 

 
10. Individual means the person who is the subject of the Protected Health 

Information as defined in 45 C.F.R. § 160.103 and shall include a 
person who qualifies as a personal representative in accordance with 45 
C.F.R. § 502(g). 

 
11. Protected Health Information (“PHI”) means the Individually Identifiable 

Health Information (“IIHI”) described in 45 C.F.R. § 160.103 that is 
transmitted electronically, maintained electronically, or transmitted or 
maintained in any other form or medium. 

 
12. Required by Law means mandate contained in law that compels a use or 

disclosure of PHI under 45 C.F.R. § 164.512(a) (1) and (2). 
 

13. Secretary means the Secretary of the Department of Health and 
Human Services or their designee under 45 C.F.R. § 160.103. 

 
14. Security Incident any use or disclosure of information not provided for 

by this “Agreement” of which the BA becomes aware, including 
breaches of unsecured protected health information as defined by 45 
C.F.R. § 164.402. 

 
15. Subcontractor means a person or entity that, creates, receives, 

maintains or transmits protected health information on behalf of the 
business associate.   (45 C.F.R. 160.103(3)(iii)) 

 
B. DISCLOSURE OF PHI TO BUSINESS ASSOCIATE 

 
In connection with the services provided by the BA to or on behalf of CE, as 

described in this Agreement, CE may disclose PHI to BA for the purpose of enabling 
the BA to conduct a Standards of Cover analysis in order to assess the deployment of 
CE’s resources based on the location of its facilities and the services provided to the 
communities. The data transmitted to the BA for its analysis include, but are not limited 
to, incident numbers, specific addresses, patient names, medical complaints, and 
treatment data. At no time shall BA use or disclose PHI or other related documents to 
any 3rd party. 

 
BA shall comply with its obligations under this Agreement and with all 
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obligations of a BA under HIPAA, HITECH, and other related laws and any 
implementing regulations, as they exist at the time this Agreement is executed and as 
they are amended, for so long as this Agreement is in place. Specifically, the BA will 
comply with all the obligations and assume the liability for failure to do so as provided 
for in the Final Rules reflected in the Federal Register, Vol. 78, No. 17, commencing 
at Page 5677, dated, January 25, 2013 which implements among other things 
Section 13401 of HITECH. 

 
C. OBLIGATIONS OF COVERED ENTITY 

 
1. CE shall notify BA of any limitation(s) in its Notice of Privacy Practices of 

Covered Entity in accordance with 45 C.F.R. §164.520, to the extent 
that such limitation may affect BA’s use or disclosure of PHI. 

 
2. CE shall notify BA of any changes in, or revocation of, permission by 

Individual to use or disclose PHI, to the extent that such changes may 
affect BA’s use or disclosure of PHI. [ 

 
3. CE shall notify BA of any restriction to the use or disclosure of PHI 

that CE has agreed to in accordance with 45 C.F.R. §164.522, to the 
extent that such restriction may affect BA’s use or disclosure of PHI. 

 
4. CE shall not request BA to use or disclose PHI in any manner that 

would not be permissible under HIPAA if done by CE. [45 C.F.R. § 
164.504(e)(2)(i)] 

 
5. CE will make a determination as to whether a use or disclosure of PHI by  

BA is a Breach within the meaning of 45 C.F.R. 164.402 necessitating 
notification under 45 C.F.R. 164.404, 164.406 and 164.408. 

 
D. OBLIGATIONS OF BUSINESS ASSOCIATE 

 
BA agrees to comply with applicable federal and state privacy and security laws, 

specifically the provisions of the HIPAA Administrative Simplification to the extent 
applicable to business associates. 

 
1. Use and Disclosure of PHI. Except as otherwise permitted by this 

Agreement or applicable law, BA shall not use or disclose PHI other 
than as permitted or required by the Agreement or as Required By Law, 
except as necessary to conduct the practices of the LAFD as described 
in this Agreement and the Contract to or on behalf of the CE. These 
activities may include the transmitting or receiving of PHI, as may be 
required from time to time, to other business associates or covered 
entities on behalf of CE. BA shall not use or disclose PHI that would 
violate the HIPAA Rules if used or disclosed by CE. Provided, however, 
BA may use and disclose PHI as necessary for the proper 
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management and administration of BA, or to carry out its legal 
responsibilities. BA shall in such cases: 

 
(a) Provide information to members of its workforce using or 
disclosing PHI regarding the confidentiality requirements of the HIPAA 
Final Rules and this Agreement;  

 
(b) Obtain reasonable assurances from the person or entity to whom 
the PHI is disclosed that: (i) the PHI will be held confidential and further 
used and disclosed only as Required by Law or for the purpose for which 
it was disclosed to the person or entity; and (ii) the person or entity will 
notify BA of any instances of which it is aware in which confidentiality 
of the PHI has been breached; 

 
(c) Notification to Covered Entity. Agree to notify the designated 
Privacy Officer of CE of any instances of which it is aware in which the 
PHI is used or disclosed for a purpose that is not otherwise provided for in 
this Agreement or for a purpose not expressly permitted by the HIPAA 
Rules within 72 hours of discovery of the improper use or disclosure. 
The determination as to whether a use or disclosure for a purpose not 
provided for by this Agreement is a Breach within the meaning of 45 
C.F.R. 164.402 shall be determined by the CE using the criteria 
determined in 45 C.F.R. 164.402 (2)(i)-(iv) after BA notifies CE of 
the use or disclosure of the PHI; 

 
(d) Breach Notification. BA agrees to follow 45 C.F.R.164.410 
after first notifying CE of the use or disclosure not provided by this 
Agreement and CE makes a determination that a breach has occurred 
pursuant to paragraph C(5) of this Agreement; and 

 
(e) For purposes of the Breach Notification provision in 45 C.F.R. 
164.410, BA in this Agreement is not the agent of CE. 

 
2. Data Aggregation. In the event that BA works for more than one 

covered entity, BA is not permitted to use and disclose PHI for data 
aggregation purposes, however, only in order to analyze data for 
permitted health care operations, and only to the extent that such use is 
permitted under the HIPAA Administrative Simplification. 

 
3. De-identified Information. BA may use and disclose de-identified health 

information if (i) the use is disclosed to CE in writing and permitted in 
writing by CE in its sole discretion and (ii) the de-identification is in 
compliance with 45 C.F.R. §164.502(d), and the de-identified health 
information meets the standard and implementation specifications for 
de-identification under 45 C.F.R. §164.514(a) and (b). 
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4. Safeguards. BA shall maintain appropriate safeguards to ensure that 
PHI is not used or disclosed other than as provided by this Agreement 
or as required by law. BA shall implement administrative, physical and 
technical safeguards that reasonably and appropriately protect the 
confidentiality, integrity, and availability of any electronic PHI it 
creates, receives, maintains, or transmits on behalf of CE. 

 
5. Minimum Necessary. BA shall attempt to ensure that all uses and 

disclosures of PHI which pertain to the billing or operations of the CE are 
subject to the principle of “minimum necessary use and disclosure,” i.e., 
that only PHI that is the minimum necessary to accomplish the intended 
purpose of the use, disclosure, or request is used or disclosed. 

 
6. Disclosure to Agents and Subcontractors. If BA discloses PHI received 

from CE, to agents, including a subcontractor, BA shall require the 
agent or subcontractor to agree to the same restrictions and conditions 
as apply to BA under this Agreement. BA shall ensure that any agent, 
including a subcontractor, agrees to implement reasonable and 
appropriate safeguards to protect the confidentiality, integrity, and 
availability of the PHI that it creates, receives, maintains, or transmits on 
behalf of the CE. BA shall be liable to CE for any acts, failures or 
omissions of the agent or subcontractor in providing the services as if 
they were BA’s own acts, failures or omissions, to the extent permitted by 
law. BA further expressly warrants that its agents or subcontractors will 
be specifically advised of, and will comply in all respects with, the 
terms of this Agreement. 

 
7. Individual Rights Regarding Designated Record Sets.  If BA maintains a 

Designated Record Set on behalf of CE, BA agrees as follows: 
 
(a) Individual Right to Copy or Inspection. BA agrees that if it 
maintains a Designated Record Set for CE that is not maintained by 
CE, it will, in the event any Individual delivers directly to BA a request 
for access to PHI, in order for CE to respond to such Individual, 
forward such request to CE in order to meet the requirements of 45 
C.F.R. §164.524(a)(1). Under the HIPAA Final Rules, CE is required to 
take action on such requests as soon as possible, but not later than 30 
days following receipt of the request. [45 C.F.R. § 164.524(b)(2).] BA 
agrees to make reasonable efforts to assist CE in meeting this 
deadline. The information shall be provided in the form or format 
requested if it is readily producible in such form or format; or in 
summary, if the Individual has agreed in advance to accept the 
information in summary form. A reasonable, cost-based fee for copying 
health information may be charged. If CE maintains the requested 
records, CE, rather than BA shall permit access according to its 
policies and procedures implementing the HIPAA Administrative 
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Simplification. 
 

(b) Individual Right to Amendment. BA agrees, if it maintains PHI in a 
Designated Record Set, to make the Designated Record Set available 
to CE for amendments to PHI pursuant to 45 C.F.R. §164.526. 

 
(c) Accounting of Disclosures. BA agrees to maintain 
documentation of the information required to provide an accounting of 
disclosures of PHI in accordance with 45 C.F.R. §164.528, and to make 
this information available to CE upon CE’s request, in order to allow CE to 
respond to an Individual’s request for accounting of disclosures. Under 
the HIPAA Final Rules, CE is required to take action on such requests 
as soon as possible but not later than 60 days following receipt of 
the request. BA agrees to use its best efforts to assist CE in meeting this 
deadline. Such accounting must be provided without cost to the 
individual or CE if it is the first accounting requested by an individual 
within any 12 month period; however, a reasonable, cost-based fee may 
be charged for subsequent accountings if BA informs the CE in advance 
of the fee and is afforded an opportunity to withdraw or modify the 
request. Such accounting is limited to disclosures that were made in the 
six (6) years prior to the request (not including disclosures prior to the 
compliance date of the HIPAA Administrative Simplification and shall be 
provided for as long as BA maintains the PHI. 

 
8. Internal Practices, Policies and Procedures. Except as otherwise 

specified herein, BA shall make available its internal practices, policies 
and procedures relating to the use and disclosure of PHI, received from 
or on behalf of CE to the Secretary or his or her agents for the purpose of 
determining CE’s compliance with the HIPAA Rules, or any other health 
oversight agency, or to CE. Records requested that are not protected 
by an applicable legal privilege will be made available in the time and 
manner specified by CE or the Secretary. 

 
9. Notice of Privacy Practices. BA shall abide by the limitations of CE’s 

Notice of which it has knowledge. Any use or disclosure permitted by 
this Agreement may be amended by changes to CE’s Notice; 
provided, however, that the amended Notice shall not affect permitted 
uses and disclosures on which BA relied prior to receiving notice of such 
amended Notice. 

 
10. Withdrawal of Authorization. If the use or disclosure of PHI in this 

Agreement is based upon an Individual’s specific authorization for the 
use or disclosure of his or her PHI, and the Individual revokes such 
authorization, the effective date of such authorization has expired, or 
such authorization is found to be defective in any manner that renders 
it invalid, BA shall, if it has notice of such revocation, expiration, or 
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invalidity, cease the use and disclosure of the Individual’s PHI except to 
the extent it has relied on such use or disclosure, of if an exception 
under the HIPAA Administrative Simplification expressly applies. 

 
11. Knowledge of HIPAA Rules. BA agrees to review and understand the 

HIPAA Rules as it applies to BA, and to comply with the applicable 
requirements of the HIPAA Rule, as well as any applicable amendments. 

 
12. Security Incident. BA agrees to immediately report to the CE any security 

incident of which BA becomes aware within 72 hours of discovery of the 
security incident. 

 
E. TERM AND TERMINATION 

 
1. Term. The Term of this Agreement shall be effective as of the Effective 

Date of the Contract, and shall terminate when all of the PHI provided by 
CE to BA, or created or received by BA on behalf of CE, is destroyed 
or returned to CE, or, if it is infeasible to return or destroy PHI, 
protections are extended to such information, in accordance with the 
termination provisions in this Section. 

 
2. Termination for Cause. Upon CE’s knowledge of a material breach by 

BA, CE shall either: 
 

(a) Provide an opportunity for BA to cure the breach or end the 
violation and terminate this Agreement and the Contract if BA does not 
cure the breach or end the violation within the time specified by CE; 

 
(b) Immediately terminate this Agreement and the Contract if BA 
has breached a material term of this Agreement and cure is not possible; 
or 

 
(c) If neither termination nor cure is feasible, CE shall report the 
violation to the Secretary. 

 
3. Effect of Termination. 

 
(a) Except as provided in paragraph (b) of this section, upon 
termination of this Agreement, for any reason, BA shall return or destroy 
all PHI received from CE, or created or received by BA on behalf of CE. 
This provision shall apply to PHI that is in the possession of 
subcontractors or agents of BA. BA shall retain no copies of the PHI and 
shall confirm, in writing, to the CE that all PHI has been returned to the 
CE or destroyed and, state the method of destruction. 

 
(b) In the event that BA determines that returning or destroying the 
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PHI is infeasible, BA shall provide to CE written notification of the 
conditions that make return or destruction infeasible. Upon discovering 
that return or destruction of PHI is infeasible, BA shall extend the 
protections of this Agreement to such PHI and limit further uses and 
disclosures of such PHI to those purposes that make the return or 
destruction infeasible, for so long as BA maintains such PHI. 

 
F. MISCELLANEOUS 

 
1. Indemnification. 

 
(a) To the extent permitted by law, BA agrees to indemnify and hold 
harmless CE from and against all claims, demands, liabilities, 
judgments or causes of action of any nature for any relief, elements of 
recovery or damages recognized by law (including, without limitation, 
attorney’s fees, defense costs, and equitable relief), for any damage or 
loss incurred by CE arising out of, resulting from, or attributable to 
any acts or omissions or other conduct of BA or its agents in 
connection with the performance of BA’s or its agents’ and/or 
subcontractor’s duties under this Agreement including and not limited to 
the cost of breach notification under Paragraph D.1.(d) of this 
Agreement. This indemnity shall not be construed to limit CE’s rights, if 
any, to common law indemnity. 

 
(b) CE shall have the option, at its sole discretion, to employ 
attorneys selected by it to defend any such action described in F(1)(a) 
above, the costs and expenses of which shall be the responsibility of 
BA. CE shall provide BA with timely notice of the existence of such 
proceedings and such information, documents and other cooperation 
as reasonably necessary to assist BA in establishing a defense to such 
action. 

 
(c) These indemnities shall survive termination of this Agreement, and 
CE reserves the right, at its option and expense, to participate in the 
defense of any suit or proceeding through counsel of its own choosing. 

 
2. Mitigation. If BA violates this Agreement or the HIPAA Rules, BA 

agrees to mitigate any damage caused by such breach, and bear any 
such related costs. 

 
3. Rights of Proprietary Information. CE retains any and all rights to the 

proprietary information, confidential information, and PHI it releases to 
BA. 

 
4. Survival. The respective rights and obligations of BA under Section 

(Effect of Termination) of this Agreement shall survive the termination of 
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this Agreement. 
 

5. Notices. Any notices pertaining to this Agreement, including breach 
“Notif ication to the Covered Entity” made pursuant to 
Paragraph D1(c) of this Agreement, shall be given in writing and shall 
be deemed duly given when personally delivered to a Party or a 
Party’s authorized representatives as listed below or sent by means of a 
reputable overnight carrier, or sent by means of certified mail, return 
receipt requested, postage prepaid. A notice sent by certified mail shall 
be deemed given on the date of receipt or refusal of receipt. All notices 
shall be addressed to the appropriate Party as follows: 

 
If to Covered Entity (for Breach Notification): 
 

  Alexandra Vázquez-Sherman (HIPAA Privacy Officer) 
  Fire Special Investigator 
  LAFD, Administrative Operations Bureau 
  Risk Management 
  200 N. Main Street, Suite 1890 
  Los Angeles, CA 90012 
  Tel:  (213) 978-3873 
  Fax: (213) 978-3815 
 

 
If to Covered Entity LAFD (For all other Matters) 

 
Ralph Terrazas, Fire Chief  
Los Angeles Fire Department  
200 N. Main St., Room 1800  
Los Angeles, California 90012  
(213) 978-3838 
(213) 978-3814 Fax 

 
And: 

 
S. Jenny Park, Fire Administrator  
Los Angeles Fire Department  
200 N. Main St., Room 1630  
Los Angeles, California 90012  
(213) 978-3731 
(213) 978-3414 Fax 

 
 

And: 
 

If to Business Associate: 
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David DeRoos, President 
Citygate Associates, LLC 
600 Coolidge Drive 
Folsom, California 95630 

 
6. Amendments. This Agreement may not be changed or modified in any 

manner except by an instrument in writing signed by a duly authorized 
officer of each of the Parties hereto. The Parties, however, agree to 
amend this Agreement from time to time as necessary, in order to allow 
CE to comply with the requirements of the HIPAA Rules. 

 
7. Choice of Law. This Agreement and the rights and the obligations of the 

Parties hereunder shall be governed by and construed under the 
laws of the State of California, without regard to applicable conflict of 
laws principles. 

 
8. Assignment of Rights and Delegation of Duties. This Agreement is 

binding upon and inures to the benefit of the Parties hereto and their 
respective successors and permitted assigns. However, neither party 
may assign any of its rights or delegate any of its obligations under this 
Agreement without the prior written consent of the other Party, which 
consent shall not be unreasonably withheld or delayed. Notwithstanding 
any provisions to the contrary; however, CE retains the right to assign or 
delegate any of its rights or obligations hereunder to any City department 
or office in a manner consistent with the HIPAA Rules. Assignments 
made in violation of this provision are null and void. 

 
9. Nature of Agreement. Nothing in this Agreement shall be construed to 

create (i) a partnership, joint venture or other joint business relationship 
between the Parties or any of their affiliates, (ii) any fiduciary duty owed 
by one Party to another party or any of its affiliates, or (iii) a relationship 
of employer and employee between the Parties. 

 
10. No Waiver. Failure or delay on the part of either Party to exercise any 

right, power, privilege or remedy hereunder shall not constitute a waiver 
thereof. No provision of this Agreement may be waived by either Party 
except by a writing signed by an authorized representative of the Party 
making the waiver. 

 
11. Equitable Relief. Any disclosure of misappropriation of PHI by BA in 

violation of this Agreement will cause CE irreparable harm, the 
amount of which may be difficult to ascertain. BA therefore agrees 
that CE shall have the right to apply to a court of competent 
jurisdiction for specific performance and/or an order restraining and 
enjoining BA from any such further disclosure or breach, and for such 
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other relief as CE shall deem appropriate. Such rights are in addition 
to any other remedies available to CE at law or in equity. BA 
expressly waives the defense that a remedy in damages will be 
adequate, and further waives any requirement in an action for specific 
performance or injunction for the posting of a bond by CE. 

 
12. Severability. The provisions of this Agreement shall be severable, and 

if any provision of this Agreement shall be held or declared to be 
illegal, invalid or unenforceable, the remainder of this Agreement shall 
continue in full force and effect as though such illegal, invalid or 
unenforceable provision had not been contained herein. 

 
13. No Third Party Beneficiaries. Nothing in this Agreement shall be 

considered or construed as conferring any right or benefit on a person not 
party to this Agreement nor imposing any obligations on either Party 
hereto to persons not a party to this Agreement. 

 
14. Headings. The descriptive headings of the articles, sections, 

subsections of this Agreement are inserted for convenience only, do 
not constitute a part of this Agreement and shall not affect in any way 
the meaning or interpretation of this Agreement. 

 
15. Interpretation. Any ambiguity in this Agreement shall be resolved in 

favor of a meaning that permits CE to comply with the HIPAA rules 
and any applicable state confidentiality laws.   The provisions of this 
Agreement shall prevail over the provisions of any other agreement that 
exists between the Parties that may conflict with, or appear inconsistent 
with, any provision of this Agreement or the HIPAA Rules. 

 
16. Regulatory References. A citation in this Agreement to the Code of 

Federal Regulations shall mean the cited section as that section may be 
amended from time to time. 

 
17. Counterparts and Electronic Signatures. This Agreement may be 

executed in one or more counterparts, and by the parties in separate 
counterparts, each of which when executed shall be deemed to be an 
original but all of which taken together shall constitute one and the same 
agreement. The parties further agree that facsimile signatures or 
signatures scanned into .pdf (or signatures in another electronic format 
designated by City) and sent by e-mail shall be deemed original 
signatures.  

 

[SIGNATURE PAGE TO FOLLOW]  
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IN WITNESS WHEREOF, the parties have caused this Agreement to be executed 
by their respective duly authorized representatives. 

 
For: THE CITY OF LOS ANGELES 
 
 
DATE: _______________________ By:   ______ 
          Ralph M. Terrazas 
  Fire Chief 
  Los Angeles Fire Department  
 
 
For:  CITYGATE ASSOCIATES, LLC 
 
 
DATE: _______________________ By*:   ______ 

 David DeRoos 
        President 
APPROVED AS TO FORM:   
 By**: ___________________________ 
MICHAEL N. FEUER, City Attorney Name: __________________________ 
 Title: ____________________________ 
By:   ____  
 Judith D. Thompson  DATE: _________________________  
 Deputy City Attorney    

 
DATE: _______________________  
 
 

ATTESTED:       
HOLLY L. WOLCOTT, City Clerk    
              
   
By:________________________     
 Deputy City Clerk             
  
        
Agreement Number: __________                 
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NOTE: If Contractor is a corporation, two 
signatures are required. 

* The signature of President, Chairman of the 
Board, or Vice President is required here; and 
 
** An additional signature of Secretary, Assistant 
Secretary, Chief Financial Officer, or Assistant 
Treasurer is also required for the Corporation. 


