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 AGREEMENT NO.      
 

AGREEMENT 
BETWEEN THE CITY OF LOS ANGELES  

AND  
INSIGHT PUBLIC SECTOR, INC 

 
This Agreement (hereinafter referred to as “Agreement”) is made and entered into by and between 
the City of Los Angeles, a municipal corporation (hereinafter referred to as “City”), acting by and 
through its Los Angeles Fire Department (hereinafter referred to as “Fire Department” or 
“LAFD”), and Insight Public Sector, Incorporated, an Illinois corporation (hereinafter referred to 
as “Contractor” or “Insight”), with reference to the following: 
 
WHEREAS, the Los Angeles City Fire Department, through the leadership of the Fire Chief, is 
increasingly metric driven, technologically sophisticated and community focused, and many of 
the Fire Chief’s strategic objectives described in the Fire Chief’s Strategic Plan for 2018 - 2020 
require the Department to utilize large amounts of data from a number of separate systems-of-
record in order to produce highly accurate reports and timely analysis for operational insights; 
and 
 
WHEREAS, meeting these data analysis and reporting needs require the use of several different 
advanced tools and technologies, including cloud data storage, real-time reporting and advanced 
analytics, data science and machine learning tools, that are emerging in the industry and new to 
the LAFD; and 
 
WHEREAS, the LAFD, and the City as a whole, has made a significant investment in these data 
science technologies, particularly in the areas of large data science and storage, and in order to 
maintain and continue to leverage these investments to meet current and future needs for this 
type of reporting and analytics, additional advanced-level training for LAFD staff members is 
needed; and  
 
WHEREAS, due to the rapidly changing technical landscape and high-degree of technical 
expertise required in order to complete these tasks, assistance from industry-professionals who 
are experts in this field is required; and 
 
WHEREAS, the Contractor is a professional corporation with more than 10 years of experience 
designing, developing, delivering and supporting advanced data science training and other related 
professional services for other major corporations, cities and municipalities located throughout the 
United States; and 
 
WHEREAS, pursuant to Charter Section 1022, the City has found that this service can be 
performed more economically or feasibly by an independent contractor than by City employees; 
and  
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WHEREAS, pursuant to Charter Section 371(e)(8), competitive bidding is not required due to a 
cooperative arrangement with another governmental agency for the utilization of the purchasing 
contracts and professional, scientific, expert, or technical services contracts; and 
 
WHEREAS, the County of Fairfax, Virginia held a competitive process and entered into an 
agreement with Contractor for similar services; and 
 
WHEREAS, it is neither reasonably practicable nor compatible with the City’s best interests to 
conduct a separate competitive process under Charter Section 372 given that the services can be 
most economically obtained by contracting with Contractor for the same scope of services at the 
same or better terms as those provided in the County of Fairfax, Virginia contract; and 
 
WHEREAS, the City and Contractor desire to enter into this Agreement for a two (2) year term 
not to exceed $500,000, subject to the availability of funds. 
 
NOW, THEREFORE, the City and the Contractor agree as follows: 

1.0 SECTION 1: GENERAL INFORMATION 

1.1 Project Overview 
The purpose of this project is to provide training and other professional services related to 
the LAFD’s advanced data analytics initiatives.   

1.2 In Scope Services 
The project scope includes those services and deliverables, described in detail in the 
attached statements of work, Attachments, A, B and C: 
 

 Attachment A: FireStat Analytics Platform Training 
 Attachment B: Azure Media Services MVP 
 Attachment C: Response Time Analytics Heat Map 

1.3 Work Location 
Contractor shall ensure that Contractor’s Key Personnel, including the Project Manager, 
are available to work on-site at LAFD facilities as needed in order to attend key meetings 
and/or participate in scheduled project events and/or milestones.  Contractor’s personnel 
will also work off-site at Contractor’s office locations and participate remotely via 
teleconference and/or video conference. 

1.4 Out of Scope Services 
Unless mutually agreed to by both parties by way of an amendment to this Agreement, 
any other services not specifically listed in this Agreement are considered out of scope. 
The City shall not be responsible to pay Contractor for any out of scope work not 
described in this Agreement, and not agreed to by the parties in writing via an 
amendment to this Agreement. 
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1.5 Work Not In Scope of Services 
Contractor shall immediately notify the City in writing of any work that is requested to be 
performed that is outside of the original scope of work covered by this Agreement and 
Contractor’s Statement of Work, specified in Section 4.  If it is determined that the request 
is outside of the scope of work, Contractor shall not perform the requested work unless and 
until (i) the City’s designated contract administrator approves the request in writing and 
authorizes the use of any contingency funds for the work, and (ii) an amendment providing 
for an adjustment in Contractor’s compensation and the scope of work is approved and 
executed by both parties. 

2.0 SECTION 2:  REPRESENTATIVES OF THE PARTIES 

2.1 Parties to the Agreement 
 

A. City – The City of Los Angeles, a municipal corporation, chartered by the State of 
California, acting by and through the Los Angeles Fire Department, having its 
principal office at 200 North Main Street, 18th Floor, Los Angeles, CA, 90012 
 

B. Contractor – Insight Public Sector, Inc., having its principal office at 6820 S. Harl 
Avenue, Tempe, AZ 85283 

2.2 Representatives of the Parties 
 

The representatives of the respective parties authorized to administer this Agreement, and 
to whom formal notices, demands, and communications shall be given are as follows: 

 
A. The representative of the City shall be, unless otherwise stated in this Agreement: 

 
Ralph M. Terrazas, Fire Chief 
Los Angeles Fire Department 
200 N. Main St., Room 1800 
Los Angeles, CA 90012 
 
With copies to: 
Scott Porter, Chief Information Officer 
Los Angeles Fire Department 
200 N. Main St., Room 1660 
Los Angeles, CA 90012 

 
B. The Contractor’s representative is, unless otherwise stated in the Agreement:  

 
Gene Holmquist, Regional Director 
Insight Public Sector, Inc. 
6820 South Harl Avenue 
Tempe, AZ 85283 
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With copies to: 
Legal Department 
Insight Public Sector, Inc. 
6820 South Harl Avenue 
Tempe, AZ 85283 

 
C. Communication Between Parties:  Formal notices, demands, and communication 

required hereunder by either party shall be made in writing and may be affected by 
personal delivery or by registered or certified mail, postage prepaid, return receipt 
requested and shall be deemed communicated as of the date of mailing. 
 

D. If the name of the person designated to receive the notices, demands or 
communications or the address of such person is changed, written notice must be 
provided as described in this Agreement, within five (5) working days of said change. 

3.0 SECTION 3: TERM OF AGREEMENT 

3.1 Term 
The term of this Agreement shall commence upon the date of attestation by the Los 
Angeles City Clerk, and will terminate two (2) years from that date, unless otherwise 
terminated by the City as provided for in this Agreement. 

3.2 Amendments 
This Agreement may only be amended in accordance with PSC-5, Amendments, of the 
Standard Provisions for City Contracts (Rev. 10/17)[v.3], Attachment D. Any 
amendments to extend the term of this Agreement are contingent on the availability of 
funds and the Contractor having provided satisfactory services under this Agreement.  

4.0 SECTION 4: SCOPE OF WORK 

4.1 Contract Services 
The Contractor shall perform the contract services and deliver the deliverables as 
described in the following attachments:  

 Attachment A: FireStat Analytics Platform Training 
 Attachment B: Azure Media Services MVP 
 Attachment C: Response Time Analytics Heat Map  

4.2 Contractor shall not commence performing any of the services or delivering the 
deliverables, as described in Attachments A, B, and C, until LAFD’s Chief 
Technology Officer has issued a notice to proceed specifically instructing 
Contractor to commence the work of that Attachment A, B, or C. City shall 
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neither have an obligation to pay Contractor for, nor otherwise be liable to 
Contractor for, any work performed in the absence of such a notice to proceed.  

4.3 Project Management 
The Contractor shall provide a dedicated project manager who will act as the 
Contractor’s single point of contact for all communications related to the day-to-day 
delivery of services.  The Project Manager must be available to work on-site as-needed 
for key project tasks and meetings. 

4.4 User Acceptance Testing 
Contractor shall conduct adequate testing of all developed software, including 
integration, regression, readiness, and performance according to a process agreed to and 
articulated by City for each statement of work.   

4.5 Project Team 
The Contractor shall provide a team of professionals that possess the required skills and 
experience necessary to perform the required project tasks. The team size may vary from 
time to time based on the needs and priorities of the project. 

4.6 Documentation 
The Contractor shall create and deliver all required system documentation including, but 
not limited to, system diagrams, data dictionaries and system administration guides, end-
user guides, and training materials.  

4.7 Licensing 
Contractor shall ensure that all system software is properly licensed at no additional cost 
to the City, including, but not limited to, any required third-party licenses. In the event 
that any additional software or software licenses beyond that which the City already has 
are required to complete work, the Contractor shall identify these within each statement 
of work and ensure that any required cost is clearly identified and included in the 
statement of work. 

4.8 Source Code Management 
Contractor shall use a source code version control system to manage all system source 
code.  The Fire Department will work with the Contractor to establish a source code 
repository and provide the Contractor with access to the repository. Contractor shall 
ensure that City is provided full access and administrative rights to the source code 
repository, including the ability to review and audit any of the source code at any time. 
Contractor shall work with the City to provide all project source codes to the City’s 
source code repository at the end of the engagement. 

4.9 Technical Knowledge Transfer 
The Contractor shall provide in-depth solution architecture and technical reviews at the 
end of each development sprint to review the system as-built to-date.  The review will 
provide a detailed technical description and discussion of the overall solution 
architecture, including, but not limited to: solution diagrams that depict the overall 
solution architecture and environments; description and discussion of the system source 
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code, including development environment, tools and source code structure; description 
and discussion of the database tools, data structure and environments; description and 
discussion of third-party tools and integrations; and description and discussion of the 
infrastructure environment(s). 

4.10 Additional Services 
From time to time, additional services may be required that are not included within the 
scope of this Agreement.  Any such services that may be needed in the future will be 
addressed with a separate scope of work, cost and schedule, and may be included in this 
Agreement only by amendment. 
 

5.0 SECTION 5: DELIVERABLES, PAYMENT TERMS, AND INVOICING 

5.1 Solution Costs.  
The Contractor shall provide the services and solutions as described in the statements of 
work at the costs provided.  

 
Line Description Payment Due

1 FireStat Analytics Platform Training $122,949
2 Azure Media Services MVP $59,351
3 Response Time Analytics Heat Map $172,403
4 Travel (est. not to exceed) $18,720
5 Contingency $126,577

                                                                                             Total $500,000
 

5.2 Total Financial Obligation.  
Notwithstanding anything in this Contract to the contrary, City’s total obligation may not 
exceed a total amount of $500,000 for the three-year term of this Contract, for complete 
and satisfactory performance of the terms of this Contract.  

5.3 Invoicing 

Invoices submitted by the Contractor will be approved by the City upon satisfactory 
performance, delivery and acceptance by the Fire Department in accordance with the milestones 
and payment schedule described the attached statements of work. 

The Contractor shall submit their invoices to: 
 
Scott Porter, Chief Information Officer 
Los Angeles Fire Department 
200 North Main Street, Room 1660 
Los Angeles, CA 90012 
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The City will make payment to the Contractor for the services performed after receipt and 
approval of the invoices by the City’s Representative.  The City will not unreasonably withhold 
approval of invoices.  In the event any invoice is not approved, the City’s Representative will 
immediately send a notice to the Contractor setting forth therein the reason(s) said invoice was 
not approved. Upon receipt of such notice, the Contractor may re-invoice the City for the 
accepted portion of the invoice or cure the defects identified in the City Representative’s notice.  
The City will pay the revised invoice as soon as practical after its submission.  If the City’s 
Representative contests all or a portion of the invoice, the City’s representative and the 
Contractor will use good faith efforts to resolve the disputed portion or portions of the invoice.  
 
The invoice must contain the following:  
 

a. Name and address of company or firm; 
b. Name and address of the contracting department; 
c. Date of the invoice and period covered; 
d. Reference to contract number; 
e. Description of the completed task and amount due for the task; 
f. Copy of the invoices and payments to third parties, if any; 
g. Payment terms, total due, and due date; 
h. Certification by a duly authorized officer of the Contractor; 
i. Discounts and terms (if applicable); 
j. Remittance address (if different from company address); and 
k. Percentage of maximum allowable compensation against which services have 

been billed to date, and percentage of maximum allowable compensation 
remaining. 
 

All invoices must be submitted on Contractor’s letterhead, contain Contractor’s official logo, or 
other unique and identifying information, such as the name and address of Contractor. Evidence 
that tasks have been completed, in the form of a report, brochure, or photograph, shall be 
attached to all invoices. Invoices must be submitted within 30 days of service, or monthly, and 
will be payable to Contractor no later than 30 days after acknowledged receipt of a complete 
invoice.  Invoices are considered complete when appropriate documentation or services provided 
are signed off as satisfactory by City’s Fiscal Officer.  In the event that City pays an invoice after 
the time specified within this provision, Contractor acknowledges that it will not be entitled to 
collect any late fees, charges, or interest. 
 
Invoices and supporting documentation must be prepared at the sole expense and responsibility 
of Contractor. City shall not compensate Contractor for costs incurred in invoice preparation. 
City may request, in writing, changes to the content and format of the invoice and supporting 
documentation at any time. City reserves the right to request additional supporting 
documentation to substantiate costs at any time. 
 
Tasks that are completed by subcontractors must be supported by subcontractor invoices, copies 
of pages from reports, brochures, photographs, or other unique documentation that substantiates 
their charges. 
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Notwithstanding anything in Attachments A, B, or C to the contrary, City shall only pay 
Contractor for those travel costs incurred in accordance with the City Travel Policy, attached 
hereto and incorporated herein as Attachment F. Travel costs incurred by the Contractor will be 
reimbursed only in accordance with the terms of the City Travel Policy, Attachment F. 
 
Failure to adhere to these policies may result in nonpayment or non-approval of demands, 
pursuant to Charter Section 262(a), which requires the Controller to inspect the quality, quantity, 
and condition of services, labor, materials, supplies, or equipment received by any City office or 
department, and to approve demands before they are drawn on the Treasury. 

6.0 SECTION 6: DATA, MANAGEMENT, SECURITY, AND PRIVACY 

6.1 Data Ownership 
As between the parties, City is the sole and exclusive owner of all data and information 
provided to Contractor by or on behalf of City pursuant to this Agreement and any and all 
updates or modifications thereto or derivatives thereof made by Contractor (“City Data”), 
and all intellectual property rights in the foregoing, whether or not provided to any other 
party under this Agreement.  
 
City Data is Confidential Information for the purposes of this Agreement. Contractor 
shall not use City Data for any purpose other than that of rendering the services under this 
Agreement, nor sell, assign, lease, dispose of or otherwise exploit City Data. Contractor 
shall not possess or assert any lien or other right against or to City Data. City may request 
an export of City Data stored within the systems or held by Contractor in any form or 
format at no charge to City. 
 
Subject to the restrictions articulated elsewhere in this Agreement, City grants Contractor 
a non-transferable, non-exclusive, terminable at-will license, solely for the term of this 
Agreement, to use City Data solely for purposes of performing the services pursuant to 
this Agreement for City’s benefit. 

6.2 Data Protection in General 
The protection of personal privacy and personally identifiable data shall be an integral 
part of the business activities of Contractor, and Contractor shall use all reasonable 
efforts to prevent inappropriate or unauthorized use of City Data at any time and 
safeguard the confidentiality, integrity, and availability of City Data and comply with the 
following conditions: 

6.2.1 Contractor shall implement and maintain appropriate administrative, technical and 
organizational security measures in order to safeguard against unauthorized access, 
disclosure, destruction, or theft of City Data. Contractor shall protect City Data using 
no less than the security means and technology necessary to meet the standard of care 
relevant to the data at issue. Such security measures shall also be in accordance with 
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recognized industry best practices and the standard of care imposed by state and federal 
laws and regulations relating to the protection of such information. 

6.2.2 Unless otherwise stipulated in writing, Contractor shall encrypt all City Data at rest and 
in transit with controlled access. The Contractor shall apply and support encryption 
solutions that are certified against U.S. Federal Information and Processing Standard 
140-2, Level 2, or equivalent industry standard, and verify that the encryption keys and 
keying material are not stored with any associated data. Whenever and wherever 
applicable, Contractor shall apply and support industry standards or better for 
tokenization, fraud-use protection, format-preserving encryption, and data encryption 
technology. 

6.2.3 At no time shall any City Data be copied, disclosed, or retained by Contractor or any 
party related to Contractor, including its subcontractors, for use in any process, 
publication, or transaction that is not specifically authorized by Section 3 of this 
Agreement or by the City in writing. 

6.2.4 Contractor shall secure and protect all City Data from hacking, viruses, ransomware, 
and denial of service and related attacks. 

6.3 Development and Access 
Contractor shall provide its services to the City and its end users solely from data centers 
in the continental United States of America. Storage of City Data at rest shall be located 
in the continental United States of America. Contractor shall not allow its personnel or 
subcontractors to store City Data on portable devices, including personal computers, 
except for devices that are used and kept only at Contractor’s continental United States of 
America headquarters or data centers. Contractor may permit its personnel and 
subcontractors to access City Data remotely from locations within the continental United 
States of America only as required to provide contracted services. Contractor shall 
neither access nor allow a third-party access to City Data from any location outside of the 
continental United States of America. Contractor shall not provide any services under this 
Agreement from a location outside of the continental United States of America, absent 
receipt of City’s express written approval. 

6.3.1 Access Limitations 
Contractor shall use precautions, including, but not limited to, physical software and 
network security measures, personnel screening, training and supervision, and 
appropriate agreements to: 
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6.3.1.1 Prevent anyone other than City, authorized Contractor personnel, and subcontractors 
with a specific need to know, for a purpose authorized under this Agreement, from 
monitoring, using, or gaining access to City Data; 

6.3.1.2 Protect copies of City Data from loss, corruption, or unauthorized alteration; and 

6.3.1.3 Prevent the disclosure of City and Contractor usernames, passwords, API keys, and 
other access control information to anyone other than authorized City and Contractor 
personnel. 

6.3.2 Security Best Practices 
Contractor shall implement the following security best practices with respect to City 
Data and to any service provided: 

6.3.2.1 Least Privilege 
Contractor shall authorize access only to an employee or subcontractor for only the 
minimum amount of resources required for that function. 

6.3.2.2 Separation of Duties 
Contractor shall divide functions among its staff members to reduce the risk of one 
person committing fraud undetected. 

6.3.2.3 Role-Based Security 
Contractor shall restrict access to authorized users and base access control on the role 
a user plays in the Contractor’s organization. 

6.3.3 Credential Restrictions 
Contractor shall restrict the use of, and access to, administrative credentials for 
accounts and system services accessing City Data, to only those of Contractor’s 
personnel and subcontractors whose access is essential for the purpose of providing the 
contracted services or performing obligations under this Agreement. Contractor shall 
require personnel and subcontractors to log on using an assigned user-name and 
password when administering City accounts or accessing City Data. These controls 
must enable Contractor to promptly revoke or change access in response to 
terminations or changes in job functions, as applicable. Contractor shall encrypt all 
passwords, passphrases, and PINs, using solutions that are certified against U.S. 
Federal Information and Processing Standard 140-2, Level 2, or equivalent industry 
standard, and verify that the encryption keys and keying material are not stored with 
any associated data. Contractor shall implement any City request to revoke or modify 
user access within twenty-four hours or the next business day of receipt of City’s 
request. Contractor shall disable user accounts after at most 10 consecutive invalid 
authentication attempts. 

6.3.4 Physical and Environmental Security 
Contractor facilities that process City Data must provide a physically secure 
environment from unauthorized access, damage, and interference. 
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6.4 System Administration and Network Security 

6.4.1 Operational Controls 
Contractor shall implement operational procedures and controls designed to ensure that 
technology and information systems are configured and maintained according to 
prescribed internal standards and consistent with applicable Industry Standard 
Safeguards. Examples of Industry Standard Safeguards are ISO/IEC 27002:2005, NIST 
800-44, Microsoft Security Hardening Guidelines, OWASP Guide to Building Secure 
Web Applications, SOC 2 Type 2, and the various Center for Internet Security 
Standards. Moreover, Contractor shall use application security and software 
development controls designed to eliminate and minimize the introduction of security 
vulnerabilities. 

6.4.2 Antivirus 
Contractor shall have and maintain antivirus protection configured to automatically 
search for and download updates (daily, at a minimum) and perform continuous virus 
scans. Malware and threat detection must be updated continuously, and software 
patches provided by vendors must be downloaded and implemented in a timely manner. 
If Contractor is unable to implement these controls in a timely manner, Contractor shall 
notify City in writing. 

6.4.3 Vulnerability Management and Patching 
Contractor shall employ vulnerability management and regular application, operating 
system, and other infrastructure patching procedures and technologies designed to 
identify, assess, mitigate, and protect against new and existing security vulnerabilities 
and threats, including viruses, bots, and other malicious code. 

6.4.4 Network Controls 
Contractor shall have, shall implement, and shall maintain network security controls, 
including the use of firewalls, layered DMZs and updated intrusion detection and 
prevention systems, reasonably designed to protect systems from intrusion or limit the 
scope or success of any attack or attempt at unauthorized access to City Data. 

6.4.5 Logging and Monitoring 
Unless prohibited by applicable law, Contractor shall, and shall require subcontractors 
to, continuously monitor its networks and personnel for malicious activity and other 
activity that may cause damage or vulnerability to City Data. Contractor shall maintain 
logs of administrator and operator activity and data recovery events related to City 
Data. 

6.4.6 Changes in Service. 
Contractor shall notify the City of any changes, enhancement, and upgrades to the 
System Administration and Network Security, or changes in other related services, 
policies, and procedures, as applicable, which can adversely impact the security of City 
Data. 
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6.5 Policies, Assessments, and Audits 

6.5.1 Policies 
Contractor shall, and shall require subcontractors to, establish and maintain a formal, 
documented, mandated, company-wide information security program, including security 
policies, standards, and procedures (collectively “Information Security Policy”), and 
communicate the Information Security Policy to all of its respective personnel in a 
relevant, accessible, and understandable form. Contractor shall regularly review and 
evaluate the Information Security Policy to ensure its operational effectiveness, 
compliance with all applicable laws and regulations, and to address new threats and risks. 
Upon execution of this Agreement and thereafter within three (3) days of City’s request, 
Contractor shall make available for review by the City Contractor’s Information Security 
Policy and any related SOC audits or other evidence that Contractor has in place 
appropriate policies and procedures regarding information protection and security. 

6.5.2 Vulnerability and Risk Assessments 
At least annually, Contractor shall perform vulnerability tests and assessments of all 
systems that contain City Data.  For any of Contractor’s applications that process City 
Data, such testing must also include penetration tests using intercept proxies to identify 
security vulnerabilities that cannot be discovered using automated tools, and code review 
or other manual verifications to occur at least annually. 
 
Contractor recognizes and agrees that work performed under this agreement may be 
subject to City’s vulnerability disclosure program. Contractor shall work with City in 
good faith to mitigate any vulnerabilities discovered as part of any City vulnerability 
disclosure program. Contractor shall perform such mitigation within the timeline required 
pursuant to the vulnerability disclosure program and at no additional cost to City. 
Contractor shall further hold harmless any security researcher identified by City that 
alerts City to vulnerabilities in accordance with the process and requirements of City’s 
vulnerability disclosure program. 

6.5.3 Right of Audits by City/Security Review Rights 
City and its agents, auditors (internal and external), regulators, and other representatives 
as City may designate, may inspect, examine, and review the facilities, books, systems, 
records, data, practices, and procedures of Contractor (and any personnel and 
subcontractors that Contractor may use) that are used in rendering services to City to 
verify the integrity of City Confidential Information and to monitor compliance with the 
confidentiality and security requirements for City Confidential Information. In lieu of an 
on-site audit, at City’s discretion and upon request by the City, the Contractor agrees to 
complete, within fourteen (14 days) of receipt, an audit questionnaire provided by the 
City regarding the Contractor's data privacy and information security program. 
Contractor shall comply with all recommendations that result from such inspections, 
tests, and audits within reasonable timeframes 
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6.6 Data Backup and Emergency Recovery 
Contractor shall employ a multilayered approach to backups and disaster recovery, 
including the use of a primary data center and a backup data center. Contractor shall 
perform both local and remote backups of the complete server infrastructure, including 
server operating systems, applications, and data. Contractor shall perform Disaster 
Recovery Tests no less than semi-annually. Contractor shall maintain and comply with a 
reasonable written plan (the “DR Plan”) setting forth procedures for (a) mitigating 
disruption to systems during and after an earthquake, hurricane, other natural disaster, 
war, act of terrorism, act of cyberterrorism, and other natural or man-made disaster, 
including without limitation Force Majeure Events (as that term is used in PSC-6, 
Excusable Delays, of the Standard Provisions for City Contracts (Rev. 10/17)[v.3] 
(collectively, a “Disaster”); and (b) restoring Service functionality promptly after a 
Disaster. The DR Plan will include procedures no less protective than industry standard, 
and Contractor shall update the DR Plan as the industry standard changes. 

6.7 Data Return and Destruction 

6.7.1 At the conclusion of the Agreement and as instructed by City, Contractor shall (at its 
sole cost) return, delete, or destroy City Data then in its possession or under its control 
including, without limitation, originals, and copies of such City data. The following 
types of information are excluded from this requirement: (i) City Data that becomes a 
part of the public domain, including through court filings; and (ii) City Data that 
Contractor is required to maintain, by law, regulations, or by the terms of this 
Agreement, but only for the time period required. For the avoidance of doubt, anything 
that is stored on routine backup media solely for the purpose of disaster recovery will 
be subject to destruction in due course rather than immediate return or destruction 
pursuant to this paragraph, provided that Contractor and Contractor’s employees and 
contractors are precluded from accessing such information in the ordinary course of 
business prior to destruction. 

6.7.2 Contractor shall implement and utilize appropriate methods to ensure the destruction of 
City Data. Such methods shall be in accordance with recognized industry best practices 
and shall leave no data recoverable on Contractor’s computers or other media. 

6.7.3 Contractor agrees to certify that City Data has been returned, deleted, or destroyed from 
its systems, servers, off-site storage facilities, office locations, and any other location 
where Contractor maintains City Data within 45 days of receiving City’s request that 
the information be returned, deleted, or destroyed.  Contractor shall document its 
verification of data removal, including tracking of all media requiring cleaning, purging 
or destruction. 

6.8 Data Breach 
Contractor shall notify City in writing as soon as reasonably feasible, but in any event 
within forty-eight hours of Contractor’s discovery or reasonable belief of any 
unauthorized access, loss, transmission, alteration, or destruction of City Data (a “Data 
Breach”), or of any event that compromises the integrity, confidentiality or availability of 
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City Data (a “Security Incident”), including, but not limited to, denial of service attack, 
ransomware attack,  and system outage, instability or degradation due to computer 
malware or virus. Contractor shall begin remediation immediately. Contractor shall 
provide daily updates if requested by City, and, in any event, reasonably frequent 
updates, regarding findings and actions performed by Contractor until the Data Breach or 
Security Incident has been resolved to City’s satisfaction. Contractor shall conduct an 
investigation of the Data Breach or Security Incident and shall share a report of the 
investigation findings with City. At City’s sole discretion, City and/or its authorized 
agents shall have the right to conduct an independent investigation of a Data 
Breach.  Contractor shall cooperate fully with City and its agents in that investigation.  If 
the City is subject to liability for any Data Breach or Security Incident, the Contractor 
shall fully indemnify and hold harmless the City and defend against any resulting actions. 

6.9 Confidentiality 

6.9.1 City’s Confidential Information 
For purposes of this Section 6.9, “Confidential Information” means any nonpublic 
information whether disclosed orally or in written or digital media, received by 
Contractor that is either marked as “Confidential” or “Proprietary” or which the 
Contractor knows or should have known is confidential or proprietary information.  City 
Data shall be treated as Confidential Information by Contractor under this Agreement, 
even if such data is not marked “Confidential” or “Proprietary” or was obtained by or 
transferred to Contractor prior to the effective date of this Agreement. 

6.9.2 Protection of Confidential Information 
Except as expressly authorized herein, Contractor shall (a) hold in confidence and not 
disclose any Confidential Information to third parties and (b) not use Confidential 
Information for any purpose other than fulfilling its obligations and exercising its rights 
under this Agreement or performing the contracted services.  Contractor shall limit access 
to Confidential Information to Contractor personnel and subcontractors that are 
previously disclosed to City and, (1) who have a need to know such information for the 
purpose of Contractor performing its obligations or exercising its rights under this 
Agreement, or performing Contracted Services; (2) who have confidentiality obligations 
no less restrictive than those set forth herein; and (3) who have been informed of the 
confidential nature of such information. In addition, the Contractor shall protect 
Confidential Information from unauthorized use, access, or disclosure in the same 
manner that it protects its own proprietary information of a similar nature, but in no event 
with less than reasonable care. At LAFD’s request or upon termination or expiration of 
this Agreement, the Contractor shall return to LAFD any Deliverables not provided to the 
City and Contractor shall destroy (or permanently erase in the case of electronic files) all 
copies of Confidential Information, and Contractor shall, upon request, certify to City its 
compliance with this sentence. 

6.9.3 Exceptions 
The confidentiality obligations set forth in Section 6.9 shall not apply to any Confidential 
Information that (a) is at the time of disclosure or becomes generally available to the 
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public through no fault of the Contractor; (b) is lawfully provided to the Contractor by a 
third party free of any confidentiality duties or obligations; (c) was already known to the 
Contractor at the time of disclosure free of any confidentiality duties or obligations; or (d) 
the Contractor can demonstrate was independently developed by personnel of the 
Contractor without reference to the Confidential Information. In addition, the Contractor 
may disclose Confidential Information to the extent that such disclosure is necessary for 
the Contractor to enforce its rights under this Agreement or is required by law or by the 
order of a court or similar judicial or administrative body, provided that (to the extent 
legally permissible) the Contractor promptly notifies LAFD in writing of such required 
disclosure, cooperates with LAFD if LAFD seeks an appropriate protective order, and the 
Contractor discloses no more information that is legally required. 

6.10 Compliance with Privacy Laws 
Contractor is responsible for ensuring that Contractor’s performance of its obligations 
and exercise of its rights under this Agreement complies with all applicable local, state, 
and federal privacy laws and regulations, as amended from time to time. If this 
Agreement or any practices which could be, or are, employed in performance of this 
Agreement become inconsistent with or fail to satisfy the requirements of any of these 
privacy laws and regulations, City and Contractor shall in good faith execute an 
amendment to this Agreement sufficient to comply with these laws and regulations and 
Contractor shall complete and deliver any documents necessary to show such 
compliance.  The City acknowledges and agrees that Contractor is not responsible for 
giving any notices to or obtaining any consents from any other party in order for 
Contractor to process the City Data as contemplated by this Agreement. 

7.0 SECTION 7: INTELLECTUAL PROPERTY RIGHTS  

7.1 Assignment Agreement 
Upon completion of deliverables and services under this Contract, Contractor shall, 
pursuant to Section PSC-21, Ownership and License, of the Standard Provisions for City 
Contracts (Revised 10/17 [v.3]), which document is attached to this Agreement as 
Attachment D and incorporated into this Agreement by reference as though fully set forth 
herein, execute at the City’s request any additional agreements necessary (i) to assign to 
the City the intellectual property rights to the completed deliverables and other Work 
Products (as defined in PSC-21), or (ii) to otherwise perfect, memorialize, or record City 
ownership of intellectual property rights as provided in PSC-21 and in this Agreement. 

7.2 Full Ownership by City 
To the extent, if any, that this Agreement does not provide the City with full ownership, 
right, title, and interest in and to the Work Products, Contractor hereby grants the City a 
perpetual, irrevocable, fully paid, royalty-free, worldwide license to reproduce, create 
derivative works from, distribute, publicly display, publicly perform, use, make, have 
made, offer for sale, sell or otherwise dispose of the Work Products, with the right to 
sublicense each and every such right. The Work Products shall include programming 
code developed by the Contractor, and the intellectual property rights of this code shall 
belong to the City. 
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7.3 Subcontractor Performance 
Any subcontract entered into by Contractor relating to this Agreement, to the extent 
allowed hereunder, shall include a like provision for work to be performed under this 
Agreement to contractually bind or otherwise oblige its subcontractors performing work 
under this Agreement such that the City’s ownership and license rights of all Work 
Products are preserved and protected as intended herein. Failure of Contractor to comply 
with this requirement or to obtain the compliance of its subcontractors with such 
obligations shall subject Contractor to the imposition of any and all sanctions allowed by 
law, including but not limited to termination of this Agreement. 

8.0 SECTION 8: REPRESENTATIONS AND WARRANTIES 
 

Contractor represents and warrants that: 

8.1 Compliance with Law 
The services that the Contractor provides pursuant to this Agreement will comply with all 
applicable laws, including without limitation federal, state, and local. 

8.2 Authority to Contract and No Pending Litigation 
The Contractor has the full right and authority to enter into, execute, and perform its 
obligations under this Agreement and that no pending or threatened claim or litigation 
known to it would have a material adverse impact on its ability to perform as required by 
this Agreement. 

8.3 Intellectual Property Warranty 
(i) The Contractor’s performance under this Agreement does not infringe in  any way, 
directly or contributorily, upon any third party’s intellectual property rights, including, 
without limitation, patent, copyright, trademark, trade secret, right of publicity or 
proprietary information within the United States; and (ii) the Contractor is the owner of 
the intellectual property rights for the services provided pursuant to this Agreement and 
of each and every component thereof, or has a valid license for the services provided, as 
described in Subsection 8.3.1 

8.3.1 Third Party Software 
In the event the Contractor provides any third-party software (“Third-Party Software”), 
including Open Source Software, to the City in connection with this Agreement: 

8.3.1.1 The Contractor has and will maintain the right to license and provide access to any 
Third-Party Software licensed to the City, or otherwise provided to the City under this 
Agreement; 

8.3.1.2 The Third-Party Software does not, and the use of the Third-Party Software by the 
City as contemplated by this Agreement will not, infringe any intellectual property 
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rights, including, without limitation, patents, copyrights, trademarks, trade secrets, 
rights of publicity, and proprietary information, of any third party in any way; 

8.3.1.3 The City is not obligated to pay any third party any fees, royalties, or other payments 
for the City’s use of any Third-Party Software in accordance with the terms of this 
Agreement; and 

8.3.1.4 To the extent permitted by law or contract, the Contractor shall pass through to the 
City the warranties for the Third-Party Software. 

8.3.2 Definition of Open Source Software. 
For purposes of this section, “Open Source Software” means any software, 
programming, or other intellectual property that is subject to (i) the GNU General 
Public License, GNU Library General Public License, Artistic License, BSD license, 
Mozilla Public License, or any similar license, including, but not limited to, those 
licenses listed at www.opensource.org/licenses, or (ii) any agreement with terms 
requiring any intellectual property owned or licensed by the City to be (a) disclosed or 
distributed in source code or object code form; (b) licensed for the purpose of making 
derivative works; or (c) redistributable. 

8.3.3 Third-Party and Open Source Software. 
With regard to open-source software and any third-party software embedded system, all 
such software shall be considered, as appropriate, part of and included in the definition 
of “the System” and subject to all warranties, indemnities, and other requirements of 
this Agreement, including scope of license and maintenance and support. 

8.4 Conformity to Specifications 
The services and deliverables will perform materially as described in the statements of 
work for the later of (i) a period of thirty (30) days from City’s determination that the 
services or deliverables are complete, or (ii) such other warranty period as may be 
indicated in any accepted SOW. 

8.5 Workmanlike Performance 
All professional services will be performed in a professional and workmanlike manner, 
according to at least prevalent industry standards, and performed by competent personnel. 

8.6 Disabling Code Warranty 
No software  or services to which the City is provided access and use by Contractor 
hereunder knowingly contains any undisclosed disabling code (defined as computer code 
designed to interfere with the normal operation of the software or the City’s hardware or 
software) or any program routine, device or other undisclosed feature, including but not 
limited to, a time bomb, virus, drip-dead device, malicious logic, worm, Trojan horse, or 
trap door which is designed to delete, disable, deactivate, interfere with or otherwise 
harm the software or the City’s hardware or software. 
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8.7 Virus/Malicious Software Warranty 
The Contractor has used its best efforts to scan for viruses within the Work Product, and 
no malicious viruses will be contained in such Work Product created by Contractor under 
this Agreement. 

9.0 SECTION 9: BUSINESS ASSOCIATE AGREEMENT 
 
The LAFD is a Covered Healthcare Entity within the City organization, and in 
accordance with the Health Insurance Portability and Accountability Act of 1996 
(“HIPAA”) and to ensure the security of documents containing Protected Health 
Information (“PHI”), the Contractor by entering into this Agreement with the LAFD 
agrees to abide by the Business Associate Agreement (“BAA”), attached hereto and 
incorporated herein as Attachment E. 
 

10.0 SECTION 10: LIMITATION OF LIABILITY 

10.1 Limitation of Liability 
Neither party shall be liable hereunder for special, indirect, consequential, or incidental 
losses or damages including, but not limited to, lost profits, lost or damaged data, failure 
to achieve cost savings, or the failure or increased expense of operations, regardless of 
whether any such losses or damages are characterized as arising from strict liability or 
otherwise, even if a party is advised of the possibility of such losses or damages, or if 
such losses or damages are foreseeable. The limitations to Contractor’s liability in this 
Section 10.1 do not apply to: (a) Contractor’s breach of Section 6.8 (Data Breach); 
Contractor’s breach of Section 6.9 (Confidentiality); (c) Contractor’s breach of the 
Business Associate Agreement; (d) insured claims; and (e) Contractor’s obligations in 
Section 6.8 (Data Breach), PSC-18 (Indemnification), and PSC-19 (Intellectual Property 
Indemnification).   

10.2 Liability Cap 
Neither party’s liability arising out of or relating to this Agreement shall exceed 
$1,500,000.  The cap on Contractor’s liability in this Section 10.2 does not apply to: (a) 
Contractor’s breach of Section 6.8 (Data Breach); Contractor’s breach of Section 6.9 
(Confidentiality); (c) Contractor’s breach of the Business Associate Agreement; (d) 
insured claims; and (e) Contractor’s obligations in Section 6.8 (Data Breach), PSC-18 
(Indemnification), and PSC-19 (Intellectual Property Indemnification). 
 

11.0 SECTION 11: MISCELLANEOUS 

11.1 Standard Provisions 
Contractor shall comply with the Standard Provisions for City Contracts (Rev. 
10/17)[v.3], attached hereto as Attachment D and incorporated by reference as though 
fully set forth herein.   
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11.2 Disclosure of Border Wall Contracting Ordinance 
Contractor shall comply with Los Angeles Administrative Code (LAAC) Section 10.50 et 
seq., “Disclosure of Border Wall Contracting Ordinance.” City may terminate this 
Agreement at any time if City determines that Contractor failed to fully and accurately 
complete the required affidavit and disclose all Border Wall Bids and Border Wall 
Contracts, as defined in LAAC Section 10.50.1. 

11.3 Publicity/Case Studies 
Contractor shall refer all inquiries from the news media to City, shall immediately contact 
City to inform City of the inquiry, and shall comply with the procedures of City’s Public 
Affairs staff regarding statements to the media relating to this Agreement or Contractor’s 
services hereunder. Contractor shall not use City as a reference or case study absent 
receipt of City’s prior written approval. Contractor shall further provide City with the 
opportunity to review and approve any such reference or case study prior to publication. 
In no event may Contractor use any City marks in conjunction with a reference or case 
study.  

11.4 Non-Exclusive Agreement 
City and Contractor understand and agree that this is a non-exclusive Agreement to 
provide services to the City and the LAFD and that the City or the LAFD reserve the 
right to enter into an agreement with other contractors to provide similar services during 
the term of this Agreement. 

11.5 Order of Precedence 
This Agreement, and any exhibits, attachments or documents incorporated herein by 
inclusion or by reference constitutes the complete and entire Agreement between the City 
and the Contractor.  In the event of any inconsistency between the body of this 
Agreement and the Attachments, the order of precedence will be as follows: 

       
1) This Agreement; 
2) Attachments A, B and C – Statements of Work; 
3) Attachment D – Standard Provisions for City Contracts (Rev. 10/17)[v.3]; 
4) Attachment E – Business Associate Agreement (HIPAA);  
5) Attachment F – City Travel Policy 

11.6 Entire Agreement 
This Agreement contains the full and complete Agreement between the parties.  No 
verbal agreement or conversation with any officer or employee of either party will affect 
or modify any of the terms and conditions of this Agreement. No-shrink-wrap, click-
wrap, privacy policy, or other terms and conditions or agreements (“Additional 
Contractor Software Terms”) provided with any products, services, documentation, or 
software provided by Contractor to City hereunder shall be binding on the City, even if 
use of the foregoing requires an affirmative “acceptance” of those Additional Contractor 
Software Terms before access is permitted. All such Additional Contractor Software 
Terms will be of no force or effect and will be deemed rejected by the City in their 
entirety. 



 

  
Insight Public Sector, Inc. Page 20 
Advanced Data Analytics Professional Services 
Los Angeles Fire Department 

11.7  Counterparts/Electronic Signatures 
This Agreement may be executed in one or more counterparts, and by the parties in 
separate counterparts, each of which when executed shall be deemed to be an original but 
all of which taken together shall constitute one and the same agreement. The parties 
further agree that facsimile signatures or signatures scanned into .pdf (or signatures in 
another electronic format designated by City) and sent by e-mail shall be deemed original 
signatures. 

 
 
 

[SIGNATURE PAGE FOLLOWS] 
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IN WITNESS WHEREOF, the parties have caused this Agreement to be executed by their 
respective duly authorized representatives.   

 
 

THE CITYOF LOS ANGELES INSIGHT PUBLIC SECTOR, INC. 
 
 
By:   By*:   
 Ralph M. Terrazas  Name: ______________________________ 
 Fire Chief  Title: _______________________________  
 
Date:    Date:    
 
 
APPROVED AS TO FORM:    By**: ______________________________ 
MICHAEL N. FEUER, City Attorney        
       Name: ______________________________ 
 
       Title: _______________________________ 
        
By:        Date: _______________________________ 
 Samuel Wells Petty   
 Deputy City Attorney 
         
Date:        
 
 
ATTEST: 
HOLLY L. WOLCOTT, City Clerk 
 
By:        
 Deputy City Clerk 
 
Date:        
 
 
 
Agreement Number: ________________________________________ 
 

 

 

NOTE: If Contractor is a corporation, two 
signatures are required. 

* The signature of President, Chairman of the 
Board, or Vice President is required here; and 
** an additional signature of Secretary, Assistant 
Secretary, Chief Financial Officer, or Assistant 
Treasurer is also required for the Corporation.
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EXECUTIVE SUMMARY 

Background 
The Los Angeles Fire Department is a full-spectrum life safety agency protecting more than 4 million 
people who live, work and play in America's second largest city.  The Department relies on several 
data analytics and reporting tools, many of which have significant shortcomings. 

LAFD first engaged Insight to build a flexible and responsive data analytics platform (e.g. LAFD Data 
Lake) where the FireStat team could dynamically interact with multiple sources of data.  Insight’s 
approach was to build a data analytics Minimum Viable Product (MVP) on Azure integrating data from 
CAD records through local integration runtime.  The core CAD data was ingested from an on-premise 
Oracle database into Databricks through Azure Data Factory (ADF).  In this initial project, Insight also 
created data learning models and visualizations and provided the ability rapidly evaluate available 
data.  

The MVP has successfully proven that this data lake architecture can provide the LAFD with a much 
more flexible, responsive and sustainable platform for future data analytics, intelligence and real-time 
decision support for a variety of situations. The LAFD now seeks additional professional services and  
training so that the LAFD can continue to leverage and expand this platform into real-time 
dashboards, reports and other tools. These services are focused specifically on LAFD data and 
advancing LAFD’s capabilities using these tools including: the migration from the current batch-based 
approach to a real-time streaming as well as the ingestion of new data sources (e.g. EMS electronic 
patient care report data) in a manner that will be implemented together with the LAFD as part of this 
training curriculum. 

Our Approach 
Insight is proposing a multi-faceted approach to skills acquisition and training that includes self-paced 
learning activities, on-site instructor led training and hands-on exercises, and custom training on 
converting exiting LAFD reports 
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March 27, 2020 

Statement of Work # 4786 

FireStat Analytics Platform Training 

1. PARTIES 
“Insight” “Client” 
Insight Public Sector, Inc. City of Los Angeles 
6820 S. Harl Avenue 
Tempe, AZ 85283 

200 North Spring Street 
Los Angeles, CA 90012-4801 

Attn: Kyle Clubb Attn: Scott Porter 

2. ENTIRE AGREEMENT  
This Statement of Work (“Statement of Work” or “SOW”) is entered into between Client and Insight, 
on behalf on itself and its Affiliates, and shall be effective as of the date last signed below (“Effective 
Date”). This SOW and the Services (as defined below) are contingent upon the execution of the 
Services Master Agreement (hereinafter, the “Agreement”). Neither party is obligated to meet any 
requirements under this SOW until the Services Master Agreement is executed by both parties.  

This SOW, including the Agreement and all documents either attached or incorporated by reference, 
forms the entire agreement with respect to the subject matter in this SOW. If there is a conflict 
between the SOW and the Agreement, the Agreement will control with respect to the subject matter 
thereof, unless expressly amended in this SOW. Electronic signatures on this SOW (or copies of 
signatures sent via electronic means) are the equivalent of handwritten signatures.  

Terms not defined in this SOW have the meaning attributed to them in the Agreement unless 
otherwise specified in this SOW. “Affiliate” means, with respect to a party, an entity that controls, is 
controlled by, or is under common control with such party. Any general description of the services or 
results thereof contained in any summary or related information accompanying this SOW, is for 
informational purposes only and does not constitute part of the agreement between the parties or, 
modify any agreement or SOW between the parties. 

3. SCOPE OF SERVICES 
Insight is pleased to perform the following services (“Services”) under the terms and conditions of this 
SOW. 

3.1. Service Description 
Insight is pleased to perform the services described under this Scope of Services section (“Services”) 
for the referenced project (“Project”) pursuant to the terms and conditions of this SOW. The Project is 
comprised of 3 training modules. Services and Deliverables not expressly specified in this SOW are 
considered out of scope and will be addressed with a separate SOW or Change Request.  

3.1.1. Scope and Approach 
Insight will perform the following Services:  

Phase 1: Training Artifact Creation and Lab Environment Setup  

 Setup of Azure DevOps Code Repo 

 Confirm training schedule and logistics 

 Setup Lab environment scripts 

 Create training artifacts and runbook around the custom ETL framework to inform training in 
later phases 
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 Define data science problem space documentation and training requirements for later phases 

 Review the EMS data source documentation to be provided by Client 

 In this phase the Insight team will execute a number of preparations steps for the real-time 
CAD streaming implementation. These steps are listed below: 

o Create Infrastructure-as-code DevOps pipelines for the required Azure components 
(Event Hubs, required data lake directories etc..). 

o Work with the LAFD to identify and design the real-time CAD data ingestion approach. 

o Create skeleton Databricks streaming code (to be used as starter code in Phase II 
when the final version is implemented together with the LAFD). 

o Create tests and scripts to validate that all events are been ingested successfully. 

o Create operational instructions for the LAFD Ops team to switch from LAFD CAD batch 
model to CAD real-time streaming. 

Phase 2: Azure Data Factory framework onsite instructor lead training (5 days Onsite) 

 Review the Client Insight ETL framework: 

o This module will focus on the ETL framework that was created for the Client, how to 
extend the framework to other CAD data tables and the EMS Data source  

o Integrate the EMS data source in the daily ingestion flow 

 Instruct how to monitor ADF execution pipelines, set up notifications, etc. 

 Instruct how to set up linked services and configure run-times. 

 Overview of ETL meta store and configurations for successful data flows. 

Phase 3: Custom Data Bricks Fast Start (10 days Onsite) 

This phase will include the following tasks: 

 Databricks Environment Walkthrough 

 Databricks Automation Toolset: 

o CLI 

o REST API 2.0 

o PowerShell  

 Notebooks parameterization, notebooks as workflow wrappers 

 DevOps integration 

o CI / CD with Databricks 

o Unit Test for iterative delivery 

o CI and Build 

o IaC Pipelines  

 Delta Lake example implementation 

 CAD streaming implementation: 

o Review integration and testing of the TIBCO through WebSocket implemented in Phase 
1 

o Review, integration and testing of .Net EventHub publisher implemented in Phase 1 

Phase 4: Production Reporting (5 days) 

 Create production grade reports driven by new source loads LAFD with support from Insight 
(up to 40 hours) 
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 Integrate Data Bricks and Power BI for new report creation process 

 Support Client staff on gaining reporting skills for future continuation and maintenance 

 Produce a final LAFD Data Lake solution architecture diagram that documents the final solution 
architecture including the identification and description of componenet parts and data flows. 

Floating Data Science Training and Collaboration (3 days Onsite) 

 Collaborate - open hours for data science resource training and/or collaboration around Client 
problem space and solution 

Training Deliverables 

Deliverables presented after all phases are complete will include all, or a mix of the following 
depending on the discovered Client needs. 

 Power Point slides 

 Code runbooks 

 Student Lab instructions 

 Training environment setup and configuration instructions 

 Azure DevOps code repositories 

3.1.2. Location  
Performance of the Services will be remote and onsite. 

 200 North Spring Street, Los Angeles, CA 90012-4801 

3.2. Project Management 
Insight will provide the following project management and technical direction:  

Project Manager 

 Serve as the primary point of contact on all project issues, needs, and concerns 

 Provide team leadership and guidance 

 Provide resource management 

 Facilitate kickoff meeting to review scope and project expectations, discuss IT infrastructure 
design, assess Client readiness (hardware, software, infrastructure pre-requisites, etc.), 
discover any possible problems/risks, formulate an appropriate work breakdown structure for 
primary project tasks, and create project timeline/schedule (including potential downtimes and 
maintenance windows) 

 In conjunction with Client, measure and communicate weekly progress against mutually 
agreed-upon milestones 

 Maintain a project log proactively to identify and communicate key decisions made, action 
items to be completed, risks/issues that may impact scope, schedule, and lessons learned; 
and mitigate and/or escalate any critical risks or issues under Insight’s control, as needed 

 Manage Client expectations and satisfaction throughout the life of the project 

 Schedule and coordinate the necessary resources to support the project 

 Schedule and conduct project team update/status meetings 

 Prepare written status reports for Client at mutually agreed-upon intervals 
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 Monitor, manage, and communicate changes to the project’s scope, budget, schedule, and 
resources; complete Change Request (CR) documentation as required; and obtain signed CRs 
for mutually agreed upon changes 

 Facilitate closeout meeting, as needed 

 If applicable, perform the following activities related to organizational change management 
(“OCM”) outlined in Insight’s Best Practices Guide for OCM for the Services in this SOW: 

o Identify Client contacts for activities related to stakeholder engagement, 
communications, training, online resources/intranet, support 

o Track the following decisions and deliverables as part of the project plan: 

 Plans for stakeholder engagement, communications, content planning, training 
and adoption 

 T-minus schedules for stakeholder engagement, communications and training 

 Technical dependencies related to OCM activities 

3.3. Insight Responsibilities 
Insight is responsible for the following: 

1. Insight will provide the applicable and necessary labor, supervision, maintenance, 
consultation, and/or materials to perform the Services and provide the Deliverables described 
in this SOW. For purposes of this SOW, “Deliverables” means any materials produced in the 
course of performing Services listed or specifically required to be delivered to Client under this 
SOW. 

3.4. Client Responsibilities  
The estimated duration and associated fees presented in this SOW are based on the following Client 
Responsibilities. Should any element(s) of these be lacking during execution of Services, additional 
time, associated fees, and expenses may be required.  

Client is responsible for the following: 

1. To assist us with the completion of the services performed, the Client will appoint Insight as 
the Microsoft Digital Partner of Record for Azure using Microsoft Partner ID (MPN ID) 
#3064993 and maintain this designation for the duration of the relationship with Insight (no 
less than 12 months). Designating Insight as Microsoft’s Digital Partner of Record allows 
Insight to support the Client’s cloud services during the engagement, helping to deliver strong 
business outcomes and high ongoing services levels for the Client. Digital Partner of Record is 
no cost to the Client and it assists Insight in maintaining our competencies with Microsoft. 

2. Client will provide a project contact with decision-making authority to support the scope of 
services described in this SOW and ensure the proper personnel are scheduled to review each 
completed Service or Deliverable upon notification of completion by Insight.  

3. Client will provide detailed documentation on the EMS XML-based data source, enabling 
Insight to review the documentation in phase I, and guide its integration in Phase 2. 

4. Client is responsible for any associated production deployments. 

5. If applicable, Client will provide site contacts for each Client location. Each such contact will 
provide Insight with sufficient detail regarding his/her site, and will coordinate or perform 
required onsite work, as reasonably requested by Insight and Client IT, for the duration of the 
project. 
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6. Client will provide Insight the necessary access to internal experts, location(s), critical 
systems, applications, workspace, and equipment (telephones, LAN connectivity, printer 
access, passwords, keys, etc., as applicable) required at each field location to complete the 
project. Access to Client systems will be provided to Insight via either onsite direct access or 
remote/VPN access. If Client does not allow remote/VPN access to Client systems and remote 
work is necessary, then Client will make local resources available to be utilized by Insight to 
accommodate for this lack of access. If Client cannot provide access or local resources, then 
additional project duration, labor hours, travel expenses, and other costs may be incurred and 
due to Insight by Client. 

7. Client will provide the necessary hardware, software, tools, and permits required for the 
successful completion of the project prior to Insight’s arrival. Further, Client is responsible for 
all licensing requirements to be compliant per their own agreements. 

8. Client is responsible for all product and material, including distribution and transport of Client-
owned product and material, unless otherwise specified in writing. Product and material is 
defined as any item purchased, owned and/or provided by Client (or others) that Insight is 
required to use for fulfillment of any Services described herein. 

9. Client is responsible for providing adequate and secure onsite storage for all Client-owned 
product and material unless otherwise specified in writing. 

10. If applicable, Client will be responsible for: (a) back-up and/or data migration of existing data 
unless otherwise agreed to by Insight; (b) computer system and network designs; and (c) 
component selection as it relates to the performance of the computer system and/or the 
network. 

11. Client is responsible for maintaining physical, electronic, and procedural controls to ensure the 
confidentiality, integrity, and availability of Client’s information on all applicable Client 
computing systems used to store or transmit Client’s information, in accordance with current 
applicable industry standards and best practices. 

12. Client is responsible for managing and maintaining: (a) reasonable firewalls and, if 
appropriate, encryption; (b) regular back-ups of Client’s information; and (c) least-privileged-
based access controls (including provisioning, de-provisioning, authentication, authorization, 
and accountability controls). 

13. Client and its employees, contractors, and agents will: (a) cooperate with any reasonable 
request of Insight, (b) provide input throughout the project and will review progress at review 
meetings requested by Insight; and (c) provide Insight with access to all of Client’s in-
formation, documentation and technology, necessary for Insight to perform the Services, 
including a list of all Client and third-party contacts necessary for Insight to do so. Such 
cooperation, input, access, and license are critical to this project, and Client’s representation 
at all review meetings is essential. If applicable, Insight is hereby granted and shall have a 
nonexclusive, royalty-free license, during the term of the Services, to access and use the 
Client Technology solely for the purposes of delivering the Services to Client. “Client 
Technology” shall mean any intellectual property owned by Client that will be used by Insight 
in performing the Services under this SOW. 

14. If applicable, Client is responsible for performance of the following OCM-related tasks: 

a. Stakeholder Engagement, including but not limited to: 

i Stakeholder analysis, use case development, and/or persona/user 
segmentation activities 

ii Stakeholder engagement plan including scheduling of any activities 

b. Communications, including but not limited to: 

i Creation of a communications plan, including content plans for email, online 
resources and any other communications channels 

ii Execution/creation of any content outlined in the communications plan  

iii Communications t-minus schedule 
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c. Training, including but not limited to: 

i Training plan and schedule 

ii Training content planning, creation and/or execution 

d. Adoption, including but not limited to: 

i Creation or execution of a governance plan 

ii Creation or execution of a post-project end-user adoption plan 

3.5. Project-Specific Assumptions 
The estimated duration and associated fees presented in this SOW are based on the following 
assumptions. Should any element(s) of these be lacking during execution of the Services, additional 
time, associated fees, and expenses may be required. 

1. Time-Box Approach; this Statement of Work constrains the Phase 2 through Phase 5 activities 
to a 5-week duration and to the duration of efforts specified in this SOW. 

2. This engagement does not include development tool licenses (i.e., Visual Studio), database, 
third party product and application server licenses. 

3. If applicable, any onsite skills transfer that takes place during this project will not replace the 
manufacturer’s formal system implementation and administration classes. 

4. Insight has no obligation to mount, affix, or otherwise fasten any cable, hardware, or other 
product to any building or structure (inside or outside), and Insight has no obligation to run 
cable above, under, behind, or through any ceiling, floor, or wall of any building or structure. 
If such services are requested by Client, such services may be performed by Insight only to 
the extent permitted by applicable law and will be subject to a Change Request for additional 
services. 

5. Each party agrees that personnel will not be asked to perform, nor volunteer to perform, 
engineering and/or consulting tasks that lie outside the skill sets and experience of personnel. 
Personnel have the right to decline a service request if the request falls outside their scope of 
experience and expertise. 

6. The following are considered out-of-scope and are not part of the Services: 

a. Electrical or cabling services 

b. Formal user training 

3.6. Change Request Procedure 
If either party identifies alterations to the scope of work in this SOW, including Deliverables, hours 
needed to complete work, milestones and related pricing, it shall be brought to the attention of the 
other party’s management by completing and submitting a Change Request Form. A Change Request 
Sample is included as an attachment. 

Change Request Forms are proper in the following examples as well as other situations identified by 
the Parties: 

 Changes to environment, scope, management, performance of projects (regular and special), 
milestones, tasks, systems, service levels 

 Additional resources, scope, projects, new services, tasks 

 Changes to management and control of hardware and software 

 Adjustments to baselines, assets, volumes, or other areas where change over time results in 
the need to adjust pricing 

 Additions, deletions, and/or changes to sites where services are provided or the nature of 
services provided at a site 
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Each party’s respective management will review the Change Request Form to determine whether a 
modification to the scope is necessary and what effect the implementation of such a change may have 
on the project. If any such change causes an increase or decrease in the cost or time required for 
performance of the work, the price and/or delivery schedule shall be equitably adjusted and identified 
within the Change Request Form. Estimated turnaround time for such determination is 5 days. If both 
parties mutually agree to implement the change in scope, the Change Request Form will be 
incorporated into the SOW as an addendum when signed by authorized representatives of both 
parties. 

4. SCHEDULE 

4.1. Start Date  
The project start date will be mutually determined upon receipt of this signed SOW and, if applicable, 
a valid Purchase Order (PO). A minimum lead time of 20 business days from receipt of both 
documents may be required for scheduling purposes.  

If Client causes any delays to the delivery start date, which was agreed upon by both parties in writing 
(email is acceptable), Client will incur additional fees based upon such delay, including but not limited 
to, travel expenses already incurred, if any, and/or other equitable relief as a remedy for such delay. 
The delays and charges will be defined and communicated through the Change Request process 
described in this SOW.  

Services will be performed over a consecutive timeframe unless otherwise provided herein. If Client 
requests or causes a change in the schedule that prohibits Services from being delivered in a 
consecutive timeline, an additional lead time of 20 business days (from written confirmation to resume 
Services) may be required, new resources may be assigned, and there may be additional fees.  

4.2. Estimated Duration 
The Project’s duration for Phase 2 through Phase 5 will be approximately 5 weeks. 

5. PRICING/INVOICING 

5.1. Fixed Fee  
Client shall pay Insight the fixed fee of $122,949.00. The total amount paid to Insight will not exceed 
the total fixed fee without the prior written approval of Client. Client will reimburse Insight for travel 
expenses, per the not to exceed amount in section 5.2.1 below, if any are required. 

5.1.1. Invoicing 
Insight will invoice Client monthly for Services performed based upon a percentage complete plus any 
travel related expenses and taxes incurred (if applicable).  

5.2. Pricing Notes  
1. Travel will not exceed $10,470.00.  

2. Pricing is valid for 30 days from the date of this SOW. 

3. Pricing and estimated time to complete this engagement are based upon Client providing 
necessary access to internal experts, location(s), all critical systems, applications, and 
hardware required to complete the project.  

4. If an Insight resource arrives on site per an agreed-upon schedule and is unable to start or 
complete the project due to any Client, site, and/or equipment issues, a fee equal to time 
expended and applicable travel expenses will be incurred. Insight will have 10 business days 
to schedule the return visit, if required. 
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5. Insight is not responsible for delays or repeated tasks caused by factors outside Insight’s 
control. These factors include, but are not limited to, availability of Client personnel, 
equipment, and facilities. Client will compensate Insight for any out-of-scope work requested 
by Client on an hourly basis at Insight’s standard hourly rates (unless otherwise agreed to in 
writing by the parties). 

6. SPECIAL TERMS AND CONDITIONS 

6.1. Project Kickoff 
A project kickoff meeting will be held to review project expectations, discuss IT infrastructure design, 
discover any possible problems/risks, and formulate an appropriate plan (including a firm engagement 
schedule and downtimes).  

6.2. Business Hours  
Work will be performed during normal business hours unless otherwise mutually agreed upon. Normal 
business hours are defined as an 8-hour day, Monday through Friday, excluding designated Insight 
Holidays.  

6.3. Constraints 
Work that is not included in the Scope section is considered to be out of scope. Any out-of-scope work 
must be verified and pre-authorized by Insight prior to commencement through the Change Request 
process.  

6.4. Acceptance 
After Insight delivers a Service or Deliverable to Client, if such Service or Deliverable does not 
substantially conform to the requirements in the applicable SOW, then Client must provide Insight 
with written notice adequately detailing such non-conformance no later than 15 days following the 
date such Service or Deliverable was provided to Client. If Client fails to provide notice within this 15 
day period, the Service and Deliverable will be deemed accepted. 

6.5. Intellectual Property 
Insight retains all right, title and interest in, without limitation, any works of authorship, know-how, or 
any invention, device, process, method, development, design, specifications, technique, apparatus, 
reports, schematic or technical information (whether patentable or not), documentation, software or 
enhancements, improvements, alterations, interfaces, workflows, and best practices developed, 
invented, created or reduced to practice by Insight (“Insight IP”) which may be used in carrying out 
the Services, including any modifications or improvements made to Insight IP during or as a result of 
the Services to be performed under this Agreement.  Upon payment in full of all amounts due Insight, 
all works of authorship developed, invented or created by Insight specifically for Client in accordance 
with the details specified in the applicable SOW as part of the Services performed by Insight and as 
more particularly described in a SOW to this Agreement ("Work Product"), except for any Insight IP 
contained within such Work Product, shall be owned by Client. Insight hereby grants Client a 
worldwide, non-exclusive, royalty-free, perpetual, without the right of sublicense, license to use 
Insight IP in the course of Client’s internal, business operations. 

7. DOCUMENT MANAGEMENT 
Title Party Name 

Project Sponsor City of Los Angeles Scott Porter 

Account Executive Insight Mark Arbogast 

Technical Approver Insight Evan Maxey 
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Title Party Name 

Service Leaders Insight David Lewerke and Gene Holmquist 

Scope and Price Insight Mark Arbogast 

Contract Specialist Insight Kim White 
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8. SIGNATURE BLOCK 
By signing below, the undersigned agree they are bound by the terms of this SOW and the 
Agreement. 

Insight Client 
By:  

 

Authorized Representative 

By:  

 

Authorized Representative 

Print 
Name: 

 Print 
Name: 

 

Title:  Title:  

Date:  Date:  

 

The following section must be completed before this SOW can be processed: 

Invoicing Procedures:  

1. Method (Client to select one option below): 

☐ Mail Invoice – Hard copy invoice will be mailed to: 

Company Full Name:                         

Address:                             

Attention: Accounts Payable or:                     

Accounts Payable Contact:                       

Phone:                              

☐ Email Invoice – Invoice copy will be sent electronically via email to: 

                        

2. PO Process (Client to select one option below): 

☐ Client issues system-generated POs or internal reference numbers for service 
engagements. 

Please fill in the PO Number below and attach a hard copy of the PO to this signed 
SOW. Note: Services cannot be performed until a hard copy of the PO is received, or 
Billing Reference is provided. 

PO Number:                            

PO Release Number (if applicable):                   

Internal Billing Reference Number/Name:                

☐ Client does NOT issue system-generated PO for service engagements. 

Accordingly, performance of and payment for any Services under this SOW do not 
require, and are not contingent upon, the issuance of any PO or other similar 
document.  
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9. ATTACHMENT – CHANGE REQUEST SAMPLE 

   

CHANGE REQUEST FORM 
CHANGE REQUEST #  

Client Original Project Name Original SOW 
Number 

   

Insight Services Manager Client Project Sponsor Request Date 

   

Purchase Order to Apply to Changes:  State/Federal Contract Reference (if applicable) 

  

Change Request Summary 

Original Scope Task  

Reason for Change  

Description of Change  

Project Schedule  

Project Pricing  

Deliverables  

Signatures 

This is a sample CR - not for execution.  
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EXECUTIVE SUMMARY 

Background 

The Los Angeles Fire Department (“LAFD”) is a full-spectrum life safety agency protecting more than 4 
million people who live, work and play in America's second largest city.  

As part of their ongoing efforts to better serve their community, the LAFD is working to implement live 
streaming of video from a variety of sources in order to increase real-time situational awareness. As 
part of this effort, the LAFD requires a mechanism for the long-term storage and management of this 
video information.  The  LAFD has requested Insight to assist with the configuration of Azure Media 
Services to ingest, analyze, encode, and package the videos in the cloud, with the intent of creating 
an MVP platform that can be leveraged for future video and other multimedia initiatives. 
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March 27, 2020 

Statement of Work # 6826 

Azure Media Services MVP 

1. PARTIES 
“Insight” “Client” 
Insight Public Sector, Inc. Los Angeles Fire Department 
6820 S. Harl Avenue 
Tempe, AZ 85283 

200 N Main Street, Floor 16 
Los Angeles, CA 90012-4110 

Attn: Mark Arbogast Attn: Scott Porter 

2. ENTIRE AGREEMENT 
This Statement of Work (“Statement of Work” or “SOW”) is entered into between Client and Insight, 
on behalf on itself and its Affiliates, and shall be effective as of the date last signed below (“Effective 
Date”). This SOW and the Services (as defined below) are contingent upon the execution of the 
Professional Services Agreement (hereinafter, the “Agreement”). Neither party is obligated to meet 
any requirements under this SOW until the Professional Services Agreement is executed by both 
parties.  

This SOW, including the Agreement and all documents either attached or incorporated by reference, 
forms the entire agreement with respect to the subject matter in this SOW. If there is a conflict 
between the SOW and the Agreement, the Agreement will control with respect to the subject matter 
thereof, unless expressly amended in this SOW. Electronic signatures on this SOW (or copies of 
signatures sent via electronic means) are the equivalent of handwritten signatures.  

Terms not defined in this SOW have the meaning attributed to them in the Agreement unless 
otherwise specified in this SOW. “Affiliate” means, with respect to a party, an entity that controls, is 
controlled by, or is under common control with such party. Any general description of the services or 
results thereof contained in any summary or related information accompanying this SOW, is for 
informational purposes only and does not constitute part of the agreement between the parties or, 
modify any agreement or SOW between the parties. 

3. SCOPE OF SERVICES 
Insight is pleased to perform the following services (“Services”) under the terms and conditions of this 
SOW. 

3.1. Service Description 
Insight is pleased to perform the Services described under this Scope of Services section (“Services”) 
for the referenced project (“Project”) pursuant to the terms and conditions of this SOW. Services and 
Deliverables not expressly specified in this SOW are considered out of scope and will be addressed 
with a separate SOW or Change Order. 

3.1.1. Scope and Approach 
Working in collaboration with Client stakeholders and Client vendor, Insight will review the current 
workflow and technical specifications to identify a single workflow which will be used as a baseline for 
the development of an MVP to meet the objectives of the project as described in the Executive 
Summary section (above). 

Anticipated activities include: 

 Conduct interviews with Client stakeholders and Video Services Provider to review existing 
environments, establish integration points, and finalize system design to ensure alignment 
with desired business outcomes and objectives (up to 3 interviews) 
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 Define single use case (single video stream) for MVP scoping 

 Review current Azure subscriptions, Resource Groups, and service requirements for target 
solution deployment 

 Identify and document any security requirements for target solution following established 
and/or recommended protocols 

 Initial project setup to include:  

o Establishing user access to systems 

o Initial Azure resource provisioning 

o Establishment of Azure DevOps project for activity tracking 

 Implement instrumentation and telemetry for system monitoring and compliance reporting 

 Development of reference architectures and any accompanying documentation that detail the 
design specifications for the target solution 

 Develop and deploy the solution to non-production target environment following the initial 
priorities as outlined below 

o Required Azure resources manually provisioned and ready for consumption 

o Create Azure based Web Jobs to poll and retrieve uncategorized videos from the 
vendors system and persist them to blob storage in Azure 

o Implement process(es) to automate the encoding and analysis of uncategorized videos 
using Azure Media Services and store derived metadata in a searchable database 

 Conduct knowledge transfer activities with Client engineers throughout the project life cycle to 
enable maintenance and future planning 

o 1 concluding knowledge transfer session will be hosted during the last 10 days of the 
project 

3.1.2. Location  
Performance of the Services will be remote. 

3.2. Project Management 
Insight will provide the following project management and technical direction:  

Project Manager 

 Serve as the primary point of contact on all project issues, needs, and concerns 

 Provide team leadership and guidance 

 Provide resource management 

 Facilitate kickoff meeting to review scope and project expectations, discuss IT infrastructure 
design, assess Client readiness (hardware, software, infrastructure pre-requisites, etc.), 
discover any possible problems/risks, formulate an appropriate work breakdown structure for 
primary project tasks, and create project timeline/schedule (including potential downtimes and 
maintenance windows) 

 In conjunction with Client, measure and communicate weekly progress against mutually 
agreed-upon milestones 

 Maintain a project log proactively to identify and communicate key decisions made, action 
items to be completed, risks/issues that may impact scope, schedule, and lessons learned; 
and mitigate and/or escalate any critical risks or issues under Insight’s control, as needed 

 Manage Client expectations and satisfaction throughout the life of the project 

 Schedule and coordinate the necessary resources to support the project 
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 Schedule and conduct project team update/status meetings 

 Prepare written status reports for Client at mutually agreed-upon intervals 

 Monitor, manage, and communicate changes to the project’s scope, budget, schedule, and 
resources; complete Change Request (CR) documentation as required; and obtain signed CRs 
for mutually agreed upon changes 

 Facilitate closeout meeting, as needed 

 If applicable, perform the following activities related to organizational change management 
(“OCM”) outlined in Insight’s Best Practices Guide for OCM for the Services in this SOW: 

o Identify Client contacts for activities related to stakeholder engagement, 
communications, training, online resources/intranet, support 

o Track the following decisions and deliverables as part of the project plan: 

 Plans for stakeholder engagement, communications, content planning, training 
and adoption 

 T-minus schedules for stakeholder engagement, communications and training 

 Technical dependencies related to OCM activities 

3.3. Deliverables 
Insight will provide the following Deliverables: 

Overall Project 

Upon completion of the engagement, Insight will provide Client with an MVP Azure Media Services 
platform that is capable of ingesting, analyzing, and encoding videos from the Video Service Provider. 
This platform will have the base capabilities necessary to facilitate Client’s evaluation of Azure as a 
media storage and delivery platform which can be leveraged for future initiatives. 

Specific deliverables include, but may not be limited to, the following: 

 GIT based source code repositories configured 

 Prioritized Epics & Features backlog for driving project execution 

 Design documents, reference architectures, and sequence/workflow diagrams for the MVP 
Azure Media Services solution 

 Estimated Azure consumption cost based on target design specifications 

 Revised Epics & Features backlog with user stories outlining potential enhancements 

 Target solution coded and deployed to Clients Azure environment 

 Application source code delivered electronically or via designated source control repository 

 Finalized estimated Azure consumption cost based on deployed solution 

 Demo of MVP solution 

 Knowledge transfer including architectural diagrams of the solution that identifies each of the 
component parts and describes the basic data flows 

Project Management 

Project Manager 

 Communications/escalation contact list 

 Weekly status reports on the progress of the project 
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3.4. Insight Responsibilities 
Insight is responsible for the following: 

1. Insight will provide the applicable and necessary labor, supervision, maintenance, 
consultation, and/or materials to perform the Services and provide the Deliverables described 
in this SOW. For purposes of this SOW, “Deliverables” means any materials produced in the 
course of performing Services listed or specifically required to be delivered to Client under this 
SOW. 

3.5. Client Responsibilities  
The estimated duration and associated fees presented in this SOW are based on the following Client 
Responsibilities. Should any element(s) of these be lacking during execution of Services, additional 
time, associated fees, and expenses may be required.  

Client is responsible for the following: 

1. Client will provide support for resource onboarding inclusive of access and required working 
tools to ensure rapid enablement of delivery activities. 

2. Client will respond in a timely manner (within 4 business hours) to all necessary information 
requests. 

3. Client will be responsible for production environment deployments. 

4. Client will provide appropriate resources in a timely fashion to participate in knowledge 
transfer activities throughout the lifecycle of the project as to be mutually agreed by Insight 
and Client. 

5. For the duration of the engagement, Client will provide full administrative access to the Azure 
Admin Portal (portal.azure.com) or to a specified Subscription in Azure to facilitate Insight 
Engineers ability to deploy necessary services to the Clients environment. 

6. Client will be responsible for securing the necessary approvals for carrying out the project 
related and change management activities. 

7. Client will attend key discussions, presentations, verify documentation, and provide 
completion signoffs. 

8. Client will provide current artifacts such as architectural diagrams, system documentation, 
database schemas, sample data, etc. deemed pertinent to the scope of the engagement. 

9. Client will provide access to documentation / information required to the Insight project team. 

10. Client will adhere to task timelines developed during the pre-engagement and kickoff 
meetings. 

11. Client will make participating staff resources available for design review sessions and approve 
design specs as required. 

12. Client will have current support on all hardware/software and services related to this project. 

13. Client will be responsible for any costs associated to travel and expenses associated with the 
project.  

14. To assist us with the completion of the services performed, the Client will appoint Insight as 
the Microsoft Digital Partner of Record for Azure using Microsoft Partner ID (MPN ID) 
#3064993 and maintain this designation for the duration of the relationship with Insight (no 
less than 12 months). Designating Insight as Microsoft’s Digital Partner of Record allows 
Insight to support the Client’s cloud services during the engagement, helping to deliver strong 
business outcomes and high ongoing services levels for the Client. Digital Partner of Record is 
no cost to the Client and it assists Insight in maintaining our competencies with Microsoft. 

During the engagement, Insight will be managing, configuring, or supporting Azure services 
on behalf of the Client. The Client will allow Insight to link their Microsoft Partner ID 3064993 
through Microsoft Partner Admin Link to a Client designated admin account (see 



StartMedia Services MVP  Statement of Work # 6826 v 5.0 
Los Angeles Fire Department   March 27, 2020 

Rev. 9/19Q INSIGHT PROPRIETARY AND CONFIDENTIAL Page 8 of 15 

https://docs.microsoft.com/en-us/azure/billing/billing-partner-admin-link-started). This 
account will have a minimum of Read Only access to the Azure subscription used for this 
engagement, but does not give Insight access to any services or data that was not explicitly 
granted by the Client. Insight is eligible to receive incentives and rebates as well as meet 
Microsoft partnership requirements based on consumption attributed to our Partner ID. This 
designation will be maintained for a period of no less than 12 months after the completion of 
the engagement. 

15. Client will provide a project contact with decision-making authority to support the scope of 
services described in this SOW and ensure the proper personnel are scheduled to review each 
completed Service or Deliverable upon notification of completion by Insight.  

16. If applicable, Client will provide site contacts for each Client location. Each such contact will 
provide Insight with sufficient detail regarding his/her site, and will coordinate or perform 
required onsite work, as reasonably requested by Insight and Client IT, for the duration of the 
project. 

17. Client will provide Insight the necessary access to internal experts, location(s), critical 
systems, applications, workspace, and equipment (telephones, LAN connectivity, printer 
access, passwords, keys, etc., as applicable) required at each field location to complete the 
project. Access to Client systems will be provided to Insight via either onsite direct access or 
remote/VPN access. If Client does not allow remote/VPN access to Client systems and remote 
work is necessary, then Client will make local resources available to be utilized by Insight to 
accommodate for this lack of access. If Client cannot provide access or local resources, then 
additional project duration, labor hours, travel expenses, and other costs may be incurred and 
due to Insight by Client. 

18. Client will provide the necessary hardware, software, tools, and permits required for the 
successful completion of the project prior to Insight’s arrival. Further, Client is responsible for 
all licensing requirements to be compliant per their own agreements. 

19. Client is responsible for all product and material, including distribution and transport of Client-
owned product and material, unless otherwise specified in writing. Product and material is 
defined as any item purchased, owned and/or provided by Client (or others) that Insight is 
required to use for fulfillment of any Services described herein. 

20. Client is responsible for providing adequate and secure onsite storage for all Client-owned 
product and material unless otherwise specified in writing. 

21. If applicable, Client will be responsible for: (a) back-up and/or data migration of existing data 
unless otherwise agreed to by Insight; (b) computer system and network designs; and (c) 
component selection as it relates to the performance of the computer system and/or the 
network. 

22. Client is responsible for maintaining physical, electronic, and procedural controls to ensure the 
confidentiality, integrity, and availability of Client’s information on all applicable Client 
computing systems used to store or transmit Client’s information, in accordance with current 
applicable industry standards and best practices. 

23. Client is responsible for managing and maintaining: (a) reasonable firewalls and, if 
appropriate, encryption; (b) regular back-ups of Client’s information; and (c) least-privileged-
based access controls (including provisioning, de-provisioning, authentication, authorization, 
and accountability controls). 

24. Client and its employees, contractors, and agents will: (a) cooperate with any reasonable 
request of Insight, (b) provide input throughout the project and will review progress at review 
meetings requested by Insight; and (c) provide Insight with access to all of Client’s in-
formation, documentation and technology, necessary for Insight to perform the Services, 
including a list of all Client and third-party contacts necessary for Insight to do so. Such 
cooperation, input, access, and license are critical to this project, and Client’s representation 
at all review meetings is essential. If applicable, Insight is hereby granted and shall have a 
nonexclusive, royalty-free license, during the term of the Services, to access and use the 
Client Technology solely for the purposes of delivering the Services to Client. “Client 
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Technology” shall mean any intellectual property owned by Client that will be used by Insight 
in performing the Services under this SOW. 

25. If applicable, Client is responsible for performance of the following OCM-related tasks: 

a. Stakeholder Engagement, including but not limited to: 

i Stakeholder analysis, use case development, and/or persona/user 
segmentation activities 

ii Stakeholder engagement plan including scheduling of any activities 

b. Communications, including but not limited to: 

i Creation of a communications plan, including content plans for email, online 
resources and any other communications channels 

ii Execution/creation of any content outlined in the communications plan  

iii Communications t-minus schedule 

c. Training, including but not limited to: 

i Training plan and schedule 

ii Training content planning, creation and/or execution 

d. Adoption, including but not limited to: 

i Creation or execution of a governance plan 

ii Creation or execution of a post-project end-user adoption plan 

3.6. Project-Specific Assumptions 
The estimated duration and associated fees presented in this SOW are based on the following 
assumptions. Should any element(s) of these be lacking during execution of the Services, additional 
time, associated fees, and expenses may be required. 

1. Project estimates assume the following: 

a. Content moderation of videos ingested by the target solution is the responsibility of 
the client 

b. Videos to be encoded and analyzed by the target solution will be pulled using an 
automated method from a secured location in the vendors environment 

c. Workshop session dates and calendar invitations for attendees will be confirmed prior 
to start of engagement 

d. This SOW assumes Client has Azure tenant and all related licenses established with 
any funding related to the engagement in place 2 weeks prior to the engagement 

e. Client’s current infrastructure is healthy and meets the minimal requirements for the 
engagement 

f. Unsupported hardware and software will be the responsibility of Client 

g. Installation or configuration of any Client-related applications are out of scope of this 
engagement except where specifically called out as in scope 

h. Existing network connectivity is sufficient to support engagement activities and to 
support Client security requirements 

i. Client’s Azure cloud scaffolding is sufficiently configured and mature to support the 
SOW objectives 

j. Any infrastructure software tools, services, and licenses required to execute project 
will be arranged by Client excluding any tools provided by Insight in tools section 
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k. User communication and training on any end user readiness / post engagement steps 
will be handled by Client IT team 

l. Any delays in approval or availability of systems and access will impact the estimated 
timelines and may result in a change order 

m. Any change in the assumptions as detailed under this SOW may impact the overall 
timelines may result in a change order 

n. Data received from Client will be timely and accurate 

2. This engagement does not include development tool licenses (i.e., Visual Studio), database, 
third party product and application server licenses. 

3. If applicable, any onsite skills transfer that takes place during this project will not replace the 
manufacturer’s formal system implementation and administration classes. 

4. Insight has no obligation to mount, affix, or otherwise fasten any cable, hardware, or other 
product to any building or structure (inside or outside), and Insight has no obligation to run 
cable above, under, behind, or through any ceiling, floor, or wall of any building or structure. 
If such services are requested by Client, such services may be performed by Insight only to 
the extent permitted by applicable law and will be subject to a Change Request for additional 
services. 

5. Each party agrees that personnel will not be asked to perform, nor volunteer to perform, 
engineering and/or consulting tasks that lie outside the skill sets and experience of personnel. 
Personnel have the right to decline a service request if the request falls outside their scope of 
experience and expertise. 

6. The following are considered out-of-scope and are not part of the Services: 

a. Development and maintenance of risk, issue, and action documentation outside of 
regular status reporting 

b. Documentation of roles and responsibilities outside of the definitions provided in the 
SOW 

c. Status reporting or issue escalation of any activity not assigned to this SOW 

d. Attending meetings which are not directly associated with the project and projects 
defined in this SOW 

e. Producing additional reports which have not been mutually agreed to by the Client and 
Insight Project Managers 

f. Installation, modification, configuration, troubleshooting, or tuning of any applications 
not specified herein 

g. Electrical or cabling services 

h. Formal user training 

3.7. Change Request Procedure 
If either party identifies alterations to the scope of work in this SOW, including Deliverables, hours 
needed to complete work, milestones and related pricing, it shall be brought to the attention of the 
other party’s management by completing and submitting a Change Request Form. A Change Request 
Sample is included as an attachment. 

Change Request Forms are proper in the following examples as well as other situations identified by 
the Parties: 

 Changes to environment, scope, management, performance of projects (regular and special), 
milestones, tasks, systems, service levels 

 Additional resources, scope, projects, new services, tasks 

 Changes to management and control of hardware and software 
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 Adjustments to baselines, assets, volumes, or other areas where change over time results in 
the need to adjust pricing 

 Additions, deletions, and/or changes to sites where services are provided or the nature of 
services provided at a site 

Each party’s respective management will review the Change Request Form to determine whether a 
modification to the scope is necessary and what effect the implementation of such a change may have 
on the project. If any such change causes an increase or decrease in the cost or time required for 
performance of the work, the price and/or delivery schedule shall be equitably adjusted and identified 
within the Change Request Form. Estimated turnaround time for such determination is 5 days. If both 
parties mutually agree to implement the change in scope, the Change Request Form will be 
incorporated into the SOW as an addendum when signed by authorized representatives of both 
parties. 

4. SCHEDULE 

4.1. Start Date 
The project start date will be mutually determined upon receipt of this signed SOW and, if applicable, 
a valid Purchase Order (PO). A minimum lead time of 20 business days from receipt of both 
documents may be required for scheduling purposes. 

If Client causes any delays to the delivery start date, which was agreed upon by both parties in writing 
(email is acceptable), Client will incur additional fees based upon such delay, including but not limited 
to, travel expenses already incurred, if any, and/or other equitable relief as a remedy for such delay. 
The delays and charges will be defined and communicated through the Change Request process 
described in this SOW. 

Services will be performed over a consecutive timeframe unless otherwise provided herein. If Client 
requests or causes a change in the schedule that prohibits Services from being delivered in a 
consecutive timeline, an additional lead time of 20 business days (from written confirmation to resume 
Services) may be required, new resources may be assigned, and there may be additional fees. 

4.2. Estimated Duration 
The Services’ duration will be approximately 5 weeks. 

5. PRICING/INVOICING 

5.1. Fixed Fee  
Client shall pay Insight the fixed fee of $59,351.00. The total amount paid to Insight will not exceed 
the total fixed fee without the prior written approval of Client. Client will reimburse Insight for travel 
expenses; however no travel is expected to be required as part of this project. 

5.1.1. Invoicing 
Insight will invoice Client monthly for Services performed based upon a percentage complete plus any 
travel-related expenses and taxes incurred (if applicable).  

5.2. Pricing Notes  
1. Pricing is valid for 30 days from the date of this SOW. 

2. Pricing and estimated time to complete this engagement are based upon Client providing 
necessary access to internal experts, location(s), all critical systems, applications, and 
hardware required to complete the project.  
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3. If an Insight resource arrives on site per an agreed-upon schedule and is unable to start or 
complete the project due to any Client, site, and/or equipment issues, a fee equal to time 
expended and applicable travel expenses will be incurred. Insight will have 10 business days 
to schedule the return visit, if required. 

4. Insight is not responsible for delays or repeated tasks caused by factors outside Insight’s 
control. These factors include, but are not limited to, availability of Client personnel, 
equipment, and facilities.  

6. SPECIAL TERMS AND CONDITIONS 

6.1. Project Kickoff 
A project kickoff meeting will be held to review project expectations, discuss IT infrastructure design, 
discover any possible problems/risks, and formulate an appropriate plan (including a firm engagement 
schedule and downtimes).  

6.2. Business Hours  
Work will be performed during normal business hours unless otherwise mutually agreed upon. Normal 
business hours are defined as an 8-hour day, Monday through Friday, excluding designated Insight 
Holidays.  

6.3. Constraints 
Work that is not included in the Scope section is considered to be out of scope. Any out-of-scope work 
must be verified and pre-authorized by Insight prior to commencement through the Change Request 
process.  

6.4. Acceptance 
After Insight delivers a Service or Deliverable to Client, for example, delivery of all code, content, 
deliverables, and product resulting from each milestone, if such Service or Deliverable does not 
substantially conform to the requirements in the applicable SOW, then Client must provide Insight 
with written notice adequately detailing such non-conformance no later than 15 days following the 
date such Service or Deliverable was provided to Client. If Client fails to provide notice within this 15-
day period, the Service and Deliverable will be deemed accepted. 

6.5. Intellectual Property 
Insight retains all right, title and interest in, without limitation, any works of authorship, know-how, or 
any invention, device, process, method, development, design, specifications, technique, apparatus, 
reports, schematic or technical information (whether patentable or not), documentation, software or 
enhancements, improvements, alterations, interfaces, workflows, and best practices developed, 
invented, created or reduced to practice by Insight (“Insight IP”) which may be used in carrying out 
the Services, including any modifications or improvements made to Insight IP during or as a result of 
the Services to be performed under this Agreement.  Upon payment in full of all amounts due Insight, 
all works of authorship developed, invented or created by Insight specifically for Client in accordance 
with the details specified in the applicable SOW as part of the Services performed by Insight and as 
more particularly described in a SOW to this Agreement ("Work Product"), except for any Insight IP 
contained within such Work Product, shall be owned by Client. Insight hereby grants Client a 
worldwide, non-exclusive, royalty-free, perpetual, without the right of sublicense, license to use 
Insight IP in the course of Client’s internal, business operations. 
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7. DOCUMENT MANAGEMENT 
Title Party Name 

Project Sponsor Los Angeles Fire Department Scott Porter 

Services Account Executive Insight Mark Arbogast 

Account Executive Insight Mark Arbogast 

Technical Approver Insight Evan Maxey 

Service Leaders Insight David Lewerke and Gene Holmquist

Scope and Price Insight Mark Arbogast 

Contract Specialist Insight Kim White 
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8. SIGNATURE BLOCK 
By signing below, the undersigned agree they are bound by the terms of this SOW and the 
Agreement. 

Insight Client 
By:  

 

Authorized Representative 

By:  

 

Authorized Representative 

Print 
Name: 

 Print 
Name: 

 

Title:  Title:  

Date:  Date:  

 

The following section must be completed before this SOW can be processed: 

Invoicing Procedures:  

1. Method (Client to select one option below): 

☐ Mail Invoice – Hard copy invoice will be mailed to: 

Company Full Name:                         

Address:                             

Attention: Accounts Payable or:                     

Accounts Payable Contact:                       

Phone:                              

☐ Email Invoice – Invoice copy will be sent electronically via email to: 

                        

2. PO Process (Client to select one option below): 

☐ Client issues system-generated POs or internal reference numbers for service 
engagements. 

Please fill in the PO Number below and attach a hard copy of the PO to this signed 
SOW. Note: Services cannot be performed until a hard copy of the PO is received, or 
Billing Reference is provided. 

PO Number:                            

PO Release Number (if applicable):                   

Internal Billing Reference Number/Name:                

☐ Client does NOT issue system-generated PO for service engagements. 

Accordingly, performance of and payment for any Services under this SOW do not 
require, and are not contingent upon, the issuance of any PO or other similar 
document.  
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9. ATTACHMENT – CHANGE REQUEST SAMPLE 

   

CHANGE REQUEST FORM 
CHANGE REQUEST #  

Client Original Project Name Original SOW 
Number 

   

Insight Services Manager Client Project Sponsor Request Date 

   

Purchase Order to Apply to Changes:  State/Federal Contract Reference (if applicable) 

  

Change Request Summary 

Original Scope Task  

Reason for Change  

Description of Change  

Project Schedule  

Project Pricing  

Deliverables  

Signatures 

This is a sample CR - not for execution.  

 

 



 
ATTACHMENT C 

 
 

STATEMENT OF WORK 
 

RESPONSE TIME ANALYTICS HEAT MAP 



   
 

 

 

 

INSIGHT STATEMENT OF WORK  

 

RESPONSE TIME ANALYTICS HEAT MAP 

PREPARED FOR LOS ANGELES FIRE DEPARTMENT 
 

March 27, 2020 

Statement of Work # 6771 

  



Real Time Interactive Map  Statement of Work # 6771 v 4.0 
Los Angeles Fire Department   March 27, 2020 

Rev. 1/19Q INSIGHT PROPRIETARY AND CONFIDENTIAL Page 2 of 16 

TABLE OF CONTENTS 
Executive Summary ......................................................................................................................... 3 

Background ................................................................................................................................................................ 3 

Our Approach ............................................................................................................................................................ 3 

1.  PARTIES ....................................................................................................................................... 4 

2.  ENTIRE AGREEMENT ................................................................................................................... 4 

3.  SCOPE OF SERVICES .................................................................................................................... 4 

3.1.  Service Description ............................................................................................................................................ 4 

3.1.1.  Scope and Approach ........................................................................................... 4 

3.1.2.  Architecture Overview ........................................................................................ 4 

3.1.3.  Event Generation ............................................................................................... 6 

3.1.4.  Event Ingestion ................................................................................................. 6 

3.1.5.  Data Consumption ............................................................................................. 7 

3.1.6.  Deployment Readiness ....................................................................................... 8 

3.1.7.  Location ........................................................................................................... 8 

3.2.  Project Management ........................................................................................................................................ 8 

3.3.  Deliverables ....................................................................................................................................................... 9 

3.4.  Insight Responsibilities ...................................................................................................................................... 9 

3.5.  Client Responsibilities ....................................................................................................................................... 9 

3.6.  Project‐Specific Assumptions .......................................................................................................................... 11 

3.7.  Change Request Procedure ............................................................................................................................. 11 

4.  SCHEDULE ................................................................................................................................. 12 

4.1.  Start Date ........................................................................................................................................................ 12 

4.2.  Estimated Duration ......................................................................................................................................... 12 

5.  PRICING/INVOICING ................................................................................................................. 12 

5.1.  Fixed Fee ......................................................................................................................................................... 12 

5.1.1.  Invoicing ......................................................................................................... 12 

5.2.  Pricing Notes ................................................................................................................................................... 12 

6.  SPECIAL TERMS AND CONDITIONS ........................................................................................... 13 

6.1.  Project Kickoff ................................................................................................................................................. 13 

6.2.  Business Hours ................................................................................................................................................ 13 

6.3.  Travel Expenses .................................................................................................. Error! Bookmark not defined. 

6.4.  Constraints ...................................................................................................................................................... 13 

6.5.  Acceptance ...................................................................................................................................................... 13 

6.6.  Intellectual Property ....................................................................................................................................... 13 

7.  DOCUMENT MANAGEMENT .................................................................................................... 13 

8.  SIGNATURE BLOCK ................................................................................................................... 15 

9.  ATTACHMENT – CHANGE REQUEST SAMPLE ........................................................................... 16 

 

 



   

Rev. 9/19Q  INSIGHT PROPRIETARY AND CONFIDENTIAL Page 3 of 16 

EXECUTIVE SUMMARY 

Background 
The Los Angeles Fire Department is a full-spectrum life safety agency protecting more than 4 million 
people who live, work, and play in America's second largest city.   

 106 fire stations 

 471 square-mile jurisdiction 

 3,246 uniformed fire personnel 

 353 professional support personnel 

 Every day, the LAFD responds to more than 1,112 emergency responses 

 Department rescue ambulances transport more than 571 people to area hospitals each day 

 1,018 uniformed firefighters (including 270 serving as Firefighter/Paramedics), are always on 
duty at fire department facilities citywide 

LAFD would like to continue working with Insight to extend their data analytics platform in order to 
provide critical resource information in a near-real time fashion.  

Our Approach 
Ingest real-time CAD data into the LAFD data lake. Insight will ensure that the CAD data is 

ingested, processed and available to cloud consumers in near real-time. 

Note this step will be implemented as part of the Insight Training & Reporting statement of work, 
please refer to that document for any details regarding the real-time CAD data ingestion 

Ensure that the data is accessible in a format which optimizes the performance of the real-time 
API. 

  



Real Time Interactive Map  Statement of Work # 6771 v 4.0 
Los Angeles Fire Department   March 27, 2020 

Rev. 9/19Q INSIGHT PROPRIETARY AND CONFIDENTIAL Page 4 of 16 

March 27, 2020 

Statement of Work # 6771 

Real Time Analytics Heat Map 

1. PARTIES 
“Insight” “Client” 
Insight Public Sector, Inc. Los Angeles Fire Department 
6820 S. Harl Avenue 
Tempe, AZ 85283 

200 North Main Street, Floor 16 
Los Angeles, CA 90012 

Attn: Mark Arbogast Attn: Scott Porter 

2. ENTIRE AGREEMENT 
This Statement of Work (“Statement of Work” or “SOW”) is entered into between Client and Insight, 
on behalf on itself and its Affiliates, and shall be effective as of the date last signed below (“Effective 
Date”). This SOW and the Services (as defined below) are contingent upon the execution of the 
Services Master Agreement (hereinafter, the “Agreement”). Neither party is obligated to meet any 
requirements under this SOW until the Services Master Agreement is executed by both parties.  

This SOW, including the Agreement and all documents either attached or incorporated by reference, 
forms the entire agreement with respect to the subject matter in this SOW. If there is a conflict 
between the SOW and the Agreement, the Agreement will control with respect to the subject matter 
thereof, unless expressly amended in this SOW. Electronic signatures on this SOW (or copies of 
signatures sent via electronic means) are the equivalent of handwritten signatures.  

Terms not defined in this SOW have the meaning attributed to them in the Agreement unless 
otherwise specified in this SOW. “Affiliate” means, with respect to a party, an entity that controls, is 
controlled by, or is under common control with such party. Any general description of the services or 
results thereof contained in any summary or related information accompanying this SOW, is for 
informational purposes only and does not constitute part of the agreement between the parties or, 
modify any agreement or SOW between the parties. 

3. SCOPE OF SERVICES 
Insight is pleased to perform the following services (“Services”) under the terms and conditions of this 
SOW. 

3.1. Service Description 
The following is a high-level description of the Services Insight will provide: 

 Consume the real-time CAD data ingested as part of the Insight “Training and Reporting” 
statement of work (#4786) 

 Create a consumption REST API which serves up unit response time data. This API can be 
consumed by visualization components created by the LAFD. 

3.1.1. Scope and Approach 
Insight will perform the following Services:  

3.1.2. Architecture Overview 
An overview of the proposed architecture for the project is shown is the diagram below: 
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Note: The technologies (Event Hubs, Cosmos DB, etc.) shown in this diagram and other diagrams in 

this document are preliminary selections. The final set of technologies will be selected at 
implementation time. 

The ingestion of real-time CAD data will be performed as part of the “Training and Reporting” 
statement of work as follows: 

 The computer-aided dispatch (CAD) system data is stored on-premises at Client site in 
an Oracle 12-C database. Changes on relevant tables, such as the UnitHistory table, 
are captured and surfaced as events. These events are captured and forwarded to a 
cloud-based messaging system. 

 The events forwarded to the cloud messaging system are ingested into the LAFD 
analytics environment in near-real time.  

This cluster will process the events as they are ingested. It will store the ingested events and the 
processed data in a format optimized for consumption. 

 

Note that this  ingestion application will include hooks where the client has the ability to connect Data 
Science models which can make short term predictions and recommendations on move-ups and other 
activities. While the hooks to include these models are included in this SOW, the actual 
implementation of these models is out of scope for this SOW. 
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Insight will create a REST API, which enables the client visualization application to consume the unit 
response data in storage. This REST API will surface standard data a format that is optimized for 
consumption. 

3.1.3. Event Generation 
Outcome and intent driven 

The client has created a Tibco Rendezvous listener module, which subscribes to these events and 
publishes these events through a custom WebSockets interface. Insight will create a .NET Core 
WebSockets library which will consume the WebSockets messages generated by this module. The 
Insight module will bridge the on-premises and cloud worlds by publishing these events to a cloud-
based messaging system. From this messaging system, the events can be ingested by the LAFD 
analytics environment. 

An overview of the event generation modules is shown in the figure below: 

Implemented by the LAFD
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As was mentioned earlier, this event generation will be performed as part of the “Training and 
Reporting” statement of work. 

3.1.4. Event Ingestion  
The events published to the cloud messaging system are consumed by a streaming module, running 
on an always-on streaming cluster in the LAFD analytics environment. This streaming module 
performs the following tasks: 

 It consumes the messages from the messaging system as a constant event stream 

 As messages are ingested, they are enriched with context data already loaded in the Data 
Lake.   



Real Time Interactive Map  Statement of Work # 6771 v 4.0 
Los Angeles Fire Department   March 27, 2020 

Rev. 9/19Q INSIGHT PROPRIETARY AND CONFIDENTIAL Page 7 of 16 

Implemented by the LAFD
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3.1.5. Data Consumption 
To surface the data stored in the Azure Data Lake and/or Cosmos DB, insight will create an oAuth2- 
secured REST API. This API can be called by the client visualization application through standard REST 
HTTPS API calls. 2 types of data will be exposed by this API: 

 Standard Data. This is non-geospatial data. This data will be made available through the 
standard JSON format for Web Services. 

 Geospatial data. Geo-spatial data will be made available in the standard Keyhole Format 
Language (KML) format, which is a universally supported format for geo-spatial data. 

An overview of the REST API and its consuming components is shown below: 
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3.1.6. Deployment Readiness 
 Insight will extend existing Azure DevOps capabilities for deployment pipelines 

 Insight will establish baseline operational monitoring in the form of 1 Azure AppInsights 
dashboard capturing essential operational information for the in-scope solution elements as 
deemed appropriate by Insight in accordance with the final solution design 

 Sprint demos will serve as a core knowledge transfer mechanism and 1 concluding knowledge 
transfer session to be hosted during the last 10 days of the engagement 

 Client will be responsible for production deployment 

 Client will be responsible for integration of the solution for consumption of the available data 

3.1.7. Location  
Performance of the Services will be remote and onsite. 

 200 North Spring Street, Los Angeles, CA 90012 

3.2. Project Management 
Insight will provide the following project management and technical direction:  

Project Manager 

 Serve as the primary point of contact on all project issues, needs, and concerns 

 Provide team leadership and guidance 

 Provide resource management 

 Facilitate kickoff meeting to review scope and project expectations, discuss IT infrastructure 
design, assess Client readiness (hardware, software, infrastructure pre-requisites, etc.), 
discover any possible problems/risks, formulate an appropriate work breakdown structure for 
primary project tasks, and create project timeline/schedule (including potential downtimes and 
maintenance windows) 

 In conjunction with Client, measure and communicate weekly progress against mutually 
agreed-upon milestones 

 Maintain a project log proactively to identify and communicate key decisions made, action 
items to be completed, risks/issues that may impact scope, schedule, and lessons learned; 
and mitigate and/or escalate any critical risks or issues under Insight’s control, as needed 

 Manage Client expectations and satisfaction throughout the life of the project 

 Schedule and coordinate the necessary resources to support the project 

 Schedule and conduct project team update/status meetings 

 Prepare written status reports for Client at mutually agreed-upon intervals 

 Monitor, manage, and communicate changes to the project’s scope, budget, schedule, and 
resources; complete Change Request (CR) documentation as required; and obtain signed CRs 
for mutually agreed upon changes 

 Facilitate closeout meeting, as needed 

 If applicable, perform the following activities related to organizational change management 
(“OCM”) outlined in Insight’s Best Practices Guide for OCM for the Services in this SOW: 

o Identify Client contacts for activities related to stakeholder engagement, 
communications, training, online resources/intranet, support 

o Track the following decisions and deliverables as part of the project plan: 
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 Plans for stakeholder engagement, communications, content planning, training 
and adoption 

 T-minus schedules for stakeholder engagement, communications and training 

 Technical dependencies related to OCM activities 

3.3. Deliverables 
Deliverables, if any, will be agreed upon by both parties in writing.  

3.4. Insight Responsibilities 
Insight is responsible for the following: 

1. Insight will provide the applicable and necessary labor, supervision, maintenance, 
consultation, and/or materials to perform the Services and provide the Deliverables described 
in this SOW. For purposes of this SOW, “Deliverables” means any materials produced in the 
course of performing Services listed or specifically required to be delivered to Client under this 
SOW. 

3.5. Client Responsibilities  
The estimated duration and associated fees presented in this SOW are based on the following Client 
Responsibilities. Should any element(s) of these be lacking during execution of Services, additional 
time, associated fees, and expenses may be required.  

Client is responsible for the following: 

1. Client is responsible for any modifications to their existing systems required to integrate to the 
solution elements described herein. 

2. Client is responsible for production deployment of the solution elements described herein. 

3. To assist us with the completion of the services performed, the Client will appoint Insight as 
the Microsoft Digital Partner of Record for Azure using Microsoft Partner ID (MPN ID) 
#3064993 and maintain this designation for the duration of the relationship with Insight (no 
less than 12 months). Designating Insight as Microsoft’s Digital Partner of Record allows 
Insight to support the Client’s cloud services during the engagement, helping to deliver strong 
business outcomes and high ongoing services levels for the Client. Digital Partner of Record is 
no cost to the Client and it assists Insight in maintaining our competencies with Microsoft. 

During the engagement, Insight will be managing, configuring, or supporting Azure services 
on behalf of the Client. The Client will allow Insight to link their Microsoft Partner ID 3064993 
through Microsoft Partner Admin Link to a Client designated admin account (see 
https://docs.microsoft.com/en-us/azure/billing/billing-partner-admin-link-started). This 
account will have a minimum of Read Only access to the Azure subscription used for this 
engagement, but does not give Insight access to any services or data that was not explicitly 
granted by the Client. Insight is eligible to receive incentives and rebates as well as meet 
Microsoft partnership requirements based on consumption attributed to our Partner ID. This 
designation will be maintained for a period of no less than 12 months after the completion of 
the engagement. 

4. Client will provide a project contact with decision-making authority to support the scope of 
services described in this SOW and ensure the proper personnel are scheduled to review each 
completed Service or Deliverable upon notification of completion by Insight.  

5. If applicable, Client will provide site contacts for each Client location. Each such contact will 
provide Insight with sufficient detail regarding his/her site, and will coordinate or perform 
required onsite work, as reasonably requested by Insight and Client IT, for the duration of the 
project. 



Real Time Interactive Map  Statement of Work # 6771 v 4.0 
Los Angeles Fire Department   March 27, 2020 

Rev. 9/19Q INSIGHT PROPRIETARY AND CONFIDENTIAL Page 10 of 16 

6. Client will provide Insight the necessary access to internal experts, location(s), critical 
systems, applications, workspace, and equipment (telephones, LAN connectivity, printer 
access, passwords, keys, etc., as applicable) required at each field location to complete the 
project. Access to Client systems will be provided to Insight via either onsite direct access or 
remote/VPN access. If Client does not allow remote/VPN access to Client systems and remote 
work is necessary, then Client will make local resources available to be utilized by Insight to 
accommodate for this lack of access. If Client cannot provide access or local resources, then 
additional project duration, labor hours, travel expenses, and other costs may be incurred and 
due to Insight by Client. 

7. Client will provide the necessary hardware, software, tools, and permits required for the 
successful completion of the project prior to Insight’s arrival. Further, Client is responsible for 
all licensing requirements to be compliant per their own agreements. 

8. Client is responsible for all product and material, including distribution and transport of Client-
owned product and material, unless otherwise specified in writing. Product and material is 
defined as any item purchased, owned and/or provided by Client (or others) that Insight is 
required to use for fulfillment of any Services described herein. 

9. Client is responsible for providing adequate and secure onsite storage for all Client-owned 
product and material unless otherwise specified in writing. 

10. If applicable, Client will be responsible for: (a) back-up and/or data migration of existing data 
unless otherwise agreed to by Insight; (b) computer system and network designs; and (c) 
component selection as it relates to the performance of the computer system and/or the 
network. 

11. Client is responsible for maintaining physical, electronic, and procedural controls to ensure the 
confidentiality, integrity, and availability of Client’s information on all applicable Client 
computing systems used to store or transmit Client’s information, in accordance with current 
applicable industry standards and best practices. 

12. Client is responsible for managing and maintaining: (a) reasonable firewalls and, if 
appropriate, encryption; (b) regular back-ups of Client’s information; and (c) least-privileged-
based access controls (including provisioning, de-provisioning, authentication, authorization, 
and accountability controls). 

13. Client and its employees, contractors, and agents will: (a) cooperate with any reasonable 
request of Insight, (b) provide input throughout the project and will review progress at review 
meetings requested by Insight; and (c) provide Insight with access to all of Client’s in-
formation, documentation and technology, necessary for Insight to perform the Services, 
including a list of all Client and third-party contacts necessary for Insight to do so. Such 
cooperation, input, access, and license are critical to this project, and Client’s representation 
at all review meetings is essential. If applicable, Insight is hereby granted and shall have a 
nonexclusive, royalty-free license, during the term of the Services, to access and use the 
Client Technology solely for the purposes of delivering the Services to Client. “Client 
Technology” shall mean any intellectual property owned by Client that will be used by Insight 
in performing the Services under this SOW. 

14. If applicable, Client is responsible for performance of the following OCM-related tasks: 

a. Stakeholder Engagement, including but not limited to: 

i Stakeholder analysis, use case development, and/or persona/user 
segmentation activities 

ii Stakeholder engagement plan including scheduling of any activities 

b. Communications, including but not limited to: 

i Creation of a communications plan, including content plans for email, online 
resources and any other communications channels 

ii Execution/creation of any content outlined in the communications plan  

iii Communications t-minus schedule 
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c. Training, including but not limited to: 

i Training plan and schedule 

ii Training content planning, creation and/or execution 

d. Adoption, including but not limited to: 

i Creation or execution of a governance plan 

ii Creation or execution of a post-project end-user adoption plan 

3.6. Project-Specific Assumptions 
The estimated duration and associated fees presented in this SOW are based on the following 
assumptions. Should any element(s) of these be lacking during execution of the Services, additional 
time, associated fees, and expenses may be required. 

1. This Statement of Work constrains activities to an approximate 10-week duration. 

2. Azure scaffolding and governance is sufficiently mature to support the objectives and design 
approach as enumerated herein. 

3. This engagement does not include development tool licenses (i.e., Visual Studio), database, 
third-party product and application server licenses. 

4. If applicable, any onsite skills transfer that takes place during this project will not replace the 
manufacturer’s formal system implementation and administration classes. 

5. Insight has no obligation to mount, affix, or otherwise fasten any cable, hardware, or other 
product to any building or structure (inside or outside), and Insight has no obligation to run 
cable above, under, behind, or through any ceiling, floor, or wall of any building or structure. 
If such services are requested by Client, such services may be performed by Insight only to 
the extent permitted by applicable law and will be subject to a Change Request for additional 
services. 

6. Each party agrees that personnel will not be asked to perform, nor volunteer to perform, 
engineering and/or consulting tasks that lie outside the skill sets and experience of personnel. 
Personnel have the right to decline a service request if the request falls outside their scope of 
experience and expertise. 

a. Electrical or cabling services 

b. Formal user training 

3.7. Change Request Procedure 
If either party identifies alterations to the scope of work in this SOW, including Deliverables, hours 
needed to complete work, milestones and related pricing, it shall be brought to the attention of the 
other party’s management by completing and submitting a Change Request Form. A Change Request 
Sample is included as an attachment. 

Change Request Forms are proper in the following examples as well as other situations identified by 
the Parties: 

 Changes to environment, scope, management, performance of projects (regular and special), 
milestones, tasks, systems, service levels 

 Additional resources, scope, projects, new services, tasks 

 Changes to management and control of hardware and software 

 Adjustments to baselines, assets, volumes, or other areas where change over time results in 
the need to adjust pricing 

 Additions, deletions, and/or changes to sites where services are provided or the nature of 
services provided at a site 
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Each party’s respective management will review the Change Request Form to determine whether a 
modification to the scope is necessary and what effect the implementation of such a change may have 
on the project. If any such change causes an increase or decrease in the cost or time required for 
performance of the work, the price and/or delivery schedule shall be equitably adjusted and identified 
within the Change Request Form. Estimated turnaround time for such determination is 5 days. If both 
parties mutually agree to implement the change in scope, the Change Request Form will be 
incorporated into the SOW as an addendum when signed by authorized representatives of both 
parties. 

4. SCHEDULE 

4.1. Start Date 
The project start date will be mutually determined upon receipt of this signed SOW and, if applicable, 
a valid Purchase Order (PO). A minimum lead time of 20 business days from receipt of both 
documents may be required for scheduling purposes. 

If Client causes any delays to the delivery start date, which was agreed upon by both parties in writing 
(email is acceptable), Client will incur additional fees based upon such delay, including but not limited 
to, travel expenses already incurred, if any, and/or other equitable relief as a remedy for such delay. 
The delays and charges will be defined and communicated through the Change Request process 
described in this SOW. 

Services will be performed over a consecutive timeframe unless otherwise provided herein. If Client 
requests or causes a change in the schedule that prohibits Services from being delivered in a 
consecutive timeline, an additional lead time of 20 business days (from written confirmation to resume 
Services) may be required, new resources may be assigned, and there may be additional fees. 

4.2. Estimated Duration 
The Services’ duration will be approximately 10 weeks. 

5. PRICING/INVOICING 

5.1. Fixed Fee  
Client shall pay Insight the fixed fee of $172,403.00. The total amount paid to Insight will not exceed 
the total fixed fee without the prior written approval of Client. Client will reimburse Insight for travel 
expenses, per the not to exceed amount in section 5.2.2 below, if any are required. 

5.1.1. Invoicing 
Insight will invoice Client monthly for Services performed based upon a percentage complete plus any 
travel-related expenses and taxes incurred (if applicable).  

5.2. Pricing Notes  
1. Pricing is valid for 30 days from the date of this SOW. 

2. Travel will not exceed $8,250.00. 

3. Pricing and estimated time to complete this engagement are based upon Client providing 
necessary access to internal experts, location(s), all critical systems, applications, and 
hardware required to complete the project.  

4. If an Insight resource arrives on site per an agreed-upon schedule and is unable to start or 
complete the project due to any Client, site, and/or equipment issues, a fee equal to time 
expended and applicable travel expenses will be incurred. Insight will have 10 business days 
to schedule the return visit, if required. 
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5. Insight is not responsible for delays or repeated tasks caused by factors outside Insight’s 
control. These factors include, but are not limited to, availability of Client personnel, 
equipment, and facilities.  

6. SPECIAL TERMS AND CONDITIONS 

6.1. Project Kickoff 
A project kickoff meeting will be held to review project expectations, discuss IT infrastructure design, 
discover any possible problems/risks, and formulate an appropriate plan (including a firm engagement 
schedule and downtimes).  

6.2. Business Hours  
Work will be performed during normal business hours unless otherwise mutually agreed upon. Normal 
business hours are defined as an 8-hour day, Monday through Friday, excluding designated Insight 
Holidays.  

6.3. Constraints 
Work that is not included in the Scope section is considered to be out of scope. Any out-of-scope work 
must be verified and pre-authorized by Insight prior to commencement through the Change Request 
process.  

6.4. Acceptance 
After Insight delivers a Service or Deliverable to Client, if such Service or Deliverable does not 
substantially conform to the requirements in the applicable SOW, then Client must provide Insight 
with written notice adequately detailing such non-conformance no later than 15 days following the 
date such Service or Deliverable was provided to Client. If Client fails to provide notice within this 15-
day period, the Service and Deliverable will be deemed accepted. 

6.5. Intellectual Property 
Insight retains all right, title and interest in, without limitation, any works of authorship, know-how, or 
any invention, device, process, method, development, design, specifications, technique, apparatus, 
reports, schematic or technical information (whether patentable or not), documentation, software or 
enhancements, improvements, alterations, interfaces, workflows, and best practices developed, 
invented, created or reduced to practice by Insight (“Insight IP”) which may be used in carrying out 
the Services, including any modifications or improvements made to Insight IP during or as a result of 
the Services to be performed under this Agreement.  Upon payment in full of all amounts due Insight, 
all works of authorship developed, invented or created by Insight specifically for Client in accordance 
with the details specified in the applicable SOW as part of the Services performed by Insight and as 
more particularly described in a SOW to this Agreement ("Work Product"), except for any Insight IP 
contained within such Work Product, shall be owned by Client. Insight hereby grants Client a 
worldwide, non-exclusive, royalty-free, perpetual, without the right of sublicense, license to use 
Insight IP in the course of Client’s internal, business operations. 

7. DOCUMENT MANAGEMENT 
Title Party Name 

Project Sponsor Los Angeles Fire Department Scott Porter 

Services Account Executive Insight Mark Arbogast 

Account Executive Insight Mark Arbogast 

Technical Approver Insight Evan Maxey 
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Title Party Name 

Service Leaders Insight David Lewerke and Gene Holmquist 

Scope and Price Insight Mark Arbogast 

Contract Specialist Insight Kim White 
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8. SIGNATURE BLOCK 
By signing below, the undersigned agree they are bound by the terms of this SOW and the 
Agreement. 

Insight Client 
By:  

 

Authorized Representative 

By:  

 

Authorized Representative 

Print 
Name: 

 Print 
Name: 

 

Title:  Title:  

Date:  Date:  

 

The following section must be completed before this SOW can be processed: 

Invoicing Procedures:  

1. Method (Client to select one option below): 

☐ Mail Invoice – Hard copy invoice will be mailed to: 

Company Full Name:                         

Address:                             

Attention: Accounts Payable or:                     

Accounts Payable Contact:                       

Phone:                              

☐ Email Invoice – Invoice copy will be sent electronically via email to: 

                        

2. PO Process (Client to select one option below): 

☐ Client issues system-generated POs or internal reference numbers for service 
engagements. 

Please fill in the PO Number below and attach a hard copy of the PO to this signed 
SOW. Note: Services cannot be performed until a hard copy of the PO is received, or 
Billing Reference is provided. 

PO Number:                            

PO Release Number (if applicable):                   

Internal Billing Reference Number/Name:                

☐ Client does NOT issue system-generated PO for service engagements. 

Accordingly, performance of and payment for any Services under this SOW do not 
require, and are not contingent upon, the issuance of any PO or other similar 
document.  
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9. ATTACHMENT – CHANGE REQUEST SAMPLE 

   

CHANGE REQUEST FORM 
CHANGE REQUEST #  

Client Original Project Name Original SOW 
Number 

   

Insight Services Manager Client Project Sponsor Request Date 

   

Purchase Order to Apply to Changes:  State/Federal Contract Reference (if applicable) 

  

Change Request Summary 

Original Scope Task  

Reason for Change  

Description of Change  

Project Schedule  

Project Pricing  

Deliverables  

Signatures 

This is a sample CR - not for execution.  

 

 



 
ATTACHMENT D 

 
 

STANDARD PROVISIONS FOR CITY CONTRACTS (10/17)[v.3] 
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Form Gen. 146 (Rev. 9/06) 
 

Required Insurance and Minimum Limits 
 
Name:    Date:  
 
Agreement/Reference:  
Evidence of coverages checked below, with the specified minimum limits, must be submitted and approved prior to 
occupancy/start of operations.  Amounts shown are Combined Single Limits ("CSLs").  For Automobile Liability, split 
limits may be substituted for a CSL if the total per occurrence equals or exceeds the CSL amount.  

   Limits             
 

Workers' Compensation - Workers' Compensation (WC) and Employer's Liability (EL) 
  WC    Statutory 

     EL  
     Waiver of Subrogation in favor of City       Longshore & Harbor Workers  
             Jones Act  
 
 

General Liability  
 
     Products/Completed Operations        Sexual Misconduct    
     Fire Legal Liability   
  
 
 
 
  Automobile Liability (for any and all vehicles used for this contract, other than commuting to/from work)    
 
      
 

Professional Liability (Errors and Omissions)          
 
           Discovery Period  
 
    
 

Property Insurance (to cover replacement cost of building - as determined by insurance company)     
   
     All Risk Coverage         Boiler and Machinery  
     Flood               Builder's Risk  
     Earthquake          
 
 
 Pollution Liability            
  
 
 

 

Surety Bonds - Performance and Payment (Labor and Materials) Bonds    100% of the contract price 
 

Crime Insurance     
 
Other:   

  
 

Los Angeles Fire Department 02/18/2020

Insight Public Sector, Inc. - Advanced Data Analytics Professional Services

✔

$1,000,000

✔ $1,000,000

✔ 3) Coverage to include Fiduciary Liability (if applicable), Errors & Omissions, Cyber Liability and Data Breach 

✔ $1,000,000

See Note #3 

Fine Arts - Cover value of exhibit

1) If a contractor has no employees and decides to not cover herself/himself for workers' compensation, please complete the form entitled     

"Request For Waiver of Workers' Compensation Insurance Requirement" located at: http://cao.lacity.org/risk/InsuranceForms.htm   
2) In the absence of imposed auto liability requirements, all contractors using vehicles during the course of their contract must adhere to     

the financial responsibility laws of the State of California.
3) Coverage to include Fiduciary Liability (if applicable), Errors & Omissions, Cyber Liability and Data Breach 



 
ATTACHMENT E 

 
 

BUSINESS ASSOCIATE AGREEMENT 



BUSINESS ASSOCIATE AGREEMENT  
  

This Business Associate Agreement (the “Agreement”), is made as of the 
____day of  _______, 2020 (the “Effective Date”), by and between Insight Public Sector, 
Inc., on behalf of itself and its subsidiaries and affiliates, (the “Business Associate”) and 
the City of Los Angeles, a HIPAA Hybrid Covered Entity, by and through the Los Angeles 
Fire Department (“LAFD”), a HIPAA designated “health care component” of the City of 
Los Angeles (“Covered Entity”) (collectively the “Parties”) to comply with the privacy and 
security standards required under the Health Insurance Portability and Accountability Act 
of 1996 (“HIPAA”), adopted by the U.S. Department of Health and Human Services and 
as amended January 25, 2013, [45 C.F.R. Parts 160, 162 and 164; Volume 78 Fed. Reg. 
No. 17, Pages 5566 through 5702, January 23, 2013] and, in order to satisfy the electronic 
storage requirements of the Health Information Technology for Economic and Clinical 
Health Act as incorporated in the American Recovery and Reinvestment Act of 2009 
(hereinafter referred to as “HITECH”), and any applicable state confidentiality laws.  
  

RECITALS  
  

WHEREAS, Business Associate (“BA”) will build a data and analytics platform 
Minimum Viable Product (“MVP”) based on LAFD Computer Aided Dispatch (“CAD”) 
records information to compare against LAFD’s existing third-party solution in order to 
provide LAFD with a modern, flexible and responsive solution in the planning and 
deployment of assets in the field and to determine where LAFD should make investments 
in infrastructure;   
  

WHEREAS, in addition to building a data and analytics platform MVP, BA will also 
be accessing the CAD data in order to provide training and other professional services 
on the tools, processes and techniques of using that data; 

 
WHEREAS, the Covered Entity (“CE”) and BA have entered into the Contract 

under which the CE will need to disclose to BA certain “Protected Health Information” 
(“PHI”) that is subject to protection under HIPAA and HITECH;  
  

WHEREAS, HIPAA requires that Covered Entity receive adequate assurances that 
Business Associate will comply with certain obligations with respect to the PHI received 
in the course of providing services to or on behalf of Covered Entity;  
  

NOW THEREFORE, in consideration of the mutual promises and covenants 
herein, and for other good and valuable consideration, the receipt and sufficiency of which 
is hereby acknowledged, the Parties agree as follows:  
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A. DEFINITIONS  
 

Terms used in this Agreement, but not otherwise defined, shall have the meaning 
ascribed by the Final HIPAA Regulations and the HITECH Act, as amended as of January 
23, 2013.  
  

1. Breach means the acquisition, access, use, or disclosure of protected 
health information in a manner not permitted under subpart E of 45 C.F.R. 
Part 164.  

  
2. Business Associate (“BA”) shall have the meaning ascribed in 45 C.F.R. 

§ 160.103 and refers to Insight Public Sector, Inc. for purposes of this 
Agreement.  

  
3. Contract means Los Angeles City Contract Number _____________ and 

all amendments by and between the City of Los Angeles (“City”) and Insight 
Public Sector, Inc. which includes, but is not limited to the performance of 
activities related to building a data and analytics platform MVP based on 
LAFD CAD records and Geographic Information System (“GIS”) information 
to compare against LAFD’s existing third party solution in order to provide 
LAFD with a modern, flexible and responsive solution in the planning and 
deployment of assets in the field and to determine where LAFD should 
make investments in infrastructure, as well as providing training on the 
tools, processes and techniques of using that data.     

  
4. Covered Entity (“CE”) means the City of Los Angeles, a Hybrid Entity by 

and through its LAFD, a Health Care Component of the City of Los Angeles, 
a Hybrid Entity.   

  
5. Designated Record Set means a group of records maintained by or for a 

Covered Entity that are: (i) medical records about individuals maintained by 
or for a covered health care provider; (ii) the enrollment, payment, claims 
adjudication, and case or medical management record system maintained 
by or for a health plan; and/or (iii) used, in whole or in part, by or for the 
Covered Entity to make decisions about individuals.  For purposes of this 
definition, the term “record” means any item, collection, or grouping of 
information that includes protected health information and is maintained, 
collected, used, or disseminated by or for a Covered Entity.  

  
6. Health Care Component (“HCC”) means those portions of the Hybrid 

Entity that perform HIPAA-related activities.  LAFD became a HCC by the 
Los Angeles City Council action which adopted the recommendation of the 
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Personnel Committee meeting on July 30, 2010 [Council File No. 10-1181] 
or as modified [Council File No. R3-0240; Aug. 16, 2013]. 

 

7. HITECH Act (“HITECH”) means the Health Information Technology for 
Economic and Clinical Health Act, which is Title XIII of the American 
Recovery and Reinvestment Act, and any amendments, regulations, rules 
and guidance issued thereto and the relevant dates for compliance.  

  
8. HIPAA Final Regulations means 45 C.F.R. Parts 160, 162 and 164 as 

amended on January 23, 2013 and effective on March 23, 2013 but only to 
the extent it applies to a Covered Entity, Hybrid Entity and/or Business 
Associate.  

  
9. Hybrid Entity (“HE”) means, for purposes of this Agreement, the City of 

Los Angeles, a single legal municipal entity that is (i) a Covered Entity; (ii) 
whose business activities include both covered and non-covered HIPAA 
functions; and (iii) that has designated its LAFD, along with other portions 
of the City of Los Angeles, as a HHC pursuant to 45 C.F.R. § 160.103.   

  
10. Individual means the person who is the subject of the Protected Health 

Information as defined in 45 C.F.R. § 160.103 and shall include a person 
who qualifies as a personal representative in accordance with 45 C.F.R. § 
164.502(g).  

  
11. Protected Health Information (“PHI”) means the Individually Identifiable 

Health Information (“IIHI”) described in 45 C.F.R. § 160.103 that is 
transmitted electronically; maintained electronically; or transmitted or 
maintained in any other form or medium.  

  
12. Required by Law means mandate contained in law that compels a use or 

disclosure of PHI under 45 C.F.R. § 164.512(a)(1) and (2).  
  
13. Secretary means the Secretary of the Department of Health and Human 

Services or their designee under 45 C.F.R. § 160.103.  
  
14. Security Incident means any use or disclosure of information not provided 

for by this “Agreement” of which the BA becomes aware, including breaches 
of unsecured protected health information as defined by 45 C.F.R. § 
164.402.  

  
15. Subcontractor means a person or entity that, creates, receives, maintains 

or transmits protected health information on behalf of the business 
associate.  (45 C.F.R. 160.103(3)(iii))  
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B.  DISCLOSURE OF PHI TO BUSINESS ASSOCIATE  
  

In connection with the services provided by BA to or on behalf of CE, described in 
this Agreement, CE may disclose PHI to BA for the purpose of building a data and 
analytics platform Minimum Viable Product (MVP) based on LAFD CAD records and GIS 
information to compare against LAFD’s existing third party solution, as well as providing 
training on the tools, processes and techniques of using that data .  The purpose of this 
service is to provide LAFD with a modern, flexible and responsive solution in the planning 
and deployment of assets in the field and to determine where LAFD should make 
investments in infrastructure. At no time shall BA use or disclose PHI or other related 
documents to any 3rd party. 
  

BA shall comply with its obligations under this Agreement and with all obligations 
of a BA under HIPAA, HITECH, and other related laws and any implementing regulations, 
as they exist at the time this Agreement is executed and as they are amended, for so long 
as this Agreement is in place. Specifically, the BA will comply with all the obligations and 
assume the liability for failure to do so as provided for in the Final Rules reflected in the 
Federal Register, Vol. 78, No. 17, commencing at Page 5677, dated, January 25, 2013 
which implements among other things Section 13401 of HITECH.  
  
 C.  OBLIGATIONS OF COVERED ENTITY   
  

1. CE shall notify BA of any limitation(s) in its Notice of Privacy Practices of 
Covered Entity in accordance with 45 C.F.R. §164.520, to the extent that 
such limitation may affect BA’s use or disclosure of PHI.  

  
2. CE shall notify BA of any changes in, or revocation of, permission by 

Individual to use or disclose PHI to the extent that such changes may affect 
BA’s use or disclosure of PHI.  

  
3. CE shall notify BA of any restriction to the use or disclosure of PHI that CE 

has agreed to in accordance with 45 C.F.R. §164.522, to the extent that 
such restriction may affect BA’s use or disclosure of PHI.  

  
4. CE shall not request BA to use or disclose PHI in any manner that would 

not be permissible under HIPAA if done by CE.  [45 C.F.R. § 
164.504(e)(2)(i)]  

  
5. CE will make a determination as to whether a use or disclosure of PHI by 

BA is a Breach within the meaning of 45 C.F.R. 164.402 necessitating 
notification under 45 C.F.R. 164.404, 164.406 and 164.408.  
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D.  OBLIGATIONS OF BUSINESS ASSOCIATE  
  
BA agrees to comply with applicable federal and state privacy and security laws, 

specifically the provisions of the HIPAA Administrative Simplification to the extent 
applicable to business associates.  

  
1. Use and Disclosure of PHI.  Except as otherwise permitted by this 

Agreement or applicable law, BA shall not use or disclose PHI other than 
as permitted or required by the Agreement or as Required By Law, except 
as necessary to conduct the practices of the LAFD as describe in this 
Agreement and the Contract to or on behalf of the CE. These activities may 
include the transmitting or receiving of PHI, as may be required from time 
to time, to other business associates or covered entities on behalf of CE. 
BA shall not use or disclose PHI that would violate the HIPAA Rules if used 
or disclosed by CE. Provided, however, BA may use and disclose PHI as 
necessary for the proper management and administration of BA, or to carry 
out its legal responsibilities. BA shall in such cases:  

  
(a) Provide information to members of its workforce using or disclosing 

PHI regarding the confidentiality requirements of the HIPAA Final 
Rules and this Agreement;  

  
(b) Obtain reasonable assurances from the person or entity to whom the 

PHI is disclosed that: (i) the PHI will be held confidential and further 
used and disclosed only as Required by Law or for the purpose for 
which it was disclosed to the person or entity; and (ii) the person or 
entity will notify BA of any instances of which it is aware in which 
confidentiality of the PHI has been breached; and  

  
(c) Notification to Covered Entity.  Agree to notify the designated 

Privacy Officer of CE of any instances of which it is aware in which 
the PHI is used or disclosed for a purpose that is not otherwise 
provided for in this Agreement or for a purpose not expressly 
permitted by the HIPAA Rules within 72 hours of discovery of the 
improper use or disclosure.  The determination as to whether a use 
or disclosure for a purpose not provided for by this Agreement is a 
Breach within the meaning of 45 C.F.R. 164.402 shall be determined 
by the CE using the criteria determined in 45 C.F.R. 164.402 (2)(i)-
(iv) after BA notifies CE of the use or disclosure of the PHI.  

  
(d) Breach Notification.  BA agrees to follow 45 C.F.R. 164.410 after 

first notifying CE of the use or disclosure not provided by this 
Agreement and CE makes a determination that a breach has 
occurred pursuant to paragraph C(5) of this Agreement.  

  



BUSINESS ASSOCIATE AGREEMENT 
Page 6 of 14 
 

 
 

(e) For purposes of the Breach Notification provision in 45 C.F.R. 
164.410, BA, in this Agreement is not the agent of CE.  

  
2. Data Aggregation.  In the event that BA works for more than one covered 

entity, BA is not permitted to use and disclose PHI for data aggregation 
purposes, however, only in order to analyze data for permitted health care 
operations, and only to the extent that such use is permitted under the 
HIPAA Administrative Simplification.  
 

3. De-identified Information.  BA may use and disclose de-identified health 
information if (i) the use is disclosed to CE in writing and permitted in writing 
by CE in its sole discretion and (ii) the de-identification is in compliance with 
45 C.F.R. §164.502(d), and the de-identified health information meets the 
standard and implementation specifications for de-identification under 45 
C.F.R. §164.514(a) and (b).  

  
4. Safeguards.  BA shall maintain appropriate safeguards to ensure that PHI 

is not used or disclosed other than as provided by this Agreement or as 
required by law.  BA shall implement administrative, physical and technical 
safeguards that reasonably and appropriately protect the confidentiality, 
integrity, and availability of any electronic PHI it creates, receives, 
maintains, or transmits on behalf of CE.  

  
5. Minimum Necessary.  BA shall attempt to ensure that all uses and 

disclosures of PHI which pertain to the billing or operations of the CE are 
subject to the principle of “minimum necessary use and disclosure,” i.e., that 
only PHI that is the minimum necessary to accomplish the intended purpose 
of the use, disclosure, or request is used or disclosed.  

  
6. Disclosure to Agents and Subcontractors.  If BA discloses PHI received 

from CE, to agents, including a subcontractor, BA shall require the agent or 
subcontractor to agree to the same restrictions and conditions as apply to 
BA under this Agreement.  BA shall ensure that any agent, including a 
subcontractor, agrees to implement reasonable and appropriate safeguards 
to protect the confidentiality, integrity, and availability of the PHI that it 
creates, receives, maintains, or transmits on behalf of the CE.  BA shall be 
liable to CE for any acts, failures or omissions of the agent or subcontractor 
in providing the services as if they were BA’s own acts, failures or omissions, 
to the extent permitted by law.  BA further expressly warrants that its agents 
or subcontractors will be specifically advised of, and will comply in all 
respects with, the terms of this Agreement.  

  
7. Individual Rights Regarding Designated Record Sets.  If BA maintains 

a Designated Record Set on behalf of CE, BA agrees as follows:  
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(a) Individual Right to Copy or Inspection.  BA agrees that if it 

maintains a Designated Record Set for CE that is not maintained by 
CE, it will, in the event any Individual delivers directly to BA a request 
for access to PHI, in order for CE to respond to such Individual, 
forward such request to CE in order to meet the requirements of 45 
C.F.R. §164.524(a)(1).  Under the HIPAA Final Rules Covered Entity 
is required to take action on such requests as soon as possible, but 
not later than 30 days following receipt of the request.  [45 C.F.R. § 
164.524(b)(2).]  BA agrees to make reasonable efforts to assist CE 
in meeting this deadline.  The information shall be provided in the 
form or format requested if it is readily producible in such form or 
format; or in summary, if the Individual has agreed in advance to 
accept the information in summary form.  A reasonable, cost-based 
fee for copying health information may be charged.  If CE maintains 
the requested records, CE, rather than BA, shall permit access 
according to its policies and procedures implementing the HIPAA 
Administrative Simplification.  

  
(b) Individual Right to Amendment.  BA agrees, if it maintains PHI in 

a Designated Record Set, to make the Designated Record Set 
available to CE for amendments to PHI pursuant to 45 C.F.R. 
§164.526.  

  
(c) Accounting of Disclosures.  BA agrees to maintain documentation 

of the information required to provide an accounting of disclosures of 
PHI in accordance with 45 C.F.R. §164.528, and to make this 
information available to CE upon CE’s request, in order to allow CE 
to respond to an Individual’s request for accounting of disclosures.  
Under the HIPAA Final Rules, CE is required to take action on such 
requests as soon as possible but not later than 60 days following 
receipt of the request.  BA agrees to use its best efforts to assist CE 
in meeting this deadline.  Such accounting must be provided without 
cost to the individual or CE if it is the first accounting requested by 
an individual within any 12 month period; however, a reasonable, 
cost-based fee may be charged for subsequent accountings if BA 
informs the CE in advance of the fee and is afforded an opportunity 
to withdraw or modify the request.  Such accounting is limited to 
disclosures that were made in the six (6) years prior to the request 
(not including disclosures prior to the compliance date of the HIPAA 
Administrative Simplification and shall be provided for as long as 
Business Associate maintains the PHI).  
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8. Internal Practices, Policies and Procedures.  Except as otherwise 
specified herein, BA shall make available its internal practices, policies and 
procedures relating to the use and disclosure of PHI, received from or on 
behalf of CE to the Secretary or his or her agents for the purpose of 
determining CE’s compliance with the HIPAA Rules, or any other health 
oversight agency, or to CE.  Records requested that are not protected by 
an applicable legal privilege will be made available in the time and manner 
specified by CE or the Secretary.  

  
9. Notice of Privacy Practices.  BA shall abide by the limitations of CE’s 

Notice of which it has knowledge.  Any use or disclosure permitted by this 
Agreement may be amended by changes to CE’s Notice; provided, 
however, that the amended Notice shall not affect permitted uses and 
disclosures on which BA relied prior to receiving notice of such amended 
Notice.  

  
10. Withdrawal of Authorization.  If the use or disclosure of PHI in this 

Agreement is based upon an Individual’s specific authorization for the use 
or disclosure of his or her PHI, and the Individual revokes such 
authorization, the effective date of such authorization has expired, or such 
authorization is found to be defective in any manner that renders it invalid, 
BA shall, if it has notice of such revocation, expiration, or invalidity, cease 
the use and disclosure of the Individual’s PHI except to the extent it has 
relied on such use or disclosure, of if an exception under the HIPAA 
Administrative Simplification expressly applies.  

  
11. Knowledge of HIPAA Rules.  BA agrees to review and understand the 

HIPAA Rules as it applies to BA, and to comply with the applicable 
requirements of the HIPAA Rules, as well as any applicable amendments.  

  
12. Security Incident.  BA agrees to immediately report to the CE any security 

incident of which BA becomes aware within 72 hours of discovery of the 
security incident.  

  
E.  TERM AND TERMINATION  

  
1. Term.  The Term of its Agreement shall be effective as of the Effective Date 

of the Contract, and shall terminate when all of the PHI provided by CE to 
BA, or created or received by BA on behalf of CE, is destroyed or returned 
to CE, or, if it is infeasible to return or destroy PHI, protections are extended 
to such information, in accordance with the termination provisions in this 
Section.  
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2. Termination for Cause.  Upon CE’s knowledge of a material breach by BA, 
CE shall either:  

  
(a) Provide an opportunity for BA to cure the breach or end the violation 

and terminate this Agreement and the Contract if BA does not cure 
the breach or end the violation within the time specified by CE;  

  
(b) Immediately terminate this Agreement and the Contract if BA has 

breached a material term of this Agreement and cure is not possible; 
or  

  
(c) If neither termination nor cure is feasible, CE shall report the violation 

to the Secretary.  
  
3. Effect of Termination.  
  

(a) Except as provided in paragraph (b) of this section, upon termination 
of this Agreement, for any reason, BA shall return or destroy all PHI 
received from CE, or created or received by BA on behalf of CE.  This 
provision shall apply to PHI that is in the possession of 
subcontractors or agents of BA.  BA shall retain no copies of the PHI 
and shall confirm, in writing, to the CE that all PHI has been returned 
to the CE or destroyed and the method of destruction.  

  
(b) In the event that BA determines that returning or destroying the PHI, 

BA shall provide to CE written notification of the conditions that make 
return or destruction infeasible.  Upon discovering that return or 
destruction of PHI is infeasible, BA shall extend the protections of 
this Agreement to such PHI and limit further uses and disclosures of 
such PHI to those purposes that make the return or destruction 
infeasible, for so long as BA maintains such PHI.  

  
F.  MISCELLANEOUS  

  
1. Indemnification.  
  

(a) To the extent permitted by law, BA agrees to indemnify and hold 
harmless CE from and against all claims, demands, liabilities, 
judgments or causes of action of any nature for any relief, elements 
of recovery or damages recognized by law (including, without 
limitation, attorney’s fees, defense costs, and equitable relief), for 
any damage or loss incurred by CE arising out of, resulting from, or 
attributable to any acts or omissions or other conduct of BA or its 
agents in connection with the performance of BA’s or its agents’ 
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and/or subcontractor’s duties under this Agreement.  This indemnity 
shall not be construed to limit CE, if any, to common law indemnity.  
  

(b) CE shall have the option, at its sole discretion, to employ attorneys 
selected by it to defend any such action described in F(1)(a) above, 
the costs and expenses of which shall be the responsibility of BA.  
CE shall provide BA with timely notice of the existence of such 
proceedings and such information, documents and other cooperation 
as reasonably necessary to assist BA in establishing a defense to 
such action.  
  

(c) These indemnities shall survive termination of this Agreement, and 
CE reserves the right, at its option and expense, to participate in the 
defense of any suit or proceeding through counsel of its own 
choosing.  

  
2. Mitigation.  If BA violates this Agreement or the HIPAA Rules, BA agrees 

to mitigate any damage caused by such breach, and bear any such related 
costs.  

  
3. Rights of Proprietary Information.  CE retains any and all rights to the 

proprietary information, confidential information, and PHI it releases to BA.  
  
4. Survival.  The respective rights and obligations of BA under Section E. 3 

(Effect of Termination) of this Agreement shall survive the termination of this 
Agreement.  

  
5. Notices.  Any notices pertaining to this Agreement shall be given in writing 

and shall be deemed duly given when personally delivered to a Party or a 
Party’s authorized representatives as listed below or sent by means of a 
reputable overnight carrier, or sent by means of certified mail, return receipt 
requested, postage prepaid.  A notice sent by certified mail shall be deemed 
given on the date of receipt or refusal of receipt.  All notices shall be 
addressed to the appropriate Party as follows: 

   
If to Covered Entity (for Breach Notification):  
  
Alexandra Vázquez-Sherman (HIPAA Privacy Officer) 
Fire Special Investigator 
LAFD, Administrative Operations Bureau 
Risk Management 
200 N. Main St., Room 1890 
Los Angeles, CA 90012 
(213) 978-3873 
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(213) 978-3815 Fax 
 
If to Covered Entity LAFD (For all other Matters) 
  
Ralph Terrazas, Fire Chief  
Los Angeles Fire Department  
200 N. Main St., Room 1800  
Los Angeles, California 90012  
(213) 978-3838   
(213) 978-3814 Fax   
 
And: 
 
S. Jenny Park, Fire Administrator 
Los Angeles Fire Department 
200 No. Main Street, Room 1630 
Los Angeles, California 90012 
(213) 978-3731 
(213) 978-3414 Fax  
 
If to Business Associate:  
 
Lisanne Steinheiser 
Global Compliance Officer 
Insight Public Sector, Inc.  
6820 South Harl Ave. 
Tempe, AZ 85283 
Lisanne.Steinheiser@Insight.com 

 
6. Amendments.  This Agreement may not be changed or modified in any 

manner except by an instrument in writing signed by a duly authorized 
officer of each of the Parties hereto.  The Parties, however, agree to amend 
this Agreement from time to time as necessary, in order to allow CE to 
comply with the requirements of the HIPAA Rules.  
  

7. Choice of Law.  This Agreement and the rights and the obligations of the 
Parties hereunder shall be governed by and construed under the laws of 
the State of California, without regard to applicable conflict of laws 
principles.  
  

8. Assignment of Rights and Delegation of Duties.  This Agreement is 
binding upon and inures to the benefit of the Parties hereto and their 
respective successors and permitted assigns.  However, neither party may 
assign any of its rights or delegate any of its obligations under this 
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Agreement without the prior written consent of the other Party, which 
consent shall not be unreasonably withheld or delayed.  Notwithstanding 
any provisions to the contrary; however, CE retains the right to assign or 
delegate any of its rights or obligations hereunder to any City department or 
office in a manner consistent with the HIPAA Rules.  Assignments made in 
violation of this provision are null and void. 
 

9. Nature of Agreement.  Nothing in this Agreement shall be construed to 
create (i) a partnership, joint venture or other joint business relationship 
between the Parties or any of their affiliates, (ii) any fiduciary duty owed by 
one Party to another party or any of its affiliates, or (iii) a relationship of 
employer and employee between the Parties.  
  

10. No Waiver.  Failure or delay on the part of either Party to exercise any right, 
power, privilege or remedy hereunder shall not constitute a waiver thereof.  
No provision of this Agreement may be waived by either Party except by a 
writing signed by an authorized representative of the Party making the 
waiver.  
  

11. Equitable Relief.  Any disclosure or misappropriation of PHI by BA in 
violation of this Agreement will cause CE irreparable harm, the amount of 
which may be difficult to ascertain.  BA therefore agrees that CE shall have 
the right to apply to a court of competent jurisdiction for specific 
performance and/or an order restraining and enjoining BA from any such 
further disclosure or breach, and for such other relief as CE shall deem 
appropriate.  Such rights are in addition to any other remedies available to 
CE at law or in equity.  BA expressly waives the defense that a remedy in 
damages will be adequate, and further waives any requirement in an action 
for specific performance or injunction for the posting of a bond by CE.  
  

12. Severability.  The provisions of this Agreement shall be severable, and if 
any provision of this Agreement shall be held or declared to be illegal, invalid 
or unenforceable, the remainder of this Agreement shall continue in full 
force and effect as though such illegal, invalid or unenforceable provision 
had not been contained herein.  
  

13. No Third Party Beneficiaries.  Nothing in this Agreement shall be 
considered or construed as conferring any right or benefit on a person not 
party to this Agreement nor imposing any obligations on either Party hereto 
to persons not a party to this Agreement.  
  

14. Headings.  The descriptive headings of the articles, sections, subsections 
of this Agreement are inserted for convenience only, do not constitute a part 
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of this Agreement and shall not affect in any way the meaning or 
interpretation of this Agreement.  
  

15. Interpretation.  Any ambiguity in this Agreement shall be resolved in favor 
of a meaning that permits CE to comply with the HIPAA rules and any 
applicable state confidentiality laws.  The provisions of this Agreement shall 
prevail over the provisions of any other agreement that exists between the 
Parties that may conflict with, or appear inconsistent with, any provision of 
this Agreement or the HIPAA Rules.  
  

16. Regulatory References.  A citation in this Agreement to the Code of 
Federal Regulations shall mean the cited section as that section may be 
amended from time to time. 

 

17. Counterparts and Electronic Signatures.  This Agreement may be 
executed in one or more counterparts, and by the parties in separate 
counterparts, each of which when executed shall be deemed to be an 
original but all of which taken together shall constitute one and the same 
agreement. The parties further agree that facsimile signatures or signatures 
scanned into .pdf (or signatures in another electronic format designated by 
City) and sent by e-mail shall be deemed original signatures.  

 
 

[SIGNATURE PAGE TO FOLLOW] 
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IN WITNESS WHEREOF, the parties have caused this Agreement to be executed 
by their respective duly authorized representatives. 
 
For: THE CITY OF LOS ANGELES 
 
 
DATE: _______________________ By:   ______ 
          RALPH  M. TERRAZAS 
  Fire Chief 
  Los Angeles Fire Department  
 
 
For:  INSIGHT PUBLIC SECTOR, INC.  
 
 
 By:*   ______ 

 Name: _____________________ 
        Title: ______________________ 
APPROVED AS TO FORM:   
 DATE: _________________________ 
MICHAEL N. FEUER, City Attorney  
 
By:   ____ By:**   ______ 
 Judith D. Thompson   Name:_____________________ 
 Deputy City Attorney   Title:_______________________ 
 
DATE: _______________________ DATE: _________________________ 
 
 

ATTESTED: 
HOLLY L. WOLCOTT, City Clerk    
        
By:________________________ 

Deputy City Clerk  
 
 
 
 
 
 
 
Agreement Number:       
 
M:\GENERAL COUNSEL DIVISION\JUDITH THOMPSON\2019 HIPAA Matters\HIPAA2019-027\2019 BAA for CAD Analytics 
Contract for Scott Porter HIPAA2019-027-FINAL.docx 

NOTE: If Contractor is a corporation, two 
signatures are required. 

* The signature of President, Chairman of the 
Board, or Vice President is required here; and 

** An additional signature of Secretary, Assistant 
Secretary, Chief Financial Officer, or Assistant 
Treasurer is also required for the Corporation. 



 
ATTACHMENT F 

 
 

CITY TRAVEL POLICY 
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